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Abstract

The usage of digital technologies is rising rapidly, with governments, businesses, and individuals all using
the internet. As the global online presence increases, so does the cybercrime risk. Within the umbrella
of cybercrime, “malware attacks” exist — attacks carried out by intentionally malicious software.
Ransomware, a type of malware that encrypts victims’ files and demands payment, is a very common type
of malware, and as such, organisations must have a strong defence against such attacks. To build a strong
defence, malware must be fully understood, to facilitate the proper defence mechanisms to be put in
place. This paper aims to analyse a given malware sample to gain an insight into its functionality and
consequences, should it be run on a system.

The methodology used was guided by the Malware Reverse Engineering Handbook. Using this as a guide
ensured that the investigation was as thorough as possible, using techniques such as static analysis,
dynamic analysis, and disassembly. The analysis revealed that the given malware sample was a strain of
the WannaCry ransomware. The sample encrypted the victim’s files and demanded payment in bitcoin,
using the Tor browser in conjunction with bitcoin to mask the attacker’s identity. The malware achieved
persistence by inserting itself into the registry under an obfuscated name, and evaded detection by posing
as legitimate files present on systems, such as “tasksche.exe”.

If this strain of malware were executed on a victim’s machine, the consequences could be severe and
could range from a minor inconvenience for an individual or could bring a business to a standstill. The
potential consequences of falling victim to this malware highlights the need to have proper defence in
place, built up by gaining an understanding of how the malware operates. While countermeasures such
as WanaKiwi exist to recover encrypted files on certain systems, other methods of preventing damage
caused by the malware include backing up data and keeping software fully up to date. Though these
countermeasures could be effective, it is still vital to gain a full understanding of how the malware behaves
to put in place further defence methods. Further studies on this malware could include observing the
behaviour when exposed to a network of machines, further testing of the WanaKiwi recovery tool, or
analysing a different variant of the malware to examine how the strain changes and mutates over time.
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1 INTRODUCTION

1.1 BACKGROUND

As the world moves to a digital age, the reliance on technology has increased rapidly. With governments,
businesses, and individuals depending on digital services, the threat of cybercrime has increased too.
With almost 70% of the world’s population accessing the internet (Datareportal, 2025), the attack surface
for cybercriminals has widened dramatically. As demonstrated by Figure 1, the annual cost of cybercrime
is rising and is expected to reach costs in excess of $13 trillion (£9 trillion) (Fleck, 2024).

Cybercrime Expected
To Skyrocket

Estimated annual cost of cybercrime worldwide

(in trillion U.S. dollars)
13.82

12.43
11.36
10.29

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028

o|oO

%

As of Sep. 2023. Data shown is using current exchange rates.
Source: Statista Market Insights

statista %a

Figure 1 - Expected rise of cybercrime cost (Fleck, 2024)
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Within the bracket of cybercrime, specific attacks known as “malware attacks” exist. A malware attack is
defined as an attack launched by software with malicious intent (CyberArk, n.d). Malware attacks can be
split into several different categories, some of which are outlined below:

e Virus — malware that can spread via host files

e Worm — malware that can spread by itself

e Trojan — malware disguised as legitimate software

e Ransomware — malware that locks and encrypts files while demanding payment, and is the most
common form of malware (ICO, n.d).

As ransomware is the most common form of malware (ICO, n.d), it is no surprise that ransomware attacks
can wreak havoc on victims and cause vast amounts of damage, with almost half a billion ransomware
attempts in 2022 (Smith, 2024). To ensure effective protection against ransomware, ransomware must
be understood. One of the most effective ways to achieve this is through the analysis of malware samples,
which allows researchers to uncover the functionality, behaviour, and intended impact of the malicious
code. This type of analysis provides valuable insights that can inform the development of more robust
defensive strategies and response mechanisms.

1.2 Am

This project aims to analyse a malware sample to understand its functionality and potential
consequences if executed on a system. The analysis will use different tools to perform both
static and dynamic analysis, as well as further analysis using a disassembler, to gain a thorough
understanding of the sample. To achieve this, three sub-aims have been identified. The project
should:

e Determine what type of malware the sample belongs to.
e Uncover the functionality of the malware.
e Discover where the malware attempts to gain persistence on a system.
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2 METHODOLOGY

2.1 OVERVIEW OF METHODOLOGY

The methodology used to analyse the provided malware sample was heavily influenced by the Malware
Reverse Engineering Handbook, written by the Nato Cooperative Cyber Defence Centre of Excellence (Balci,
et al., 2020). While the methodology used in this project does not follow the NCCDCOE methodology
exactly, it was guided by the content and structure of the NCCDCOE methodology. The methodology used
in this project consisted of three main sections:

e  Static analysis
e Dynamic analysis
e Disassembly

2.2 STATIC ANALYSIS OVERVIEW

When performing static analysis, the malware was studied and analysed to gain an understanding of the
malware’s purpose and actions, without executing the sample. Static analysis consisted of the following
sub-sections:

e Signature Identification

e String Analysis

e Packer Detection

e Portable Executable (PE) Analysis

2.2.1 Signature Identification Overview

The first stage of static analysis was to consult a database containing known malware signatures to cross-
reference the malware sample under investigation against the database listing, to query if the sample in
guestion had been previously discovered. By doing so, vital information about the malware sample, such
as common file names or properties of the sample, can be used to aid the investigation of the malware.
For this analysis, the database “VirusTotal” was used due to its ability to accept a file hash rather than a
file itself. This ensures a safer analysis as it does not require the malicious file to be uploaded and risk
accidental execution. This also eradicates the need for the malware to be removed from its isolated
environment, reducing risk to the analyst’s host machine.

2.2.2 Strings Analysis Overview

To gain an understanding of the actions taken by the malware sample upon execution, the strings utility
was used on the malware sample. This allowed for the investigation of information such as imported
Dynamic Link Libraries (DLLS), functionalities, or processes invoked by the sample through investigation
of the resultant strings returned by the utility.

2.2.3 Packer Analysis Overview
If a malware sample is “packed”, the sample uses methods of obfuscation to conceal its malicious intent.
Packing can be used to evade detection, so as such it is imperative that any form of packing used on a
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malware sample be identified and analysed. To determine whether the sample in question was packed,
the PEiD tool was used. This tool was chosen over other available tools due to its functionality of detecting
a myriad of different compression or obfuscation methods.

2.2.4 Portable Executable (PE) Analysis Overview

The final step of the static analysis portion was to scrutinise the structure of the malware sample. To do
this, PeStudio was used to investigate and extract vital information, such as the entropy, imports, and the
file header. PEiD and Resource Hacker were then used to further interrogate the information gained from
PeStudio. To facilitate further analysis where required, a hex editor was used. In this case, hexedit was
opted for as it comes preinstalled on a Kali Linux machine.

2.3 DYNAMIC ANALYSIS OVERVIEW

Dynamic analysis, contrasted to static analysis, involves executing the malware sample to observe its
behaviour. This method of analysis provided information that would be unavailable if the malware were
not run. The information provided contains details of:

e Behaviour when executed

e Processes created by the malware

e Changes made to the registry by the malware
e How the malware interacted with a network

To carry out the dynamic analysis steps, a safe environment to run the malware had to be initiated. The
malware was run inside a virtual machine (VM), using VMware Workstation. The VM elected for this
analysis was a Flare VM. Based on Windows 10, Flare was chosen because it comes with several malware
analysis tools pre-installed, which cover all the necessary steps of this malware investigation. Using this
VM, the malware was isolated in an environment which kept it separate from the host machine. VMware
Workstation has the “snapshot” functionality, allowing VMs to be reset to a previous state. Using this
functionality, the Flare VM was reset several times throughout the analysis, allowing any changes made
by the malware to be reset.

2.3.1 Malware Execution Overview
Before using any dynamic analysis tools, the malware was executed to observe how it interacted with the
system. This was carried out to help guide later analysis, such as process monitoring.

2.3.2 Process Monitoring Overview

When monitoring the processes created by the malware, three different tools were used: Procmon,
ProcWatch, and ProcExp. A combination of tools, rather than just one, was used to ensure thoroughness
when analysing the processes spawned from the malware.
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2.3.3 Registry Analysis Overview

The subsequent step of the procedure was to investigate any changes made to the registry after the
malware was executed. To easily view the changes made, regshot was vital in comparing differences
between the original state of the registry and the state after the malware was run. This tool was chosen
for its ability to take a snapshot of both states of the registry and automatically generate a text file
outlining the differences between the two. This clearly outlined the locations on the system where the
malware propagated itself, attempting to gain persistence and go undetected.

2.3.4 Network Analysis Overview

The final phase of dynamic analysis examined how the malware interacted with networks. While many
tools exist for network analysis, Wireshark was selected for this investigation. This tool was chosen due
to the ability to capture “loopback traffic” — network traffic that is received by the same device that sent
it. This allowed the malware’s behaviour to be analysed in an isolated manner, thus negating the risk of
connecting the malware to an external network.

2.4 DISASSEMBLY OVERVIEW

The final stage of the malware analysis was to use a disassembler tool to view the code behind the
malware. The tool chosen in this instance was Ghidra — a reverse engineering tool developed by the
National Security Agency (NSA) of the United States. Ghidra was chosen over other reverse-engineering
tools because it has a decompiler feature. This effectively translates low-level machine code into higher-
level code, allowing it to be read and understood more easily. Ghidra was used to view actions taken by
the malware, e.g. function calls, guided by the results from the previous steps of the process. This enabled
the analyst to gain a deeper and fuller understanding of exactly how the malware operates.
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3 PROCEDURE AND RESULTS

3.1 OVERVIEW OF PROCEDURE

To perform each stage of the malware analysis methodology outlined in Section 2 — Methodology, the
tools displayed in the table below were used.

Table 1: Tools Used

Name Version Section Used
VMware Workstation 17 Pro 17.6.1 Entire Procedure
VirusTotal 3 (API) Signature ldentification
PEID 0.95 Packer Identification
Resource Hacker 5.8.2 Portable Executable Analysis
PeStudio 9.47 Portable Executable Analysis
ProcMon 3.92 Process Monitoring
Regshot 1.9.1 Registry Analysis
Wireshark 4.0.3 Network Analysis
Ghidra 10.2.3 Disassembly
WannaKiwi 0.1 Countermeasures
Hexedit 1.6-2 Portable Executable Analysis
ProcExp 17.02 Process Monitoring
Notepad++ 8.4.9 Malware Execution
ProcWatch 2.0 Process Monitoring
Strings 2.54 Strings Analysis, Portable
Executable Analysis, Malware
Execution

As stated in Section 2.3 — Dynamic Analysis Overview, a safe environment for malware analysis was set
up using a Flare Virtual Machine to ensure the malware was contained and posed no risk to the analyst’s
host machine. A Kali Linux virtual machine — used as it comes preinstalled with many utilities - was also
set up for further analysis where required. Most of the analysis, however, was performed on the Flare
VM.

3.2 STATIC ANALYSIS

Static analysis of the sample was performed by investigating the content of the sample without running
it. This provided key insights into the sample’s behaviour, aiding the process of dynamic analysis.

3.2.1 Signature Identification
The first stage of the procedure was to investigate the signature of the sample. This was achieved by
obtaining the MD5 hash of the file (Figure 2) and uploading it to VirusTotal (Figure 3).
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... File Hash

Actions  Infolevel VirusTotal External

File: EDO1EB™1 .EXE
Size: 3514368
MDE 84C22835ACD21BBCFYSAG1IV06DEBABE 49
Now 20 2010, 9:05:05 — 32 Bit EXE

Compiled: Sat.
Version: 6.1.7601.17514 (win?=pl_rtm.101119-1850)

Figure 2 - Getting the hash

ed0lebfbc9ebsbbeasa5af4d01bf5f1071661840480439c6e5babe8el80ed41aa

Figure 3 - Virustotal Score

As displayed, the sample has been noted as malicious by 68 different organisations. Further investigation
showed that this sample has been associated with the “WannaCry” malware (Figure 4).
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AhnLab-V3

Alibaba
AliCloud

AlYac
Antiy-AVL
Arcabit

Avast

AVG

Avira (no cloud)
Baidu
BitDefender
Bkav Pro
ClamAV
Crowd5Strike Falcon

CTX

This gave a significant insight into the intended purpose of the sample, as WannaCry is a well-known piece
This suggested that the provided malware sample was ransomware.

of ransomware.

Figure 4 — Wannacry

investigation of Virustotal provided some basic information about the file.

Basic properties ©

MD5

SHA-1
SHA-256
Vhash
Authentihash
Imphash

Rich PE header hash...

SSDEEP
TLSH

File type
Magic

TriD
DetectltEasy
Magika

File size
PEiD packer

84c82835a5d21bbcf75a61706d8ab549

5ft465ataabchf0150d1a3ab2c2e74f3a4426467
ed0lebfbc9eb5bbeas45af4d01bf5f1071661840480439c6e5babe8e080e41aa
036046656d1570a8236311z11z

4b2c4cTf0efsffaceabefc53Tf0aat6b0a30cTocd T979cB6CTIAf996002baofd
68f013d7437aa653a8a98a05807afebl

417a06d07f984f3bcescd06546C98842

98304:QqPoBhz1aRxcSUDkK36SAEd hwvxWa9P593RByAVp2g3x:QqPel Cxcxk3ZAEUadzRByc4gB
T173F533F4E221BTACF2550EF64855C59B6A9T24B2EBEF1E26DABD01ATODAAFTFBFCD491
Win32 EXE windows
PE32 executable (GUI) Intel 80386, for MS Windows
Win32 Executable MS Visual C++ (generic) (37.8%)
PE32
PEBIN
3.35 MB (3514368 bytes)
Microsoft Visual C++

executable win3i2 pe peexe

Microsoft Visual C+ compiled execu. ..
Compiler: EP:Microsoft Visual C/C++ (6.0 (1720-9782)) [EXE32]

Compiler: Micro...

Figure 5 - Basic information

As displayed in Figure 5, the file type is a “Win32 EXE”. This is a common method used by malware to
evade detection by running a 32-bit file on a 64-bit system. A seen in Figure 6, Virustotal also revealed
other names that the malware sample has been recognised under.
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Names O

ed0lebfbc9eb5Sbbea545af4d01bf5f1071661840480439c6e5babeBelBled1aa.cxe
ed01ebfbc9ebsbbeas45af4d01bfsf107T1661840480439c6e5babe8e080e41aa.bin (1)
wannaCry.exe

WannaCry.EXE

Proforma Invoice and Bank swift-REG.PI-00B6547654.exe

SuperKeyPass.exe

diskpart.exe

WannaCryptOr.exe

chrome.exe

wannacry.sample

tasksche.exe

Figure 6 - Aliases used by the malware

Notably, “tasksche.exe”, “diskpart.exe”, and “chrome.exe” are all designed to look like native Windows
applications. This is another method used to evade detection.

3.2.2 String Searching

The next stage of the analysis was to use the “strings” utility on the sample. To ensure that only strings
about the sample were returned, the strings command was used to return strings greater than six
characters. As illustrated in Figure 7, several useful outputs were gained.
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GetStartupInfod

C.wnry

adwvapi32.dll

WanaCrypter

Softwareh,

.sgqlite3

.sqlitedb

.accdb

.class

.backup

.onetoc2

WANACRY !

CloseHandle . e —m

DeletefFilel Microsoft Enhanced R5A and AES Cryptographic Provider
MoveFileExW CryptGenkey

MoveFilel CryptDecrypt

ReadFile CryptEncrypt

lriteFile CryptDestroykey
CreateFileM CryptImportkey
kernel32.d1l CryptAcquireContexth
#sh\Intel

#s\ProgramData

cmd.exe fc "HEs"

115p7UMMngoj lpMvicpHijcRdFINXjeLrLln
12+t9YDPgwue9NyMaw519p7AA8i s roSke
13AMAVIH2dhxY gXeQepoHkHSQuyElgaEb94 fcacls . Jgrant Everyone:F /T /C 10

attrib +h .

Global\MsWinZonesCacheCounterMutexA llcry@2o17

Figure 7 - Strings output

The outputs displayed in Figure 7 contained vital clues as to the sample’s intended behaviour. The sample
appeared to perform some sort of file manipulation and encryption. The strings output also returned
three curious strings:

e 115p7UMMngojlpMvkpHijcRdfJNXj6LrLn
e 12t9YDPgwueZ9NyMgw519p7AA8isjreSMw
e 13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

Upon further research, these strings appeared to be Bitcoin addresses (Blockchain.com, n.d). The wallets
all had a considerable amount of value in them (at least $1 million in received funds each (Blockchain.com,
n.d)). The combination of file manipulation, encryption, and bitcoin wallets with large amounts of money
transferred to them further reinforces the idea that this given sample is a ransomware sample. Further
analysis of the stings revealed “tashsche.exe” —one of the names that the sample is said to go by according
to Virustotal -, a line of code that said “icals . /grant Everyone:F /T /C/Q attrib +h”, and a curious string
simple saying “WNcry@20l7”. The strings output also revealed a command line argument - “cmd.exe
/c %s” —with “%s” indicating a variable to be passed in. This required further analysis during the dynamic
phase.
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The line of code grants everyone full control of all files/folders in the current directory and all
subdirectories, with the “/Q” flag suppressing success messages, and “attrib +h” used to change file or
folder attributes. The suppressed success messages may be used to avoid detection, as it would not flag
up any suspicion. The “+h” flag is also used to hide the current directory from inspection, again likely to
evade detection. Turning attention to the bitcoin addresses found, this further suggests evidence of
ransomware due to the anonymous nature of bitcoin addresses and the large amount of money
transferred to each address, suggesting victims have paid a ransom. Finally, the string of “WNcry@20l17”
warranted attention as well. The string spells out an abbreviated version of “WannaCry”, the suspected
malware strain, but did so in a way that used unusual characters to spell it out. Following research, it was
found that this was a password that the sample uses to extract itself (The BlackBerry Cylance Threat
Research Tema, 2017). The entire strings output can be examined in Appendix A — Strings Output.

Going deeper into the strings analysis returned a list of 28 different files, each with a different language.
This suggests that the sample tries to display a message to as many different people as possible,
suggesting that this message is a possible ransom note. See Figure 8 for the list of language files.

P
msg/m_bulgarian.wnry
msg/m_chinese (simplified).wnry
"t=. |Vbg-

msg/m_chinese (traditional).wnry
msg/m_croatian.wnry
msg/m_czech.wnry
msg/m_danish.wnry
msg/m_dutch.wunry
msg/m_english.wnry
msg/m_filipino.wnry
msg/m_finnish.wnry
msg/m_french.wnry
msg/m_german.wnry
msg/m_greek.wnry
msg/m_indonesian.wnry
msg/m_italian.wnry
msg/m_japanese.wnry
msg/m_korean.wnry
msg/m_latvian.wnry
msg/m_norwegian.wnry
msg/m_polish.wnry
msg/m_portuguese.wnry
msg/m_romanian.wnry
msg/m_russian.wnry
msg/m_slovak.wnry
msg/m_spanish.wnry
msg/m_swedish.wunry
msg/m_turkish.wnry
msg/m_vietnamese.wnry

Figure 8 - Language files found in strings

Following this, the analyst searched for any instances of Dynamic Linked Libraries (DLL) in the output.
DLLs can provide key insights into the behaviour of the sample.

".d11" output.txt

Figure 9 - DLLs
As displayed in Figure 9, the sample invokes the following DLLs:

e KERNEL32.dll
e USER32.dll
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e ADVAPI32.dll

e SHELL32.dll
e OLEAUT32.dIl
o WS2 32.dll
e MSVCRT.dII
e MSVCP60.dll
e Advapi32.dll
e Kernel32.dll

It should be noted that “kernel32” and “advapi32” appear in both uppercase and lowercase formats. This
suggests the sample is possibly trying to evade detection by using DLLs that impersonate legitimate DLLs.
Kernel32.dll is a very common DLL used in malware, as it provides functionalities such as manipulation of
memory, files, or hardware, and Advapi32.dll gives access to the registry or service manager.

Similarly, all EXE files invoked by the sample were searched for, as displayed in Figure 10.

ples\i>findstr ".e

Figure 10 - EXE files

All exe files were noted for inspection during dynamic analysis, with particular emphasis on tasksche.exe
and diskpart.exe, as these appeared previously on Virustotal, reinforcing the idea that these files are
fundamental to the sample’s behaviour.

3.2.3 Packer Detection

When opened in PEid, there was no indication of any “packing”, just compilation in C++ (Figure 11).
Packing is when malware is obfuscated to attempt to bypass security detection, and therefore making it
more challenging to analyse; when malware is packed, the signatures and hashes change (Shellseekcyber,
2024). As there were no obvious signs of packing, the malware analysis could continue.

[ PEID v0.95 — X

File: |C:\Users\user\Desktop\Samples!1\eddiebfbcSebsbbeas45af4d0 1bf5 EI

Entrypoint: |[000077BA EP Section: |.text =]
File Offset: |000077BA First Bytes: |55,38,EC,6A ﬂ
Linker Info: [6.0 Subsystem: |Win32 GUI B

Microsoft Visual C++ 6.0

Multi Scan Task Viewer Options About Exit |

Figure 11 - No packing
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3.2.4 Portable Executable Analysis
Following the confirmation that the sample was not packed, the sample was opened in PEStudio. This
allowed detailed analysis of key details such as imports.

property value

md3 84C82835A5021BBCFT3AG1 TOEDEABS4

shal SFR4653AFAABCEROT S0 AIAB2CAETAFIAA4B4A67

shal36 EDO1EBFECIEBSBBEAASAFADOTBFSF1071661840480430C6ESBABESEOS0ELT AL

first-bytes-hex 40 5A 90 00 03 00 0000 04 00 00 00 FF FF 00 00 BE 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
first-bytes-text T

file-size 3514368 bytes

entropy 7.995

imphash 680507B5BESG09T0269CER1BT2FA02C0

signature Microsoft Visual C++ vB.0

tooling

entry-point 558BECBAFFEEEEDAA000 68 FATHA00064 A1 000000005064 8925000000 0083 ECHE 53
file-version £.1.7601.17514 (win7spl rtm.10111%-1850)

description DiskPart

file-type executable

cpu 32-bit

subsystem Gul

compiler-stamp Sat Mov 20 09:05:05 2010 | UTC

debugger-stamp
resources-stamp
import-stamp

exports-stamp

Figure 12 — PEStudio

As detailed in Figure 12, the file has an entropy of almost 8. Typically, an entropy value of higher than 7.2
indicates that malware is packed (Lyda & Hamrock, n.d). However, PEID stated that this sample was not
packed. This gave the analyst cause for further investigation. It was also noted that the file type is a 32-
bit executable — a possible attempt to evade detection. As previously mentioned, 32-bit files are often
used to evade detection by running on 64-bit systems. Finally, as displayed, the file header is MZ/4D 5A,
indicating that this file is a DOS file (Boutnaru, 2024).

Further analysis using PEStudio revealed 14 imports flagged as suspicious, displayed in Figure 13.
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imports (114) flag (14)
CreateServiced

RegCreatekeyW

RegsetValuebxd
VirtualProtect

WriteFile
SetFilefttributes\
CreateProcessh,
TerminateProcess
GetExitCodeProcess
CryptReleaseContext

rand

srand
SetCurrentDirectonyW
SetCurrentDirectonyd,

I T A T

Figure 13 - Suspicious imports

Each of these 14 imports is commonly used by malware:

CreateServiceA
o Creates a Windows service (Microsoft, 2022) and could be used by the malware to
propagate itself
RegCreateKeyW
o Creates a designated registry key (Microsoft, 2023) and could be used to gain persistence
RegSetValueExA
o Sets data in a registry key (Microsoft, 2023) and could be used to gain persistence
VirtualProtect
o Edits protection settings (Microsoft, 2024) and could be used by the malware to
propagate itself in the memory
WriteFile
o Writes data to a file, which could be used to encrypt files
SetFileAttributesW
o Changes file attributes (e.g. read only/hidden) and could be used to hide files from view
to evade detection
CreateProcessA
o Creates a process that could be used by the malware to launch additional payloads
TerminateProcess
o Stops a process and could be used to prevent an antivirus from running
GetExitCodeProcess
o Returns an error code when a process stops (Microsoft, 2022) and could be used to check
if a subprocess is complete
CryptReleaseContext
o Frees up a cryptographic service (Microsoft, 2024) and commonly follows other
cryptographic functions when encrypting files
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e Rand and srand
o Random number generators that could be used to form encryption keys
e SetCurrentDirectory
o Changes the current directory and could be used to cycle through each directory

The use of the above imports provides further evidence towards ransomware in this sample. The rest of
the 114 imports that were not flagged were examined and can be viewed in Appendix B — Imports.

Going deeper into the analysis on PEStudio, it was discovered that, even with an entropy of eight, there
was very little difference between virtual and raw sizes. This was odd because, as previously established,
there was no packing used, but the entropy value was eight, as displayed in Figure 14.

value

Jrsrc
FI9CETDCA4308F0AT49A1SE. .
8.000

9814 %

0 448832 bytes)
(0x00010000
0xD0349FAD (3448736 bytes)

Figure 14 - High entropy, low size difference

The analysis displayed that there was very little difference between raw and virtual size, yet the entropy
value was extremely high. Further investigation revealed the existence of a PKZIP file somewhere within
the sample (Figure 15), likely causing the high entropy value.

XIA PKZIP .rsrc:0x 000100F0 3446325 98.06 % 8.000 5048 0304 14000100 08 00 AA AT A. PKovinnnnn)img

Figure 15 - PKZIP file

To dig deeper into the PKZIP file, Resource Hacker was used. When investigating the sample in
ResourceHacker, the analyst found a section with the file header “50 4B 03 04”, shown in Figure 16. This
is the file header for a PKZIP file (Buchholz, n.d).

\,.r ..... | 1A
: Leeily 2058 11033

000100FD
00010110

50 4B 03 04

77 6E 72 T4

Figure 16 - PKZIP file header

As Resource Hacker has the option to extract resources, the analyst extracted the relevant section as a
resource and, using the theory that there was a form of zip file embedded in the program, changed the
extension to .zip. The analyst then attempted to extract the contents of the zip file and was met with a
password prompt, as evidenced below in Figure 17.
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Blapsed time: 00:00:05 Tatal size: 6017 K
Riemaining time: Speed:
Files: 0 Processed: 0
Compression ratio: Enter password w 0
Esdracting Enter password:
b wniry |

Show password

Background Pausze Cancel

Figure 17 - Password prompt

As it was previously established that “WNcry@2o0l7” was a password used somewhere in the process, this
was entered into the prompt. As illustrated in Figure 18, this was successful. This confirmed that the
actual malware was embedded in a zip file and that, when executed, this password is used for the malware
to extract itself.

msg File folder

L] bawnry WNRY File 1407 KB
[ cwnry WNRY File 1KB
] rwnry WNRY File 1KB
L] swnry WNRY File 2,968 KB
[ tawnry WNRY File 65 KB
[5] taskdl.exe Application 20KB
[ taskse.exe Application 20KB
L] uwnry WNRY File 240 KB

Figure 18 - Extracted files

16 |Page



WHRY File 47 KB
WHRY File 54KB
T8KB
39KB
40KB

|1 m_bulgarian.wnry

|j m_chinese (simplified).wnry
|j m_chinese (traditional).wnry
[7] m_croatian.wnry

[} m_czechawnry

[} m_danish.wnry

|j m_dutch.wnry

|j m_english.wnry
[7] m_filipina.wnry
[7] m_finnish.wnry
[} m_frenchwnry

Wowowow oW oww
c B =i

[ m_germanswry
|j m_greek.wnry
|j m_indonesianwnry

[7] m_italian.wnry

[] m_japanesenry
[} m_korean.wnry WNRY File

|j m_latvian.wnry WHNRY File

|j m_norwegian.wnry
[7] m_polish.wnry
[} m_portuguesewnry

|_] m_romanian.wnry

|j m_russian.wnry 716 PM 7Kl

[ m_slovak.wnry 0716 PM 41KB
[7] m_spanishwnry 6 PM I7KB
[7] m_swedish.wnry 6 PM IBKE
[ m_turkish.wnry 6PM 42KB
[ m_vietnamese.wnry 2010 7:16 PM WNRY File 92KE

Figure 19 - Extracted files in /msg

As seen in Figure 19, several files were extracted. Notably, taskdl.exe and taskse.exe were extracted; both
files were present in the strings output. As seen in Figure 20, the previously discovered language files
were extracted in a folder called “msg”, further evidencing that these were, in fact, ransom notes. These
files could not be directly opened because of the “wnry” extension, but strings could be used to analyse
the contents. When strings was used on the English file, it confirmed that these were ransom notes
(Figure 20).

\hich\af31562\dbch\af53\1och\£31502 What Happened to My Computer?

\par H\rtlch\fesl \af1\afs22 \Itrch\fcsd \b\f524\loch\af31502\hich\af31502\dbch\af53\insrsid14313477\charrsid5733561 \hich\af31502\dbech\af53\10ch\F31502 Y}{\rtlch\fcsl \af1\afs22 \ltrch\feso

\F522\loch\af315 502\dbch\af53\: 3477\charrs1d5733561 \hich\af31502\dbch\af53\1och\31502 our important files are encrypted.

\par \hich\af31582\dbch\af53\1och\f31502 Many of your documents, photos, videos, databases and other files are no longer accessibl\hich\af31502\dbch\af53\loch\F31502

& because they have been encrypted. Maybe you are busy looking for a way to recover your files, but do not waste your time. Mobody can recover your files without our decryption service.

\par H\rtlch\fesl \af1\afs22 \ltrch\fcsd \b\fs28\loch\af31502\hich\af31502\dbch\af53\insrsid14313477\charrsid5733561 \hich\af31502\dbch\af53\10ch\F31502 Can T Recover My Files?

\par }{\rtlch\fesl \af1\afs22 \ltrch\fcsd \b\f524\loch\af31502\hich\a¢31502\dbch\af53\insrs1d14313477\charrsid5733561 \hich\af31502\dbch\af53\1och\F31582 SH\rtlch\fesl \af1\afs22 \ltrch\fes@
\522\10ch\af31502\nich\af31502\dbch\af53\1nsrs1d14313477\charrs1d5733561 \nich\af31502\dbch\af53\1och\F31502 ure. We guarantee that you can recover all y\hich\af31502\dbch\af53\1och\f31502 our files safely and easily. But you have not so enough time.
\par \hich\af31502\dbch\af53\1och\F31502 You can decrypt some of your files for free. Try now by clicking <Decrypt>.

\par \hich\af31502\dbch\af53\loch\f31502 But if you want to decrypt all your files, you need to pay.

\par \hich\af31502\dbch\af53\1och\f31502 You only have 3 days to submit the payment. After that the\hich\af31562\dbch\af53\loch\f31502 price will be doubled.

\par \hich\af31502\dbch\af53\loch\f31502 Also, if you don't pay in 7 days, you won't be able to recover your files forever.

\par \hich\af31502\dbeh\af53\10ch\F31502 We will have free events for users who are 5o poor that they couldn't pay in 6 months.

\par J{\rtlch\fcsl \af1\afs22 \ltrch\fcs® \b\fs28\loch\af31582\hich\af31502\dbch\af53\insrs1d14313477 \charrs1d5733561 \hich\af31502\dbch\af53\1och\£31502 How Do T Pay?

\par H\rtlch\fcsl \af1\afs22 \Itrch\fcs® \b\fs24\loch\af31502\hich\af31502\dbch\af53\insrsid14313477\charrsid5733561 \hich\af31502\dbch\af53\1och\f31582 P}{\rtlch\fcsl \afl\afs22 \Itrch\fcs@
\f522\1och\af31502\hich\af31502\dbch\afS3\1nsrs1d14313477\charrs1d5733561 \hich\af31502\dbch\af53\1och\f31562 ayment is accepted in Bitcoin only. For more i\hich\: \af53\1och\£31502 nf , click <About bitcoin>.
\par \hich\af31502\dbch\af53\loch\f31502 Please check the current price of Bitcoin and buy some bitcoins, For more information, click <How to buy bitcoins>.

\par \hich\af31502\dbch\af53\1och\31502 And send the correct amount to the address specified in this window.

\par \hich\af31502\dbch\af53\1och\f31502 After your payment, click <Check Pay\hich\af31502\dbch\af53\loch\f31502 ment>. Best time to check: 9:00am - 11:00am GMT from Monday to Friday.

\par \hich\af31582\dbch\af53\1och\f31502 Once the payment is checked, you can start decrypting your files immediately.

\par }{\rtlch\fcst \af1\afs22 \ltrch\fcsd \b\fs28\loch\af31502\hich\af31502\dbch\af53\insrs1d14313477 \charrs1d5733561 \hich\af31502\dbch\af53\1och\F31502 Contact

\par H\rtlch\fcsl \af1\afs22 \Itrch\fcs® \fs22\loch\af31502\hich\af31502\dbch\af53\insrsid14313477\charrsid5733561 \hich\af31582\dbch\af53\1och\f31502 If you need our assistance, send a message by clicking <Contact Us>.

\par J{\rtlch\fes1 \af1\afs22 \ltrch\fcs® \fs22\c#6\loch\aF31502\hich\af31502\dbch\aF53\insrs1d14313477\charrs1d5733561 \hich\af31502\dbch\af53\1och\F31502 We strongly recommend you to\hich\af31502\dbch\af53\loch\f31502

not remove this software, and disable your anti-virus for a while, until you pay and the payment gets processed. If your anti-virus gets updated and removes this software automatically, it will not be able to recover your files even if you pay!H

Figure 20 - English ransom note
The full strings output from this file can be viewed in Appendix A — Strings Output.

Turning attention to the root extracted folder, all files were examined using strings and any noteworthy
results are described below. The full output from all the files can be viewed in Appendix A — Strings
Output.

3.24.1 Cwnry

When analysing c.wnry, the only finding of note was the apparent use of “Tor”. The file contained three
“onion” addresses and a direct link to the Tor browser. Onion addresses are links that provide anonymity
using the Tor browser — a browser that masks internet activity. The use of Tor and onion addresses
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suggests it’s highly likely that this is how the ransom payments were carried out. This ensured that the
network traffic could not be traced back to the creator(s) of the malware, ensuring they remained
anonymous. The strings output from this file can be seen in Figure 21.

gx7ekbenv2riucmf.onion;57g7spgrzlojinas.onion;xxlvbrloxvriy2c5.onion; 76jdd2ir2embyv4d7 . onion; cvnhwhlz52magm?7 . onion;
https://dist.torproject.org/torbrowser/6.5.1/tor-win32-8.2.9.10.zip

Figure 21 - C.wnry strings

3.24.2 Rwnry

After using strings on r.wnry, what appeared to be instructions for paying the ransom were returned. The
file explained that the victim’s files are encrypted, and the ransom must be sent to Bitcoin addresses,
confirming that the previously discovered Bitcoin addresses were indeed used for collecting the ransom.
Interestingly, “%s” was used when talking about both the ransom amount and the bitcoin address. This
suggests these are not hardcoded and could change each time the malware is run, as “%s” signifies a
variable. This prompted the analyst to note and examine this during further analysis. The output from
r.wnry can be inspected in Figure 22.

Q: What's wrong with my files?

A:  Ooops, your important files are encrypted. It means you will not be able to access them anymore until they are decrypted.
If you follow our instructions, we guarantee that you can decrypt all your files guickly and safely!

Let's start decrypting!

What do T do?

First, you need to pay service fees for the decryption.

Please send %s to this bitcoin address: %s

Next, please find an application file named "%s". It is the decrypt software.

Run and follow the instructions! (You may need to disable your antivirus for a while.)

e

How can I trust?
Don't worry about decryption.
We will decrypt your files surely because nobody will trust us if we cheat users.

EQ

If you need our assistance, send a message by clicking <Contact Us> on the decryptor window.

Figure 22 - R.wnry

3.24.3 S.wnry

Analysis of s.wnry further revealed the use of Tor, as displayed in Figure 23.
Data/Tor/
Tor/libeay32.d11
Tor/libevent-2-0-5.d11
Tor/libevent_core-2-0-5.d11
Tor/libevent_extra-2-0-5.d1l1
Tor/libgcc_s_sjlj-1.d11
Tor/libssp-0.d11
Tor/ssleay32.d11

Tor/tor.exe
Tor/z1libl.d1l1l

Figure 23 - S.wnry

As can be seen, this file includes a Tor directory and several Tor files, including “tor.exe”. This suggests
that s.wnry actively runs a Tor client on the victim’s machine, which would link to the onion addresses
held in c.wnry. The above DLL files all stem from the “libevent” dependency — a dependency required for
Tor (Tor, 2019). This ensures that the malware can run Tor on any victim system.

3.2.4.4 Taskdl.exe
When analysing Taskdl.exe, the analyst found evidence of file manipulation. The file contained functions
such as “DeleteFileW”, “FindNextFileW”, and “FindFirstFileW”. This behaviour suggests that the file is
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searching through files and deleting them, effectively acting as a cleanup file. The use of the sleep function
is invoked by the malware to pause execution of this file at intervals to attempt to avoid detection. This
can be seen in Figure 24.

GetTempPathW
GetWindowsDirectoryl
DeleteFilel
FindClose
FindNextFileW
FindFirstFilek

Sleep

GetDriveTypeld
GetlogicalDrives

Figure 24 - Taskdl.exe

3.2.4.5 Taskse.exe

The strings output, pictured in Figure 25, provided several imports that gave clues to the purpose of the
taskse.exe file. Notably, the output returned functions such as “WTSEnumerateSessionA”, “waitfor”, and
“waitfor.exe”. WTSEnumerateSessionA gets a list of any sessions running on a remote desktop (RDP)
(Microsoft, 2024). Waitfor/waitfor.exe is a function that manages computers across networks (lizap, et
al., 2023). This suggests that taskse.exe manipulates sessions over RDP.

WTSEnumerateSessionsA

Wtsapi32.dll

VS VERSION INFO

StringFileInfo

040904B0

CompanyName

Microsoft Corporation

FileDescription

waitfor - wait/send a signal over a network
FileVersion

Figure 25 - taskse.exe

3.24.6 U.wnry

Investigation of the u.wnry file revealed a key insight into the purpose of this file. As displayed in Figure
26, the strings output returned functionality that hinted towards displaying a new window. Strings
returned imports such as SetActiveWindow, SetFocus, SetForegroudWindow, SetWindowPos, and
ShowWindow. These all indicate that this file displays a window to the user and prioritises it over other
windows, indicated by SetFocus and SetForegroundWindow.
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RedrawWindow

FillRect

LoadIconA
SetlindowTexth
DrawIcon
GetSystemMetrics
IsIconic
SystemParametersInfoll
SystemParametersInfol
GetSysColor
OffsetRect
TabbedTextOutA
DrawTextA

GrayStringh
BringhindowToTop
SetActivellindow
SetFocus
SetForegroundiindow
SetkindowPos
Showkindow
FindWindowl

wsprintfA

USER32.d11
CreateFontA
CreateSolidBrush
PatBlt
CreateFontIndirectA
GetObjecth
GetTextExtentPoint324
DeleteDbject

BitBlt
CreateCompatibleDC
GetDeviceCaps
GetViewportOrgEx
GetWindowOrgEx
CreateRectRgn
CreateCompatibleBitmap
PtVisible

RectVisible

TextOutA

Figure 26 - u.wnry

Further analysis of the strings returned what appeared to be messages to display to the user. Figure 27
contains a message that may appear after the ransom has been paid, Figure 28 shows a message asking
for the victims to pay to restore their files, Figure 29 displays an error message, and Figure 30
demonstrates what could be a main menu of the malware.

Connected

Sent request

Succeed

Received response

Congratulations! Your payment has been checked!

Start decrypting now!

Failed to check your payment!

Please make sure that your computer is connected to the Internet and
your Internet Service Provider (ISP) does not block connections to the TOR Network!
You did not pay or we did not confirmed your payment!

Pay now if you didn't and check again after 2 hours.

Best time to check: 9:8@am - 11:8@am GMT from Monday to Friday.

You have a new message:

Figure 27 - Payment message

Please select a host to decrypt.
All your files have been decrypted!
Pay now, if you want to decrypt ALL your files

Figure 28 - Decrypt instructions

Failed to send your message!

Please make sure that your computer is connected to the Internet and

your Internet Service Provider (ISP) does not block connections to the TOR Network!
Your message has been sent successfully!

You are sending too many mails! Please try again %d minutes later.

Too short message!

Figure 29 - Error message
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About bitcoin

How to buy bitcoins?
Contact Us

Doops, your files have been encrypted!
Your files will be lost on
1/1/2017 ©6:00:08
00:00:00: 00
msctls_progress32
Progressl

Time Left

Payment will be raised on
1/1/2017 @6:00:08
00:00:00:08
msctls_progress32
Progressl

Time Left

Send %380 worth of bitcoin to this address
Message

MS Sans Serif

Cancel

Decrypt

MS Sans Serif

&Start

C&opy to clipboard

&Close

Select a host to decrypt and click "Start".
SyslListView32

MS Sans Serif

Cancel

msctls_progress32
Progressil

Checking your payment...
MS Sans Serif

Cancel

Figure 30 - Main menu

Along with displaying information to the victim, u.wnry also contained encryption functionality (Figure
31). The file uses Microsoft encryption and a command that deletes all shadow copies of files and
prevents Windows recovery mode, to prevent users from decrypting their files without paying.

Microsoft Enhanced RSA and AES Cryptogrephic Provider
TESTDATA

CryptGenKey

CryptDecrypt

CryptEncrypt

CryptDestroyKey

CryptImportKey

CryptAcquireContextA

Wana Decrypter 2.0

cnd. exe

/c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set {default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no & wbadmin delete catalog -quiet

Figure 31 - Encryption and deleting shadow copies

3.24.7 B.wnry
When examining b.wnry, the strings output did not appear to contain any meaningful output. However,
upon closer inspection, the file had the string “BM6” at the beginning of the file, as can be seen in Figure
32

BMe

H?s>?

H6. (6
R3D

Figure 32 - BM6

Bitmap image headers are often prefixed with the characters “BM”, so this file was transferred to another
isolated environment — a Kali Linux machine - for further investigation, as Kali Linux has built-in utilities
such as hex editors.
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42 4D 36 F9 15 00 00 00 00 00 36 00 00 00 28 00 00 00 20 @3 00 00 58 02 00 00 01 00 18 00 00 00 00 00 00 F9 BMS6.

Figure 33 - b.wnry header

As shown in Figure 33, the file header is 42 4D — the file header for bitmap images (The National Archives,
n.d). Therefore, it was ascertained that b.wnry was a bitmap image.

3.2.4.8 Encrypted Files

Out of the eight files unzipped, seven were readable (above) and one was unreadable — t.wnry (Figure 34).
When opening this in a hex editor, no notable results were gained, and nothing could be ascertained as
to what kind of file it was. Thus, it was established that t.wnry was encrypted or obfuscated and could
not be analysed during the static phase.

File: t.wnry
MD5: Sdcaac857e695a65£5c3efl44la73albf
Size: 65816

Ascii Strings:

00000000 WANACRY!
0000001c *pdIf
0000004D =zxFp

00000064 nhB)>
000000B6 2?hH"

000000c0 ds%a
000000D1 nEi7I
00000145 gjrs
000001€6E "gly+
00000190 :T£{
000001E5 X Ox

000001F9 &kDgFU
0000021a zdSF
00000244 RBSa&g
0000025C u>Re
00000368 xu>+
000003BF W'_Ql
000003DE /*VL

000004ea , [yG
00000487 9\FF
000004FC -%*}|
0000065F 5S|$SG
000006cD *|zé€
00000736 wu.jGeE8z
00000722 Q\wa
000007DF [£fBc
000008F4 >YFB
00000900 cvwvt”
0000093D UTy7
000009BB BElk
000009cc  Yj(x

000009EF Suen

Figure 34 - t.wnry

3.2.5 Static Analysis Results Summary

As a result of the static analysis section, several key pieces of information were gained, providing insightful
information into the malware’s intended purpose and behaviour. Firstly, after uploading the hash of the
file to Virustotal, it was established that the malware sample had been flagged as a variant of the
WannaCry malware sample — a notorious strain of ransomware. Virustotal returned diskpart.exe,
tasksche.exe, and chrome.exe as aliases for this sample; common application names used to evade
detection.

Using strings uncovered that the sample was used for file manipulation and encryption, further linking to
WannaCry, and three bitcoin addresses to receive the ransom payments. Strings also uncovered the
password used by the malware to unpack itself — Wncry@20l7 -, a command that gave all users full control
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of all the files/folders in the current directory and all subdirectories, and the existence of ransom notes in
28 different languages.

Further analysis revealed that the sample was not packed, despite a high entropy, and that it was a DOS
portable executable file. Further investigation into the high entropy despite no evidence of packing
proved the existence of a PKZIP file embedded into the sample, which was extracted using Resource
Hacker. The PKZIP file contained several different files, outlined below in Table 2.

Table 2: Files unpacked from Resource Hacker

File Purpose
c.wnry Contained five onion addresses
r.wnry Contained instructions for paying the ransom
s.wnry Contained dependencies to run the Tor browser
Taskdl.exe Cleanup file
Taskse.exe RDP manipulation
u.wnry A display containing information about the
ransom
b.wnry A bitmap image
t.wnry Yet unknown

As described in the table above, it was ascertained that the malware uses Tor to process any network
activity, going so far as to run it on the victim’s machine, to mask identity and ensure anonymity. Aiding
the goal of anonymity, the attackers behind the malware use Bitcoin addresses in conjunction with Tor to
fully remain unidentified.

3.3 DYNAMIC ANALYSIS

The following steps of the procedure investigate the behaviour of the malware sample when it was run.
As previously stated, all stages of dynamic analysis took place in a virtual machine with the use of
snapshots to restore the machine to a clean state and eliminate the effects of the malware.

3.3.1 Malware Execution
Before any further dynamic analysis took place, the analyst executed the malware and simply observed
its behaviour.

The first thing that noticeably changed when the malware was executed was the background. As
displayed in Figure 35, the background changed, displaying a message telling the user that the files have
been encrypted.
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Figure 35 - New background

When the background changed, a file titled “@WanaDecryptor@.bmp” appeared on the desktop (Figure
36).

Figure 36 - Background with @ WannaDecryptor@.bmp

As this image was a bitmap image, it was theorised that this image was contained in the previously
investigated b.wnry file, as it was established that this was also a bitmap file. To compare these two files,
the file hashes were examined. As suspected, the MD5 hash for b.wnry (Figure 37) and
@WanaDecryptor@.bmp (Figure 38) matched: C17170262312F3BE7027BC2CA825BFOC. This confirmed
that the previously discovered b.wnry file, on execution, becomes the @WanaDecryptor@.bmp file.

., FileHash e
Actions  Infolevel VirusTotal External

File: b.wnry

Size: 1440054

HDG: C17170262312FIBE7027BC2CAR25BF0C
FileType: WHRY File

Copy Hash

Figure 37 - b.wnry hash
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\) File Hash X
Actions Infolevel VirusTotal External

File @¥ansDecryptor® . bmp

Size: 1440054

MDS C17170262312F3BE7027BC2CAR25EFOC
FileType: EHP File

Copy Hash

Figure 38 - @WanaDecryptor@.bmp hash

It was also discovered that, although the malware forcibly changed the background, this could be
overridden with no attempt by the malware to change it. The analyst made a completely new image —a
blank screen with the phrase “test” on it —and saved it as “@WanaDecryptor@.bmp” and, as can be seen
in Figure 39, this changed the background once more.

Sl

. TEST

s‘ EE“ g

i g

Figure 39 - Background changed again

The second feature of the malware upon execution was the appearance of a menu interface, exemplified

in Figure 40. If closed, this menu reopened and appeared in the foreground again, constantly forcing the
victim’s attention.
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5 Wana Decrypt0r 2.0 X

Ooops, your files have been encrypted! Erglsh

'What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn't pay in 6 months.

5/11/2025 18:55:58

Your files will be lost on

=il How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin=.
. Please check the current price of Bitcoin and buy some bitcoins. For more information,

Time Left . s

click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

aploaoi i

ERVE- T

5/15/2025 18:55:58

. N Send $300 worth of bitcoin to this address:
bitcoin

yeriranl [ 13AMAVW2dhxYgXe QepoHkHSQuyENgaEbS4

Contact Us Check Payment

Figure 40 - Popup menu

As the previously analysed u.wnry file contained imports that ensured that a display was always in the
foreground and text that matched the text displayed by the menu, it was hypothesised that these files
were the same. As with b.wnry and the background image, the MD5 hashes were compared. Displayed
in Figures 41 and 42 are the file hashes of u.wnry and the pop-up menu file — “Wana DecryptOr”.

A

Actions Infolevel VirusTotal External

File: @analecryptor? exe @
Size: 245760
MDS 7BF2B57F2A4205768755C07F238FB32CC

Compiled: Mon, Jul 13 2009, 23:19:35 — 32 Bit EXE
Version 6.1.7600.16385 (win7_rtm.090713-1255)

Resources: 16 — 105340 bytes

Figure 41 - Wana DecryptOr hash

4/ File Hash >
Actions  Infolevel VirusTotal External

File u.wnry ]
Size 245760

HMDS 7BF2B57F2A205768755C0O7F238FB32CC

Compiled: Monm. Jul 13 2009, 23:19:35 — 32 Bit EXE
Wersion: 6.1.7600.16385 (win?_rtm.090713-1255)

Besources: 16 — 105340 bytes

CopyHash | [ Copul

Figure 42 - u.wnry hash

As displayed, both files have the hash “7BF2B57F2A205768755C07F238FB32CC”, confirming that upon
execution, u.wnry becomes Wana DecryptOr. Upon further investigation of the pop-up menu, it was
found that there were options for multiple different languages, matching the language files previously
discovered when examining the PKZIP file. The drop-down menu containing these languages can be
viewed in Figure 43.
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51 Wana DecryptOr 2.0

Qoops, your files have been encrypted!

English
2 Bulgarian
‘What Happened to My Computer? Chinese fsimpifizd]
Your important files are encrypted. Chinese [traditional]
Many of your documents, photos, videos, databases and other files are no Croatian

accessible because they have been encrypted. Maybe you are busy lookin gii‘\:shh

recover your files, but do not waste your time. Nobody can recover your {Dutch

our decryption service. Elrlﬂ‘:a
i i French
Payment will be raised on _ Can I Recover My Files? Gieman
5/11/2025 18:55:58 Sure. We guarantee that you can recover all your files safely and easily. B E";:xas‘ an
not so enough time. Italiar
Time Left You can decrypt some of your files for free. Try now by clicking <Decryp ﬁ?:;ﬁse

But if you want to decrypt all your files, you need to pay. Latvian
You only have 3 days to submit the payment. After that the price will be d|Nomwegian
Also, if you don't pay in 7 days, you won't be able to recover your files foi Felish

'We will have free events for users who are so poor that they couldn’t pay| Eﬂorr;”agn'f:?
Russian

=S| How Do I Pay? o
Payment is accepted in Bitcoin only. For more information, click <About | Swedish

Please check the current price of Bitcoin and buy some bitcoins. For morg | Ukish
click <How to buy bitcoins>. Migtnanness
And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Your files will be lost on

5/15/2025 18:55:58

Time Left

. A Send $300 worth of bitcoin to this address:
bitcoin

Vlaadarasdtddd | 13AM4AVW2dhxYgXeQepoHkH SQuy6NgaEb94

Contact Us Check Payment

Figure 43 - Dropdown menu containing a list of languages

When selecting the “check payment” option, an error message matching what was found when analysing
u.wnry. This is illustrated in Figure 44.

You did not pay or we did not confirmed your payment!
Pay now if you didn't and check again after 2 hours.

| Best time to check: %:00am - 11:00am GMT from Monday to Friday. ]
!

QK

Figure 44 - Error message

Displayed on the menu is also a timer telling the victim how long they have to pay the ransom before the
price goes up, or their files are lost forever. When investigating this, it was found that this is linked to the
time on the victim’s machine. If the time is changed on the victim computer, the timer changes
accordingly on the menu. Displayed in Figure 45 is an example of the timer after changing the local
machine time. As can also be seen, the price of the ransom doubled from $300 to $600.
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5 Wana DecryptOr 2.0

Ooops, your files have been encrypted!

‘What Happened to My Computer?
'Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn't pay in 6 months.

211672025 16:24:17

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment:, Best time to check: 9:00am - 11:00am

AT S W 3o s Tt

2/20/2025 16:24:17

Time Left

. . Send $600 worth of bitcoin to this address:
bitcoin

et e [ 13AM4vW2dhxYgXeQepoHkHSQuyENgaEb94
Contact Us Check Payment [ Deenpt |

Figure 45 - Menu timer after changing the time

Interestingly, after changing the time back, the timer and price both changed back to the original timer
and price.

Turning attention to the files on the system, the analyst made two discoveries of note. Firstly, as displayed
in Figure 46, new files were created, with the notable files titled “@Please_Read_Me@.txt”, “f.wnry”, and
“m.vbs”, along with a folder called “TaskData”. Secondly, also displayed in Figure 46, the malware
encrypted all files on the system, changing the extension to “.WNCRY”. As evidenced in Figure 47, the
contents of the files are nonsensical and have indeed been encrypted.
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msg /2025 File folder
TaskData /2025 445 PM File falder
X182058 /202 File folder
|J @Please_Read_Me@.txt 2025 Text Document
5 @WanaDecryptor@.exe 5/12/2017 Application
75 @WanaDecryptor@.exe 0/202 Shortcut
[} 00000000.eky /202 EKY File
[ 00000000.pky /2025 4:45 PM PKY File
[7) 0000000.res 202 RES File
2 1zip 202 Compressed (zipp..
[7] 1.zipWNCRY WNCRY File ,
[] 139341746891913 bat Windows Batch File 1KB
[ ] 120341746291912 bat WNCRY WNCRY File 1KE
[ bawnry WNRY File 1,407 KB
[ cwnry WNRY File 1KB
[5] ecl01ebfbcSebSbbea5455f4d01bf5F107166... Application 3,432 KB
[ fwnry WNRY File 1KB
[&] mavbs VBScript Script File 1KB
[ mabsWNCRY WNCRY File KB
|J output.bet Text Document
[ outputbct WNCRY WNCRY File
[ rawnry \RY File
[RY reshacker setup.exe Application
[ swnry WNRY File
[ twnry WNRY File
[ taskdl.exe Application
[5] taskse.exe Application
[ wawnry WNRY File
¢ XI1A2058.zip Compressed (zipp...

] X182058.zip WNCRY WNCRY File
P

Figure 46 — New Files
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Figure 47 - Encrypted file

Before examining the TestData folder, the analyst inspected the read me file. As pictured in Figure 48,
the file contained instructions on how to pay the ransom, matching the contents of r.wnry.
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_ | @Please Read Me@.txt - Notepad
File Edit Format View Help
Q: What's wrong with my files?

A: Ooops, your important files are encrypted. It means you will not be able to access them anymore until they are decrypted.
If you follow our instructions, we guarantee that you can decrypt all your files quickly and safely!
Let's start decrypting!

Q: What do I do?

A: First, you need to pay service fees for the decryption.
Please send $300 worth of bitcoin to this bitcoin address: 13AM4VW2dhxYgXeQepoHkHSQuyENgaEbo4

Next, please find an application file named "@WanaDecryptor@.exe". It is the decrypt software.
Run and follow the instructions! (You may need to disable your antivirus for a while.)

Q: How can I trust?
A: Don't worry about decryption.

We will decrypt your files surely because nobody will trust us if we cheat users.

* If you need our assistance, send a message by clicking <Contact Us> on the decryptor window.

Figure 48 - Readme File

As with the previous files, r.wnry and @Please_Read_Me@.txt were hashed, and the hashes were
compared. Figures 49 and 50 display that, unlike the previous files, the hashes do not match.

\ File Hash x
Actions  Infolevel VirusTotal External

File @Please_Read Me@ txt

Size 933

MDS : 7EBBRDATCAIFCBERFIF30166871DEFSE
FileType: THT File

Capy Hash

Figure 49 - @Please_Read_Me@.txt hash

Actions Infolevel VirusTotal External

File: T . WHTY

Size: 864

HDS SE0020FCE29B1C2A061016DD2469BA56

FilsType: WHRY File

Copy Hash Copy &l

Figure 50 - r.wnry hash

Upon closer inspection, this was deduced to be caused by a change of content. R.wnry uses “%s” instead
of a Bitcoin address, unlike the read me file - the read me file contained a Bitcoin address , whereas r.wnry
contained the symbol for a string variable. This confirms the previous notion that the Bitcoin addresses
are not hardcoded.

To analyse the newly created f.wnry, strings was again used to examine the file. As Figure 51
demonstrates, this file extracts seemingly random encrypted files from the system.

k:\PythnniQ\tcl\tclS.G\msgs\ar.msg.WNCRY

\Python39\tcl\tcl8. 6\msgs\hi.msg. WNCRY

\Python39\tcl\tcl8. 6\msgs\ko.msg. WNCRY

\Python39\tcl\tcl8. 6\msgs\mk.msg. WNCRY
\Teols\Cmder\vendor\git-for-windows\usrishare\wvimyvim82\doc\sign. txt.WNCRY
\Tools\Cmder\vendor\git-for-windows\usrishare\vim\vim82\doc\usr_84. txt.WNCRY
\Tools\cyberchef\ChefWorker.js.LICENSE. txt.WNCRY
\Teols\cygwin\usrishare\vim\vim82\doc\message.txt.WNCRY
\Tools\cygwinlusrishare\vim\vim82\doc\usr_05. txt.WNCRY
\Tools\UniExtract\UniExtract\docs\third-party\guickbms_readme.txt.WNCRY

AN NN NN

Figure 51 - f.wnry
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Finally, the “m.vbs” file was opened. As this was a Visual Basic script, indicated by the file extension “.vbs”,
this file could be examined by opening it in any editor, and was opened in Notepad++. The contents of
the file are displayed in Figure 52.

SET ow = WScript.CreateObject
SET om = ow.CreateShortcut ("C:
om.TargetPath = "C:\Users\use
om.Save

Figure 52 - Visual Basic script
As shown, the script contained the lines:
“SET ow = WScript.CreateObject("WScript.Shell")
SET om = ow.CreateShortcut("C:\Users\user\Desktop\Samples\1\@WanaDecryptor@.exe.Ink")
om.TargetPath = "C:\Users\user\Desktop\Samples\1\@WanaDecryptor@.exe"
om.Save”

This creates a shortcut to the previously discussed WanaDecryptor file, also known as u.wnry — the file
responsible for the main module of the malware.

When examining the new TaskData folder, a Tor folder was found inside. Inside the Tor folder is a list of
the dependencies that were previously discovered, as shown in Figure 53.

4] libeay32.dl

|%] libevent_core-2-0-5.dll
%] libevent_extra-2-0-5.dIl
%] libevent-2-0-5.dll

1 Application exten...
1
1
1
[7] libgee_s._sjlj-1.dil 12/31/19
1
1
1
1
1

Application exten...
Application exten...
Application exten...

Application exten...

[ libssp-0.dl 31/19 Application exten...
4] ssleay32.dl 31/19 Application exten...
[ taskhsve.exe 31/19 Application
[ tor.exe 31/19 Application
[ lib1.di 31119 Application exten...

Figure 53 - Tor folder

The Tor folder also contained two files: taskhsvc.exe and Tor.exe. A strings analysis of taskhsvc.exe
indicated that this file is responsible for running Tor. As illustrated in Figure 54, taskhsvc.exe contains
what appears to be network logs, and the phrase “Tor gave up on the connection”.

Conn (addr %s, fd %d, type %s, state %d) marked, but wants to flush %d bytes. (Marked at %s:%d)
Flushed last ¥d bytes from a linked conn; %d left; flushlen %d; wants-to-flush==%d

Holding conn (fd %d) open for more flushing.

ke stalled too much while trying to write %d bytes to address #s. If this happens a lot, either something is wrong with your
Is your network connection down? Failing connection to "#s:%d".

DIR_ALL UNREACHABLE

directory_all_unreachable_cb_event

I learned some more directory information, but not enough to build a circuit: ¥s

Expiring wedged directory conn (fd %d, purpose %d)

Trying to extract information from wedged server desc download.

conn->outbuf

Expiring non-used OR connection to fd %d (%s:%d) [Too old].

Tor gave up on the connection

Expiring non-open OR connection to fd %d (%s:%d).

Expiring non-used OR connection to fd %d (%s:%d) [Hibernating or exiting].

Expiring non-used OR connection to fd %d (%s:%d) [no circuits for %d; timeout %d; %scanonicall.

Expiring stuck OR connection to fd %d (%s:%d). (%d bytes to flush; %d seconds since last write)
Sendino keanaliuva +n (¥<-¥d)

Figure 54 - Taskhsvc.exe
This further confirms the use of the Tor browser.
Finally, the analyst examined the command prompt window that appeared upon execution (Figure 55).
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User Account Control X

Do you want to allow this app to make
changes to your device?

Windows Command Processor

Verified publisher: Microsoft Windows

Program location: "C\Windows\SysWOWE4\cmd.exe" /c
vssadmin delete shadows fall fquiet 8 wmic shadowcopy delete
& bededit /set {default} bootstatuspolicy ignoreallfailures &
bededit /set {default} recoveryenabled no & wbadmin delete
catalog -quiet

Show information about the publisher’s certificate

Change when these notifications appear

Hide details

Figure 55 - Command prompt

The malware attempts to invoke the “vssadmin” tools, used to interact with shadow copies, to delete all
shadow copies of files. The command seen in Figure 55 is the same as returned from the analysis of
u.wnry. The command deletes all shadow copies, effectively making files irrecoverable, and changes the
boot policy to ignore all boot failures. The command then disables the Windows recovery environment
to prevent recovery tools.

3.3.2 Process Monitoring

After returning the VM to a clean snapshot, the Process Monitor (ProcMon) was launched. This was to
allow the analyst to view each process created by the malware. Displayed in Figure 56 is part of the output
from ProcMon. This demonstrates the sheer volume of activity spawned from executing the malware,
specifically concerning file manipulation.
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ed0lebfbc9eb5... 4780 'wu CreateFile C:\Python39'Lib\site-packages‘jed‘thir... SUCCESS Desired Access: R...

edliebfbeeb5... 4780 ‘s QueryBasicinfor.. C:\Python39'Lib‘site-packagesyjedithir.. SUCCESS CreationTime: 2/27
ed0TebfbcSebb... 4780 'w CloseFle C:\Python39'Lib‘site-packages'jedthir... SUCCESS

edllebfbceb5... 4780 'w ReadFile C:\Python39'Lib\site-packages’jedi‘thir... SUCCESS Offset: 4,096, Leng...
edllebfbceb5... 4780 ' CreateFile C:\Python39'Lib‘site-packagesyedthir... SUCCESS Desired Access: G...
ed0lebfbc9ebb... 4780 'w CloseFle C:\Python39'Lib'site-packages'jedithi UCCESS

edllebfbeSeb5... 4780 ‘e CreateFile C:\Python39'Libsite-packages'jedi‘thir... SUCCESS Desired Access: G...
ed01ebfbcSeb5... 4780 v CloseFile C:\Python35'Lib"site-packages'jedthir... SUCCESS

ed01ebfbc9eb5... 4780 ‘e CreateFile C:\Python39'Lib‘site-packages'yjedthir.. SUCCESS Desired Access: R
ed(lebfbcBebb... 4780 § QueryAttributeT...C:\Python39'\Lib\site-packages'jedi‘thir... SUCCESS Mtributes: HA, Rep..
edllebfbceb5... 4780 ‘v SetDispositionl... C:\Python39'Lib\ste-packages'jedthir... SUCCESS Flags: FILE_DISP...
ed01ebfbcSeb5... 4780 ‘v CloseFile C:\Python39'Lib'site-packages'jedithir.. SUCCESS

edllebfbceb5... 4780 'w QueryDirectory  C:\Python39'Lib‘ste-packages'jedthir... SUCCESS FilelnformationClas...
ed(lebfbcdeb5... 4780 ' QueryDirectory C:\Python39\Lib‘site-packagesiedithir...NO MOREFILES  FilelnformationClas...
edliebfbceb5... 4780 ' CloseFile C:\Python39'Lib site-packagesyedithi UCCESS

ed0lebfbc9ebb... 4780 ‘e CreateFile C:\Python39'Lib‘site-packages'jedithir... SUCCESS Desired Access: R...
ed(lebfbclebb... 4780 ' QueryDirectory C:\Python39'\Lib‘site-packages'jedi‘thir... SUCCESS File InformationClas...
edllebfbcSeb5... 4780 ' ReadFile C:\Python35'Lib"site-packages'jedthir... SUCCESS Offset: 0. Length: 4.
ed0lebfbcIeb5... 4780 ‘e CreateFile C:\Python39'Lib“site-packagesjedthir... SUCCESS Desired Access: R...
ed(lebfbcdebb... 4780 W QueryBasiclnfor.. C:\Python39'\Lib'site-packages'jedi‘thi UCCESS CreationTime: 2/27...
ed01ebfbc9eb5... 4780 v CloseFile C:\Python39'Lib\site-packages‘jed‘thir... SUCCESS

ed01ebfbc9eb5... 4780 ‘e CreateFile C:\Python39'Lib'site-packages'jedithir.. SUCCESS Desired Access: G
ed0TebfbcSebb... 4780 'w CloseFle C:\Python39'Lib‘site-packages'jedthir... SUCCESS

edllebfbceb5... 4780 ' CreateFile C:\Python39'Lib‘site-packages'jedi‘thi UCCESS Desired Access: G...
edliebfbceb5... 4780 ' CloseFile C:\Python39'Lib site-packagesyedthi UCCESS

ed0lebfbc9ebb... 4780 ‘e CreateFile C:\Python39'Lib‘site-packages'jedithir... SUCCESS Desired Access: R...
ed(lebfbcdebb... 4780 ' QueryfttributeT...C:\Python39'\Lib\site-packages'jedi‘thir... SUCCESS Mtributes: HA, Rep..
edllebfbceb5... 4780 ' SetDispositionl... C:\Python35'Lib"site-packages'jedthi UCCESS Flags: FILE_DISP...
ed0lebfbcleb5... 4780 'w CloseFile C:\Python39'Lib“site-packagesjedthir... SUCCESS

ed(lebfbcdebb... 4780 & QueryDirectory  C:\Python39'\Lib‘site-packages'jedi‘thir... SUCCESS File InformationClas...
edllebfbceb5... 4780 ‘s QuenyDirectory  C:\Python394Lib'sitepackages®jedithir...NO MORE FILES  FilelnformationClas...
ed01ebfbc3eb5... 4780 ‘v CloseFile C:\Python39'Lib‘site-packages'yjedthir.. SUCCESS

edllebfbcSeb5... 4780 ' CreateFie C:\Python39'\Lib\site-packages’jedi‘thir... SUCCESS Desired Access: R...
ed(lebfbcdebs... 4780 ' QueryDirectory C:\Python39\Lib‘site-packages'jedi‘thir... SUCCESS FileInformationClas...
edliebfbceb5... 4780 ' ReadFile C:\Python39'Lib‘site-packagesyedthir... SUCCESS Offset: 0. Length: 4.
ed0lebfbc9ebb... 4780 ‘e CreateFile C:\Python39'Lib‘site-packages'jedithir... SUCCESS Desired Access: R...
ed(lebfbcdebb... 4780 ' QueryBasiclnfor...C:\Python39'Lib'site-packages'jedi‘thir... SUCCESS CreationTime: 2/27...
edllebfbcSeb5... 4780 ' CloseFile C:\Python35'Lib"site-packages'jedthir... SUCCESS

ed0lebfbcIeb5... 4780 ‘e CreateFile C:\Python39'Lib“site-packagesjedthir... SUCCESS Desired Access: G...
edllebfbeSeb5... 4780 i CloseFile C:\Python39'Libsite-packages'jedi‘thir... SUCCESS

ed01ebfbcSeb5... 4780 ‘v CreateFile C:\Python35'Lib"site-packages'jedthir... SUCCESS Desired Access: G...
ed01ebfbc3eb5... 4780 ‘v CloseFile C:\Python39'Lib‘site-packages'yjedthir.. SUCCESS

Figure 56 - Procmon Output

When taskdl.exe, theorised to be a cleanup file, was invoked, it was found that taskdl.exe was using SQL
in some way, possibly utilising it to delete files as previously suggested. This can be seen in Figure 57.

4 Event Properties — O X

& Event & Process £ Stack
Image

SQL Client Configuration Utility EXE
Microsoft Corporation
Mame: taskdl.exe
Version:  6.1.7600.16385 (win7_rtm.030713-1253)
Path:
[ CAUsers\usen Desktop\Samples\ T\taskdl.exe |

Command Line:

|taskd\‘exe |
PID: 1588 Architecture:  32-bit

Parent PID: 5076 Virtualized: False

Session ID: 1 Integrity: Medium

User: DESKTOP-140QC1L8\user

Auth 1D: 00000000:00041be

Started: 5/10/2025 6:39:03 PM Ended: 5/10/2025 6:39:05 PM

Modules:

Module Address Size Path Company Versicn
taskdl.exe x 400000 0x5000 Ci\Usershuser\Desktop\Samplesil.. Microsoft Cor..  6.1.7600.16385 ...
< >
4 |3 ONextHighlighted Copy Al

Figure 57 - Taskdl.exe SQL
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Taskdl.exe was also found to use the “SetDispositioninformation” Windows function.

This further

suggests that taskdl.exe performs file deletion and cleanup, as the file disposition information dictates
how a file should be removed from the system (Microsoft, 2024). As seen in Figure 58, the function has
the flags

“FILE_DISPOSITION_DELETE, FILE_DISPOSITION_POSIX_SEMANTICS,
FILE_DISPOSITION_FORCE_IMAGE_SECTION_CHECK”.

These flags mark files for deletion, enable deletion even if files are open, and check to see if a file is
mapped to memory (Microsoft, 2024). If a file is mapped to memory, the file will not be deleted, as this
flag states that executables or DLLs that are in use should not be deleted (Microsoft, 2025). This is likely
used to ensure that files crucial to the malware’s execution are not deleted.

6410..

6:41:0.. W taskdlexe
6:41:0... W taskdl.exe
6:41:0.. W taskdl.exe
6:41:0... - taskdlexe
6:41:0... W taskdlexe

taskdlexe

5228 T CloseFile
5228 ' CreateFile

5228 ‘v CloseFile
5228 T CreatefFile

5228 ' CloseFile
5228 ' CreateFile

5228 s QueryAftibuteT..
5228 Disposion
Fi

5228 s GueryAttibuteT..
5228 s SetDisposition|

5228 s SetDispostianl... C:\Users‘user'App Data'\Local\ Temp'2
C:\Users'wser'App Data'\Logal: Temp'2
C:\Users'wser'ipp Data'\Local\ Temp'2
C:\Users wser'App Data'\Local Temp 2.

C:\Users\user'App Data'\Local\ Temp'2
C:\Users'user'App Dt \Local Temp'2
C:\Users'wiser'ipp Data' Local\ Temp'2
C:\Userstuser’App Data\Local\ Temp'2
C:\Users'wser'App Data'\Local Temp'2
C:\Users\user'App Data'\Local\ Temp'2
C\Users‘user\AppData'\Local\Temp'hi. SHARING VIOLAT.

. CANNOT DELETE
SUCCESS
SUCCESS

. SUCCESS

Flags: FILE_DISP...

Desired Access: R
Attributes: ANCI, R.

CANNOT DELETE

Flags: FILE_DISPOSITION_DELETE, FILE_DISPOSITION FOSIX_SEMANTICS, FILE_DISPOSITION_FORCE_IMAGE_SECTION_CHECK |

. SUCCESS
SUCCESS

. SUCCESS
CANNOT DELETE

. SUCCESS

Desired Ac

Desired Access: R
Attributes: ANCI, R...

Flags: FILE_DISP.

cess: R

Figure 58 - Taskd| setting disposition information

It was also found that taskdl.exe is launched every 30 seconds, further supporting the idea that this file is
a cleanup file. As the file is called at regular intervals, this could be to ensure the deletion of all required
files. As displayed in Figures 59 and 60, the file is called at 12:58:06, then 12:58:36, then at 12:59:06, and
then at 12:58:36.

12:58:06.1849735 PM
12:58:06.1850033 PM
12:58:06.1850152 PM
12:58:06.2016825 PM
12:58:06.2026760 PM
12:58:06.2027090 PM
12:58:36.2307473 PM
12:58:36.2317846 PM
12:58:36.2321717 FPM
12:58:36.2322130 PM
12:58:36.2322306 PM
12:58:36.2337032 PM
12:58:36.2361727 PM
12:58:36.2362253 PM
12:58:36.2362373 PM
12:58:36.2363373 PM
12:58:36.2363788 FM
12:58:36.2364027 PM
12:58:36.2368591 PM
12:58:36.2375615 PM

» taskdl .exe
W taskdl exe
B taskdl exe
‘B~ taskdl.exe
- taskdl exe
‘B taskdl exe
- taskdl exe
W taskdl exe
B- taskdl exe
W taskdl exe
B- taskdl.exe
‘B- taskdl.exe
B- taskdl exe
‘B taskdl.exe
- taskdl exe
- taskdl exe
B taskdl.exe
- taskdl exe
B- taskdl exe

‘¥ QueryDirectory
'r CloseFile

'™ ReadFile

'r CloseFile

‘v CloseFile

4316 s CreateFile

4316 v CreateFile

4316 ' CreateFile

4316 ' QueryNamelnfo.
4316 v CloseFile

4316 7 CreateFile

4316 ' CreateFile
4316w QueryBasicinfor.
4316w CloseFile

4316 ' CreateFile
4316w CreateFileMapp.
4316 ' CreateFileMapp.
4316 ' CloseFile

4316 7 CreateFile

C:\Users\user\AppData‘\Local\Temp

C:\Users\user\AppData‘\Local\Temp\"....

CAUsers\user\AppData'\Local\Temp
C:\Windows\SysWOW64'\msvcp60 dil
C:A\Windows
C:\Users\user\Desktop\Samples\1
C:\Windows
C:\Windows'\System32\wow64log dll
C:\Windows
C:\Windows
CA\Windows
C:\Users\user\Desktop\Samples\1
C:\Windows\SysWOW64\apphelp dil
... C:\Windows\SysWOW64'\apphelp dll
C:\Windows\SysWOW64\apphelp dil
C:A\Windows\SysWOW64\apphelp.dl
..C:A\Windows\SysWOWe4\apphelp dil
..C:\Windows\SysWOW&4\apphelp dil
C:\Windows\SysWOW64\apphelp dil

C:\Users\user\Desktop\Samples\1\tas...

Figure 59 - Taskd| called at 12:58:06 and 12:58:36

SUCCESS
NO SUCH FILE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Desired Access: R..
FileInformationClas..

Offset: 128,000, Le.

Desired Access: E..

NAME NOT FOUND Desired Access: R..

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
FILE LOCKED WI...
SUCCESS
SUCCESS
SUCCESS

Desired Access: R..
Name: \Windows

Desired Access: E..
Desired Access: R..
CreationTime: 3/19.

Desired Access: R..
SyncType: SyncTy.
SyncType: SyncTy.

Desired Access: R..
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12:59:06.3413133 PM - taskdl.exe 1212 % QuerySecurityFile C:\Windows\SysWOW64\msvcp60.dl BUFFER OVERFL... Information: Owner
12:59:06.3413172 PM 'W-taskdl.exe 1212 % QuerySecurityFile C:\Windows\SysWOW64\msvcp60.dl SUCCESS Information: Owner
12:59:06.3413213 PM - taskdl.exe 1212 % CloseFile C:\Windows\SysWOW64\msvcp60.dl SUCCESS

12:59:06.3577135 PM - taskdl.exe 1212 ' CreateFile C:\Users\user\AppData‘\Local\Temp SUCCESS Desired Access: R...
12:59:06.3577444 PM 8- taskdl.exe 1212 s QueryDirectory C:\Users‘\user\AppData\Local\Temp\".... SUCCESS FilelnformationClas...
12:59:06.3578244 PM 'W-taskdl exe 1212 s QueryDirectory  C:\Users‘user\AppData'\Local\Temp NO MORE FILES  FilelnformationClas...
12:59:06.3578325 PM 8- taskdl.exe 1212 % CloseFile C:\Users'\user\AppData'\Local\Temp SUCCESS

12:59:06.3585339 PM W- taskdl.exe 1212 % CreateFile C:\Users\user\AppData\Local\Temp\hi... SHARING VIOLAT... Desired Access: R...
12:59:06.3737694 PM - taskdl exe 1212 % CloseFile C:\Windows SUCCESS

12:59:06.3738066 PM - taskdl.exe 1212 s CloseFile C:\Users'\user\Desktop\Samples\1 SUCCESS

12:59:36.4005542 PM - taskdl exe 6512 ' CreateFile C:\Windows SUCCESS Desired Access: E...
12:59:36.4010024 PM 'B-taskdl exe 6512 ' CreateFile C:\Windows\System32\wow64log.dil NAME NOT FOUND Desired Access: R...
12:59:36.4012069 PM 'W- taskdl exe 6512 ' CreateFile C:\Windows SUCCESS Desired Access: R...
12:59:36.4012289 PM 'W-taskdl exe 6512 ' QueryNamelinfo...C:\Windows SUCCESS Name: \Windows
12:59:36.4012370 PM 'W-taskdl exe 6512 ' CloseFile C:\Windows SUCCESS

12:59:36.4020474 PM 'W-taskdl exe 6512 ' CreateFile C:\Users\user\Desktop\Samples\1 SUCCESS Desired Access: E...
12:59:36.4033387 PM - taskdl.exe 6512 ' CreateFile C:\Windows\SysWOW64\apphelp.dl = SUCCESS Desired Access: R...
12:59:36.4033670 PM 'W-taskdl exe 6512 ' QueryBasicinfor...C:\Windows\SysWOW64\apphelp.dl = SUCCESS CreationTime: 3/19..
12:59:36.4033723 PM W- taskdl exe 6512 ' CloseFile C:\Windows\SysWOW®64\apphelpdl  SUCCESS

12:59:36.4034437 PM 'W-taskdl.exe 6512 s CreateFile C:A\Windows\SysWOW64\apphelp dll  SUCCESS Desired Access: R...
12:59:36.4034636 PM - taskdl.exe 6512 ' CreateFileMapp...C:\Windows\SysWOW64\apphelp dil FILE LOCKED WI... SyncType: SyncTy...
12:59:36.4034813 PM 'W-taskdl.exe 6512 ' CreateFileMapp...C:\Windows\SysWOW64\apphelp.dl  SUCCESS SyncType: SyncTy...
12:59:36.4036897 PM 'W-taskdl exe 6512 ' CloseFile C:\Windows\SysWOW64\apphelp.dl  SUCCESS

12:59:36.4042436 PM 'B-taskdl exe 6512 ' CreateFile C:\Users'\user\Desktop\Samples\1\tas... SUCCESS Desired Access: R...
12:59:36.4042829 PM - taskdl.exe 6512 % QuerySecurityFile C:\Users\user\Desktop\Samples\1\tas... BUFFER OVERFL... Information: Owner
12:59:36.4042916 PM - taskdl.exe 6512 ' QuerySecurityFile C:\Users‘\user\Desktop\Samples\1\as... SUCCESS Information: Owner

Figure 60 - Taskd| called at 12:59:06 and 12:59:36

When examining the process tree created by Procmon, pictured in Figure 61, it was established that
“tasksche.exe”, an established alias of the malware sample, is created and launched when the malware is
executed. This suggests that tasksche.exe is the actual payload for the malware.

Process Description Image Path Life Time Company Owner Command Start Time End Time
[ fortdrvhost.exe (776) Usermode Fortt Dr... C:\Windows'\syst... _Micmsoﬂ Corporat... Font Driver Host'... “fortdrvhostexe”  3/11/2025 11:06:... n/a
] dwm.exe (1004) Desktop Window ... C:\Windows'\syst... _Micmsoﬂ Cormporat... Window Manager... "dwm exe” 3/11/2025 11:06:... nfa
[ {15 MicrosoftEdgelipdate exe {5072) |Microsoft Edge U... C:\Program Fies (... [ Microsoft Coporat... NT AUTHORITY... "C:\Program Files ... 3/11/2025 11:08:... n/a
. MicroscftEdge Update.exe (36)| Microsoft Edge U... C:\Program Files (... | Microsoft Corporat... NT AUTHORITY ... "C:\Program Files ... 3/11/2025 12:22:... 3/11/2025 12:22:...
= [ GoogleUpdate exe (2280) Google Installer C:\Program Files (... _Google LLC NT AUTHORITY... "C:\Program Files ... 3/11/2025 11:08:... n/a
+GoogleUpdate exe (3356) Google Installer C:\Program Files (... Google LLC NT AUTHORITY ... "C:\Program Files ... 3/11/2025 12:16:... 3/11/202512:17....

(1 "y Explorer EXE (4348) Windows Explorer  C:\Windows\Expl... _Mlcmsoﬂ Corporat... DESKTOP-14QC1... C:\Windows\Expl... 3/11/2025 11:15:... n/a
Q;SecurityHealthSystray exe (406 Windows Security... C:\Windows"Syst... _Micmsoﬂ Comorat... DESKTOP-14QC1... "C:\Windows\Sys... 3/11/202511:16:... n/a
m\rrnlcolsd.exe (1240) WMware Tools Cor... C:\Program Files".... VMware, Inc. DESKTOP-14QC1... "C:\Program Files... 3/11/2025 11:16:... n/a
‘Wireshak.exe (1580) Wireshark C:\Program Files".... The Wireshark de... DESKTOP-14QC1... "C:\Program Files... 3/11/202511:17:... n/a

[= ¥ Procmon.exe (368) Process Monitor C:\Tocls\sysnmem..._Sysnmemals ww... DESKTOP-14QC1... "C:\Tools‘sysinter... 3/11/202512:11:... n/a

B Procmon64.exe (1856) Process Monitor  C:\Users\user\Ap. .. _Syslrrtemals ww... DESKTOP-14QC1... "C:\Users‘userA... 3/11/202512:11:.. n/a
= [ ed01ebfbcSebbbbeab45af4d0| Disk Part C:\Users\user'De _Mlcmsnﬂ Comporat... DESKTOP-140C1 ... "C:\Users'userD ... 3/11/202512:12: . n/a
[=l i+ @WanaDecryptor@ exe (5|Load PerfMon Co... C: Microsoft Corporat.. @WanaDecryptor... 3/11/2025 12:12:

(=l Bf askhsve exe (3404) Op- o
{8 Conhost exe (1036) |Console Window .. _Microsoﬂ Comporat.. S Windowsh... 341 1,-"2025
= 5% omd exe (376) Windows Comma... C:\Windows"Sys... | Microsoft Corporat... DESKTOP-14QC1... emd.exe /o start /... 3/11/2025 12:12:... 3/11/2025 1212
2 Conhost exe (668) Console Window ... C:\Windows"Syst... | Microsoft Corporat... DESKTOP-14QCT... Z?MC \Windows'... 3/11/2025 12:12:.. 3/11/2025 1212
=+ @WanaDecryptor@.exg Load PerfMon Co... Ch\Users‘user’De... Microsoft Corporat... DESKTOP-14QC1T... @Wanalecryptor... 3/11/2025 12:12:... 3/11/2025 1212
=) i omd exe (4000) Windows Comma... C:\Windows'\Sys... Microsoft Corporat... DESKTOP-14QC1... "C:\Windows'\Sys... 3/11/2025 12:12:.. 3/11/2025 1212:..
3% Conhost exe (355 Console Window . C:\Windows"Syst Microsoft Comporat.. DESKTOP-14QCT. W2 MC \Windows' . 3/11/2025 12:12- . 3/11/2025 1212:
;,,;ggWMIC.exe{ WMI Commandiin... C:\Windows"\Sys... Microsoft Corporat... DESKTOP-14QC1... wmic shadowcop... 3/11/2025 12:12:.. 3/11/2025 1212:..
%Weﬁauh.a}te (2164} | Windows Problem... C:\Windows"Sys... Microsoft Corporat... DESKTOP-14QC1... C\Windows'\Sys... 3/11/202512:12:.. 3/11/2025 1212
i @WanaDecryptor@) Load PerfMon Co... C:\Users‘user\De... _Micmsoﬂ Comorat... DESKTOP-14QC1... @WanaDecnyptor... 3/11/202512:12... n/a
@WHF&UH.&E (4360) | Windows Problem... C:\Windows"Sys... | Microsoft Corporat... DESKTOP-14QC1... Ch\Windows'\Sys... 3/11/202512:12:... 3/11/2025 1212...
‘% taskd exe (3944) S0L Client Config... C:\Users'user\De... | Microsoft Corporat... DESKTOP-140C1... taskd| exe 3A11/202512:42.. 3A1/2025 1212
5 @WanaDecryptor@ exe (1{Load PerfMon Co... C:\Users\user\De... _Microsoﬂ Comorat... DESKTOP-14QC1... @WanaDecryptor... 3/11/202512:12.... n/a
[ §i8 omd exe (2320) Windows Comma... C:\Windows'\Sys... Microsoft Corporat... DESKTOP-14QC1... emd.exe /e reg ad... 3/11/2025 12:12:.. 3/11/2025 1212:..
iz Conhost exe (4548) Console Window . C:\Windows"Syst Microsoft Comporat.. DESKTOP-14QCT. W2 MC \Windows' . 3/11/2025 12:12- . 3/11/2025 1212:
% reg.exe (4076) Registry Console ... C:\Windows'\Sys... Microsoft Corporat... DESKTOP-14QC1... reg add HKCLMNS... 3/11/202512:12:... 3/11/2025 12:12:...

taskdl.exe (336) S0L Client Corfig... C:\Users‘user'De... | Microsoft Corporat... DESKTOP-14QC1... taskdl .exe 3411/202512:13:... 341172025 12:13:..
./ @WanaDecryptor@ exe (3| Load PerfMon Co... C:\Users'user\De... | Microsoft Corporat... DESKTOP-14QC1... @WanaDecryptor... 3/11/202512:13:... 3/11/202512:13...
& taskd exe (1244) SQL Client Config... C:\Users‘\user\De... | Microsoft Corporat... DESKTOP-14QC1... taskdl exe 341142025 12:13:... 3A11/2025 1213

Figure 61 - Procmon process tree

After resetting the VM to a clean snapshot, ProcWatch was launched, and the malware was executed
again. Upon examination of a command prompt usage, the command:
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“cmd.exe /c reg add HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v "osnhnowfratdjot119"
Jt REG_SZ /d "\"C:\Users\user\Desktop\Samples\1\tasksche.exe\"" /f”

Was carried out by the malware. This can be seen in Figure 62.

Start: 10:57:24 BM

End: 10:57:24 BM

PID: FO4

User: user

“mdLine: cmd.exe /c reg add HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v “osnhnowfratdjotll9" /t REG_SZ /d "\"C:\Users\user\Desktop\Samples\l\tasksche.exe\"" /f
Path: C:\Windows\SysWOW64\cmd.exe

Figure 62 - Procwatch command

This command is used to modify the registry and add a run key — “osnhnowfratdjot119”, a seemingly
random value that could be used to avoid detection. This then links to the tasksche.exe file, known to be
an alias of the malware sample, and the “/f” flag forces this to overwrite any existing value in the registry.
By running this command, the malware inserts itself into the registry, another attempt to gain persistence,
and ensures that the malware will always run whenever the system is booted.

Finally, the VM was reset to a clean state, and ProcExp was launched, with the malware once again being
executed. When exploring ProcExp, it was noted that the malware sample accessed the Image File
Execution Options, as displayed in Figure 63.

ype e

Desktop \Default

Directary \KnownDils

Directory KnownDlls32

Directory “KnownDlls32

Directory Sessions\1'BaseNamedObjects

File CiWindows

File C:\Users‘userDesktop'Samples\1

File \Device'\KsecDD

File \Device \CNG

File \Device'\KsecDD

File \Device\DeviceApi

File: C:hUsersbuserDesktop\Samples\ 1400000000 eky

File C:\Usershuser\AppData'\Local\ Tempthibsys WNCRYT

Key HKLM\SYSTEM\Control SetD01\Contral \Mis\CustomLocale

Key HKLM\SOFTWARE"Microsoft\Windows INT\CumentVersion\Image File Execution Options
Key HKLM\SYSTEM Control SetD01\Control\Mls\Sorting\Versions

Key HKLM

Key HKCU

Key HKLM\SYSTEM\ControlSet001\Cantrol\Session Manager

Key HKCUSoftware \Microsoft \Windows NTVCurrentVersion

Key HKLM

Key HKLM\SOFTWARE\Microsoft'\Ole

Key HKCU\Software\Classes\Local Settings'\Software\Microsoft

Key HKCUM\Software\Classes\Local Settings

Key HKCU'\Software \Microsoft \Windows \Current Version '\ Explorer

Key HKLM\SOFTWARE\WOW6432Node \Microsoft \Windows \Cument Version\Explorer’\Falder...
Key HKLM\SOFTWARE\WOW6432Node"\Microsoft Windows \Cument Version'\ Explorer\Folder.
Key HKLMASYSTEM\Control SetD01'\Contral \Mis\Sorting'/ds

Key HKLM\SOFTWARE\WOWE432Node™\ Microscft Windows \Cument Version'\Explorer\Folder. ..
Mutant \BaseNamedObjects\MsWinZonesCache CounterMutexAD

Mutant \Sessions1%Base NamedObjects \MsWinZonesCacheCounterMutexA

Section \Sessions\1%BaseNamedObjects \window s_shell_global_counters

Thread edDebfbe9ebSbbea545af4d01bf5 1071661840480439c6e Shabe 8e080e41aa.exe(3596): 2...
Thread edD1ebfbcIebBbbea545af4d01bf5 1071661840480435c6e5babe 8e080e 4 1aa exe(3596): 6.
Thread ed0ebfbcIebSbbea545af4d01bf5F 1071661840480439c6e 5babe Be080e41aa.exe(3596): 3...
Thread edebfbc9ebbbbeab45af4d01b5 1071661840480435¢6e5babe 8e080e 4 1aa exe(3596): 4...
Token DESKTOP-140C1L8\user:41be3

Window Station “Sessions\ 1\ Windows 'Window Stations \WVin Sta

Window Station \Sessions\1\Windows"Window Stations \WVin Sta

Figure 63 — ProcExp

Accessing these options is a common method of persistence. Typically, the IFEO options are used for
debugging, but malware can hijack registry keys and set the debugger value to a malicious payload —
whenever the target program is run, the malicious payload is launched instead (Oddvar, 2025). However,
upon inspection of all registry keys in the specified path (HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Image File Execution Options), there were no debugger values set on any of the
registry keys. Thus, it appears that the malware may not be using IFEO as a method of persistence.
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3.3.3 Registry Analysis

After completing the process monitoring phase, the VM was once again reverted to a clean state, ready
for registry analysis. To analyse any changes made to the registry by the malware, regshot was used to
take a snapshot of the registry state before execution, and a snapshot after execution. Regshot then
compared the two snapshots and provided a report on any changes made by the malware. To ensure a
proper comparison, the analyst let the malware run for approximately 10 minutes before taking a
snapshot of the registry. Figure 64 contains the list of keys added to the registry after the malware was
run.

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1876

HKU\ . DEFAULT\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bmp

HKU\ . DEFAULT\Software\Microsoft\Windows\CurrentVersion\Explorer\Fi \.bmp\UserChoice
HKU\S-1-5-21-2169232433-3398496680-935370409-1008\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\0penSavePidlIMRU\hivu
HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.hivu

OpenWithList

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W32:00000000000402F0
HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W32:80000000000403AF

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\l\ApplicationViewManagement\W32: 59208
HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W32: S502E0
HKU\S-1-5-21-2169232433-3398496680-935370409-1066\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\l\ApplicationViewManagement\W32: 58302
HKU\S-1-5-21-2169232433-3398496680-935370409-1060\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManagement\W32: 0218

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Classes\VirtualStore
HKU\5-1-5-21-2169232433-3398496680-935370409-1000\Software\Classes\VirtualStore\MACHINE
HKU\S-1-5-21-2169232433-3398496680-935370409-1008\Software\Classes\VirtualStore\MACHINE\SOF TWARE
HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Classes\VirtualStore\MACHINE\SOF TWARE \WOW6432Node
HKU\S-1-5-21-2169232433-3398496680-935370409-1000\5of tware\Classes\VirtualStore\MACHINE\SOF TWARE \WOW64 32Node \WanaCrypt@r
HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\WanaCrypter
HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\VirtualStore
HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\VirtualStore\MACHINE
HKU\S-1-5-21-2169232433-3398496680-935370409-1008_Classes\VirtualStore\MACHINE\SOFTWARE
HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\VirtualStore\MACHINE\SOFTWARE\WOW6432Node
HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\VirtualStore\MACHINE\SOF TWARE\WOW6432Node\WanaCryptar
HKU\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bmp
HKU\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bmp\UserChoice

Figure 64 - Keys added

As previously described, the malware gains persistence by inserting itself into the registry under a
different name. This is confirmed from the regshot output, as illustrated in Figure 65.

HKU\S-1-5-21-2169232433- 3398496680 -935378409- 1000\ SoFtware \Microsoft \Windows\CurrentVers ion\Run\osnhnowfratdjot119: ""C:\UsersiuseriDesktop\Samples\1itasksche, exe™"

Figure 65 - Tasksche.exe in the registry

The regshot output also returns that the malware changes the background of the system, as previously
discovered. As demonstrated in Figure 66, the malware changes the background of the system for a
specific user. This indicates that the background changes for each user individually, rather than the system
as a whole.

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Control Panel\Desktop\WallPaper: "C:\ProgramData\_VM\background.png"
HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Control Panel\Desktoo\WallPaper: "C:\Users\user\Desktop\@WanaDecrvotor@.bmo"

Figure 66 - Changing background from regshot
To further query this, the analyst examined the SID of the current user (Figure 67) and compared this

with the regshot output.

PS C:\Users\user> whoami /user

USER INFORMATION

370409-1600

Figure 67 - Current SID
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As seen, the SIDs match. To investigate deeper, a new user was created, detailed in Figure 68.

Figure 68 - Adding a new user

A new user was created with the username of “testuser”. The analyst then logged in as the new user and
ran regshot again, observing the output. First, the SID of the new user was obtained, shown in Figure 69
“..-1001".

PS C:\Users\testuser> whoami /user

USER INFORMATION

Figure 69 - Testuser SID

The regshot output was then examined, and it was confirmed that the background change is for the user
who ran the malware, rather than system-wide. This is exemplified in Figure 70.

4KU\S-1-5-21-2169232433-33984966808-935370409-1001\Control Panel\Desktop\WallPaper: "C:\Windows\web\wallpaper\Windows\imge.jpg"
4KU\S-1-5-21-2169232433-3398496680-935370409-1001\Control Panel\Desktop\WallPaper:

Figure 70 - Background changing for a new user

Regshot made a total of 137 changes, highlighting the emphasis placed on gaining persistence in the
system by the malware. The output was filtered to show only the lines containing the phrase “wana”,
with the output pictured in Figure 71. The full regshot output can be seen in Appendix C — Regshot Output.

ut Flnm rPgshut txt"

Figure 71 - Filtered regshot output

3.3.4 Network Analysis

Following the completion of the registry analysis section, the final section of the dynamic analysis phase
was the network analysis. To do this, Wireshark was used to capture loopback network traffic. This
ensured that the network interaction of the malware could be analysed without risking launching the
malware on a live network. Each frame was examined by the analyst with nothing of note returned until
the discovery of an onion address, pictured in Figure 72.
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Figure 72 - Onion address in Wireshark

This links to the previously established use of Tor, with the onion address matching one of the addresses
found in the c.wnry file. The c.wnry file contained five different onion addresses; thus, it was theorised
that these could be found using Wireshark. To search for these addresses, a filter was applied to find all
frames that contained “onion”. Using the filter, it was found that the following frames contain an onion
address:

o 24
e 37
e 50
e 63
e 76
e 97
e 110
e 123
e 136
e 149

Upon examination of these frames, it was confirmed that each onion address found in c.wnry appeared.
Each frame can be examined in Appendix D — Wireshark Frames. Aside from the onion addresses, no
notable network interaction was found — there were no web requests or DNS requests. This also links to
the established use of Tor, as onion addresses are resolved through Tor itself, and not through traditional
DNS services.

3.3.5 Dynamic Analysis Results Summary

When the malware was executed, the background changed. The background is changed for each user
using the SID of each user. The background image file was hashed and was found to be the same as b.wnry.
The malware forcefully changes the background but does not have any method of keeping it the same,
and the background can be changed.

The malware also forces a pop-up menu onto the user, which, if closed, appears in the foreground again
in a matter of seconds. The pop-up menu included 28 different translation options, matching those found
when examining the extracted zip file during static analysis. The content of the menu matches that of
u.wnry. Both files were hashed, and it was found that the hash value matched; therefore, the popup
menu file (WanaDecryptOr) and u.wnry are the same. The pop-up menu contains a timer that displays
how long the victim has to pay the ransom, and it was found that the timer is based on the victim
machine's time. If the date and time are moved forward on the victim machine, the time left and, if
applicable, the ransom price change. If the date and time are moved back, the timer and price reset to
what they originally were.
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When the files on the system were examined, two discoveries were made. The malware created files
titled “@Please_Read Me@.txt”, “f.wnry”, and “m.vbs", and a directory called "TaskData". The malware
also encrypted all files on the system, adding the extension “WNCRY". The read me file contained
instructions on how to pay the ransom, matching the contents of r.wnry. Unlike other files, these hashes
did not match because r.wnry contains a placeholder value for a bitcoin address, whereas the readme file
contains an actual bitcoin address. The f.wnry file extracts seemingly random encrypted files from the
system, and the m.vbs Visual Basic script creates a shortcut to the WanaDecryptor file. The TaskData
folder contained Tor dependencies and files that are responsible for running Tor, confirming that the Tor
browser is indeed used for network connections to mask the identity of the attackers.

The malware also launches a command line to attempt to delete all shadow copies on the system, making
file recovery impossible.

When examining processes created by the sample, it was further suggested that taskdl.exe is a cleanup
file due to its interactions with the file disposition information, with this file being executed every 30
seconds. It was also discovered that taskdl.exe interacts with SQL, possibly to aid in deleting files.
Examination of the process tree indicated that tasksche.exe is the actual malicious payload, as it is
launched when the malicious sample is executed. It was noted that the malware launches a command
prompt to insert itself into the registry to gain persistence. The registry entry for the malware uses a
different label to avoid detection. The malware was seen to interact with the Image File Execution Options,
a common method of persistence, but did not seem to gain persistence using this method.

When examining the changes to the registry made by the malware, it was again seen that the malware
inserted itself into the registry under a different name. A total of 137 changes were made to the registry,
highlighting the focus of the malware on gaining persistence. The full output of changes can be seen in
Appendix C - Regshot Output.

Finally, it was discovered that the malware does not perform HTTP or DNS requests. Instead, when
analysing network activity, the use of Tor was further confirmed through the lack of network activity and
the sole discovery of onion addresses matching those found in c.wnry.

3.4 DISASSEMBLY

The final stage of the analysis procedure involved using Ghidra to disassemble the malware sample. Each
function below is described in order of discovery, beginning with the entry function and moving forward.

3.4.1.1 Entry

To begin, the analyst located the entry function. The full function can be seen in Appendix E — Ghidra
Functions. A notable part of the function is when it calls “FUN00401fe7” (Figure 73). This function was
subsequently examined.
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LAE 004073ad:
} while {[{*pkVar2 != 0) && (¥pkbVar2 « 0x21)):
local o0.dwFlags = 07
FetStartupInfof(elocal &0} ;
GetModuleHandlek { (LECSTR) 0x0) »
local_oc = FUM_00401fe7():
J* WARNING: Subroutins does not return */

Figure 73 - Ghidra entry function calls another function

From the FUN_00401fe7 function, the tasksche.exe file is copied, further suggesting that tasksche.exe
specifically is the malicious payload attempting to gain persistence, as the malware attempts to copy this
file if it does not already exist. This can be seen in Figure 74.

CopyFileA(s&local 210,s tasksche.exe 0040£4d8,0);
DVar?2 = GetFileAttributesA(s tasksche.exe 0040£4d8);
if ((Dvarz != Oxffffffff) && (ivard = FUN 00401£5d(), ivard 1= 0)) {

return O;

Figure 74 - Copying tasksche.exe

From this function, multiple other functions are called, pictured in Figure 75.

FUN 004010£d (1) ;
FUN_00401dab (0,5 WNcry@2o0l7 0040£52c);
FUN_0040le®e () ;

FUN_00401064 (s_attrib_+h_._0040f

ivar4 = FUN 0040170a();
if (ivar4d != 0) {
FUN_004012fd{();

iVar4 = FUN_004014a6(s_t.wnry_ 0040
4 1= 0) && (ivarid = FUN 004021bd(

(r 3 = (code *)FUN 00402824 (ivard,s I= (code *)0x0)) {
(*r =3) (0, 0);
}
}
FUN_0040137a();

}

return 0;

Figure 75 - Further functions

3.4.1.2 FUN_00401fd
As displayed in Figures 76 and 77, this function is responsible for accessing the software registry.
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(undefined4 *)u Software)\ 0040e04c;

for (1 3 ; 1Var3 != 0; ivar3 = ivar3 + -1) {

RegCreateKeyW (hEey, (LECWSTR) local d2,&local 8);
if (local 2 != (HEEY)O0xz0) {

if (param_ 1 == 0) {
ocal 10 = 0x207;

2 = RegQueryValueExA(local

30, (LPDWORD) 0x0, (LPDWORD) 0x0, &lccal 20,

&loca
bVare = LVar2 == 0;
if (bvare) {
SetCurrentDirectoryA((LPCSTR)&L::il_;%f);
}
}

else

GetCurrentDirectoryA (0x207, (LPSTR) &local 2=0);

= strlen((char *)&local 2e0);

2 = RegSetValueExA(local &, &DAT_004

1 2e0,sVarl + 1);

£ = TVar? == 0;

RegCloseKey (local 8);
if (bvare) {
return 1;

Figure 77 - Adding to the registry

Depending on the value of the param_1 variable when the function is called, the function either stores
the current working directory in the registry and retrieves the path and sets it as the current working
directory. This may aid the malware in gaining persistence by adding to the registry.

3.4.1.3 FUN_00401dab

This function is called with the parameters “s_ WNcry@2ol7” and “_0040f52c¢”. Notably, “WNcry@20l7”
is the password used by the malware to extract itself, as previously established. This is passed in to
possibly facilitate extraction. This function uses the “strcmp” function to compare two strings, displayed
in Figure 78. In this case, it appears that the function is using c.wnry, established to hold onion addresses.
This suggests that this segment is comparing strings to onion addresses.
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if (0 < 1c
do {
FUN_004075c4 (1Vars

r3,ivar7,&local 130);

cal 130) {

iVard = stremp ((char *)local 1l2c,s_c.wnry 0040e010);
if ((ivar4 != 0) || (DVar2 = GetFileAttributesA((LPCSTR)local 12c), DVar2 == Oxffffff..
))
{
FUN_0040763d(1Var3,ivar7,local 12c);
}
iVar] = iVar7 + 1;
} while (ivar7 < ivars3);
}
FUN_00407656(ivar3);

return 1;
Figure 78 - Comparing strings to onion addresses

3.4.1.4 FUN_00401e9e

As displayed in Figure 79, this function contains the three different Bitcoin addresses previously
discovered. The function also uses the rand() function. This suggests that the Bitcoin addresses, as
previously suspected, are not hardcoded and are randomly chosen. This links to the %s variable
discovered in r.wnry, the file that contained the instructions for paying the ransom. The combination of
the %s variable and the rand() function links together and confirms that the bitcoin addresses are chosen
at random by the malware. This may be used to further obscure traces and make it harder to track where
the ransom payments are going.

void FUN_0040le%e (void)

int ivarl;
undefined local 31c [178];
char loc ~a [€02];
char *local [31:
1 10[0) = s_13aM4VW2dhxYgXeQepoHkHSQuyENgaEb
10[1] = s 12t 9YDPgl S qw519p7AAS]
10[2] = s_115p

FUN_00401000 (1loca
varl = 0) {
ivarl = rand();
strepy(local Z6a,local 10[1ivarl % 3]1);
FUN_00401000 (local
1

return;

Figure 79 - Random bitcoin addresses

3.4.1.5 FUN_00401064

The function FUN_00401064 is used to create a process that invokes the command line. This seems to be
a generic process that takes parameters and executes the command. As Figure 80 shows, this function is
used to simply create processes.
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3 = 0x10; r3 ! j ivar3 = ivar3 + -1) {
(LPSTR) 0x0;
ppCvard + 1;

1 al 4 hProcess = (HANDLE) 0x0;
1 4 .hThread = (HANDLE) 0x0;
1 ¢ .dwProcessId = 0;

1 2.dwThreadIid = 0;

1 2.wShowWindow = 07
1 8.dwFlags = 1;
B = CreateProcessA((LPCSTR) 0x0,param 1, (LPSECURITY ATTRIBUTES)Ox0, (LPSECURITY ATTRIBUTES)O

x0,0
,0x8000000, (LPVOID)0x0, (LPCSTR) 0x0,&local_ 58, &local_14);
1
else {
if (param 2 != 0) {
WaitForSingleObject (local 14 .hProcess,param_2);
if (Dvarz != 0) {
TerminateProcess(local 14.hProcess, OxfLffffff);
1
if (param 3 != (LPDWORD)Ox0) {
GetExitCodeProcess (loc 21 14 .hProcess,param 3);
1
1
CloseHandle(local 14.hProcess);
CloseHandle(local 14.hThread);
1
return uvars;

Figure 80 - Function used to create processes

This is further backed up by the parameters passed in when calling this function. As evidenced in Figure
81, the function is called with previously described command line parameters that silently grant full access
to all files and folders.

FUN_00401064 (s_attrib_+h_._0040
FUN 00401064 (= ica

0,0,0)7

cls . /grant Everyone:F /T /C 0040f4fc,0,0);
Figure 81 - Calling the function with parameters

3.4.1.6 FUN_0040170a
The next function called was FUN_0040170a, a function that appeared to perform file manipulation. The
function appears to create, write to, read, move, and delete files, as shown in Figure 82.
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if ( DAT C != (FARPROC) 0xz0)
return 1;

}

hModule = LoadLibraryA(s_kernelE2.d

if (hModule (HMODULE) 0x0) {

{

11 _0040ebed);

_DAT 0040f = GetProcAddress(hM:dule,SicreatEFileW7004OEbdc);
_DAT 004 = GetProcAddress (hModule, s WriteFile 0040ebd0);
DAT_0040£880 = GetProcAddIess(hx:dule,s_ReadFile_OO40ebc4);
DAT 0 = GetProcAddress(hx:dule,s_MoveFileW_UO4UebbS);
DAT = GetProcAddress(hV:dul&,siMoveFileEXW700406bac);
DAT = GetProcAddress (I :dule,3_DeleteFileW_OU4UebaO);
_DAT 0 = s_CloseHandle 0040eb%4);

if ((((_DAT_0040
(DAT 0040£880
{(({_DaT

((_DAT_ 0040f

004¢ =

return 1;

}

return 0;

Figure 82

GetProcAddress (hModule,
: (FARPROC) 0x0) &&
(FARPROC) 0x0)) &&

(FARPROC) 0x0 && ( DAT 00
(FARPROC) 0x0 &&

{_DAT_004 (FARPROC) 0x0)) &&

(FARPROC) 0x0)) &&
(FARPROC) 0x0)))))) {

DAT 0040

- File manipulation

Also displayed in Figure 82 is the function call of FUN_00401a45. The outlined file manipulation only takes

place if FUN_0040170a returns true. Thus, it ma

3.4.1.7 FUN_00401a45
FUN_00401a45 invoked several key cryptograph

undefined4 FUN_00401a45 (void)

de sense to investigate this function next.

ic functions, outlined in Figure 83.

_CryptAcquireContextA 0040£110);
CryptImportKey 0040£100);

_CryptDestroyKey 0040£0£0);

_CryptDecrypt_0040£0d0);
ule,s CryptGenKey 0040£0c4);

(FARPROC) 020} ) &&

(DAT_0040f8a4 != (FARPROC)O0x0)) &&

))) goto LAB 0040laec;

{
HMODULE hModule;
undefined4 uvVarl;
if (DAT_0040f894 == (FARPROC)Ox0) {
hModule = LoadLibraryA(s_advapi32.dll_0040=020);
if (hModule != (HMODULE) 0x0) {
DAT_0040£8%4 = GetProcAddress (hModule, s
DAT 0040£898 = GetProcAddress (hModule,s_!
DAT_0040£f8%c = GetProcAddress (h dule,
_DAT 00 = GetProcAddress (hModule, s_CryptEncrypt_ 0040£0e0);
DAT_0040f8ad4 = GetProcAddress (hModule,
_DAT = GetProcAddress (hMc
if ((((DAT_0040£8%4 != (FARPROC)O0xz0) && (DAT 0040f898
(DAT_0040f89c != (FARPROC)Ox0)) &&
(((_DAT ( I= (FARPROC)Ox0 &&
(_DAT_0¢ != (FARPROC) 0x0
1
uvarl = 0;
1
else |
LAB_0040laec:
rl = 1;
1
return uvarl;
1

Figure 83 - Cryptographic functions
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This points to FUN_00401a45 being the function directly responsible for encrypting the files on a system.
If this function completes successfully, the file manipulation outlined in FUN_0040170a then executes.
This links these two files together, as the file manipulation will only occur if the functionality outlined in
FUN_00401a45 completes successfully.

3.4.1.8 FUN_004014a6
Firstly, this function checks for the presence of the string “WANACRY!” at the beginning of a file, as
displayed in Figure 84. If this header is found, the file is marked as encrypted.

ivarZ = memcmp(&local 240,35 WANACRY! 0040ebic,8);
Figure 84 - Searching for WANACRY!

This string matches the only legible string in the otherwise obfuscated t.wnry file. This indicates that
t.wnry relates to the encryption aspect of the malware. Because this likely searches for encrypted files,
those that begin with “WANACRY!”, it could be inferred that this function handles decryption. The
function likely searches for those beginning with “WANACRY!” to identify which files are encrypted.

3.4.1.9 T.wnry
As very little was still known about t.wnry, this file was searched for in Ghidra to uncover any further
information. As displayed in Figure 85, an instance of this file was found.

0040f4dg 74 &1 73 ds "tasksche.exe"
¢b 73 €3
€8 85 2e ..
0040f4e5 00 7?2 00h
0040f4eé 00 272 00h
0040£f4e7 00 27 00h
s_TaskStart_0040f4e8 XREF[1]: FUN_00401fe7:00402145(*)
0040f4e8 54 €1 73 ds "TaskStart"
eb 53 74
el 72 74
0040£4£2 00 22 00h
0040f4£3 00 7?2 00h
s_t.wnry 0040f4f4 XREF[1]: FUN_00401fe7:00402125(*)
0040f4£f4 74 2e 77 ds "t.wnry"
e 72 79
00
0040f4fb 00 2?2 00h
s_icacls_._ /grant_Everyone:F /T /C_0040fdfc XREF[1]: FUN_00401fe7:004020e8 (*)
0040f4fc €9 €3 €1 ds "icacls . /grant Everyone:F /T /C /gQ"
€3 ec 73

Figure 85 - T.wnry in Ghidra

As can be seen, t.wnry is invoked after tasksche.exe and TaskStart, and before the command prompt
invocations. Due to this file being the last one called before the command prompt, and the existence of
the “WANACRY!” header, it was deduced that t.wnry played a significant role in the encryption aspect of
this malware sample.
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3.4.2 Disassembly Summary
During the disassembly phase, several functions were analysed and investigated. Table 3 below contains
the theorised purpose of each function discovered.

Table 3: Functions examined in Ghidra

Function Use
FUN_00401fe7 Copies the tasksche.exe file
FUN_00401fd Accesses the software registry
FUN_00401dab Compares strings with onion addresses contained
in c.wnry
FUN_00401e9e Selects a random Bitcoin address to be used
FUN_00401064 Creates a process
FUN_0040170a Creates, writes to, reads, moves, and deletes files
FUN_00401a45 Contains encryption and decryption functionality
FUN_004014a6 Decrypts files

As well as the functions examined, the use of Ghidra also uncovered the possible functionality of t.wnry.
T.wnry, due to being a late function call and containing the “WANACRY!” header with encrypted data, was
suspected to play a role in the encryption aspect of the malware.
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4 DISCUSSION

4.1 GENERAL DISCUSSION

Using the methodology set out in Section 2 — Methodology, where the procedure was split into static
analysis, dynamic analysis, and disassembly, this project successfully met its aim of analysing a malware
sample to understand its functionality and potential consequences if executed on a system. This was
completed through the fulfilment of the following sub-goals:

e Determine the type of malware the sample belonged to
e Discover the functionality of the malware
e Uncover where the malware attempts to gain persistence on a system

The malware was discovered to be a strain of the WannaCry ransomware, a malware that encrypts all files
on a system and demands payment in bitcoin.

Through virus total signature identification, the sample was identified as WannaCry, with aliases such as
diskpart.exe and tasksche.exe. Through strings analysis, several key features of the malware were
uncovered. The analysis found evidence of encryption through the Microsoft RSA and AES cryptographic
providers and the use of functions such as CryptEncrypt and CryptDestroyKey. Strings analysis also
discovered Bitcoin addresses - these were used to process the ransom payment to mask the identity of
the attackers. Further strings investigation revealed a command prompt used to grant all users full access
to all files and folders on a system, and the password used by the malware to extract itself. Even deeper
analysis of the strings found from the malware sample contained 28 different ransom notes, each in a
different language, to ensure that the malware can be understood by as many people as possible. The
malware uses different imports, such as Kernel32.dll, to perform its operations.

Through the use of the password discovered, the malware was able to be unzipped and further examined
before running, where several different files could be analysed. C.wnry was found to contain onion
addresses, indicating the use of Tor, used to further mask network activity and provide anonymity. R.wnry
was found to contain instructions on how to pay the ransom with the use of a %s variable, suggesting that
the bitcoin address was not hardcoded and could change. S.wnry contained dependencies for Tor,
pointing to the notion that the malware actively installed Tor on a victim's machine to force any network
activity over Tor. Taskdl.exe was found to be a cleanup file, deleting files on a machine every 30 seconds.
Taskse.exe was found to manipulate RDP sessions. U.wnry represented the main module for the malware,
containing the pop-up menu along with all other aspects of the malware's main interface. B.wnry
represented the background image that the malware forced upon the user when running the file.

The information outlined above points to the malware sample being a type of ransomware that encrypts
files and demands payment, with ransom notes in 28 different languages and a popup menu containing
instructions on how to pay the ransom, thus completing the first sub-aim by determining that the given
malware sample is a variant of WannaCry, an aggressive ransomware. Although part of the functionality
was uncovered through the static analysis outlined above, more about the malware could be ascertained
through the dynamic analysis and disassembly stages.
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When running the malware, the background changed to the image represented by b.wnry, with a popup
menu, represented by u.wnry, forcing itself into the foreground in a matter of seconds. The pop-up menu
contained a timer, used to instil a sense of panic into the victim to attempt to encourage them to pay the
ransom. When analysing the files on the system, it was confirmed that the files were encrypted, with
encrypted files containing the "WANACRY!" header. This was used in decryption, with the decryption
function searching for files with the "WANACRY!" header. The malware also launched a Visual Basic script
that created a shortcut to the file responsible for the pop-up menu. A file called tor.exe was created,
along with DLLs matching those found in Taskse.exe, confirming that Tor is forcibly installed on a victim's
machine. To ensure that files could not be recovered without paying the ransom, the malware launched
a command prompt that deleted all shadow copies on a system and changed the boot policy to ensure
that recovery mode could not be entered.

The sheer volume of output from Procmon highlighted the speed at which the malware manipulated files
on the system, with the output further confirming that Taskdl.exe is a cleanup file. The process tree
created in Procmon showed a hierarchy of executed files, pointing to tasksche.exe as the malicious
payload itself. The use of Procwatch revealed the point the malware gains persistence. The malware
inserts itself into the run area of the software registry, under a different name to obfuscate itself and
evade detection, to ensure that the malware is always executed upon boot.

Analysis of the registry further showed the point of persistence, matching the location and label of the
malware discovered in Procwatch.

Network analysis in Wireshark further confirmed the use of Tor, through frames discovered to contain the
onion addresses found in c.wnry.

After discovering that the malware inserts itself into the software registry, the goal of identifying the
instance where the malware gains persistence was fulfilled.

Finally, the use of Ghidra confirmed that tasksche.exe is the persistent payload and confirmed that the
bitcoin addresses were chosen at random. Ghidra also revealed that t.wnry plays a part in the encryption
process.

After completing the procedure outlined above, the remaining sub-objective was completed - to discover
the functionality of the malware. The malware, a strain of WannaCry, encrypts files on a system and
demands payment in bitcoin to hide the attackers' identity. The bitcoin payments are further masked by
the installation and use of Tor on the victim's machine. The malware then deletes all shadow copies of
files and changes the boot policy to ensure that no files can be recovered without paying the ransom. The
victim is encouraged to pay the ransom by the timer appearing on a pop-up menu, instilling panic in the
victim.

While limited, the malware also has some interaction with the network. The malware attempts to connect
to onion addresses, further reinforcing the use of Tor. Although research showed that this malware strain
exploited SMB vulnerabilities (SentinelOne, 2019), this could not be tested due to the isolated sandbox
environment in which the malware was contained.

Overall, the methodology used - sculpted from the Malware Reverse Engineering Handbook - was
appropriate for this project. The methodology enabled the analyst to gain the information outlined above,
as it contained logical steps to tackle the analysis in depth in a comprehensive manner. This resulted in
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an effective investigation of the given malware sample, providing insight into its behaviour and
functionality, allowing potential future malware defence strategies to be created, as outlined in Section
1.1 - Background.

If this malware were to be executed on a system, the consequences could be drastic. As stated in Section
1.1 - Background, the malware could cause a vast amount of damage. Businesses could be brought to a
standstill, systems could be brought down, and vital pieces of data could be lost forever. Previous uses of
the WannaCry malware caused global chaos (Fox, et al., 2017); therefore, as outlined in Section 1.1 -
Background, it is vital that defence and resilience be built to prevent further ransomware attacks.

4.2 COUNTERMEASURES

4.2.1 Back up Data

As the given malware sample was ransomware, it focused on removing access to files. The easiest way to
mitigate this is to ensure that data is backed up regularly, whether in another online location or via
physical copies. This ensures that, if a system falls victim to ransomware, copies of data are accessible
and safe. The National Cyber Security Centre (NCSC) recommends following the “3-2-1” method of
backing up data (NCSC, 2021). This involves having three copies stored across two different devices, with
one copy kept separate from the primary backup(s) (NCSC, 2021). This ensures that, if one of the backups
is breached, another copy is safe (NCSC, 2021). In the case of WannaCry, this would ensure that the
damage caused is limited due to the existence of backup copies.

4.2.2 Update Software

Due to the given malware being established as a strain of WannaCry, it would exploit machines using the
“EternalBlue” exploit — an exploit that takes advantage of a buffer overflow vulnerability present in the
Server Message Block (SMB) version 1 (SentinelOne, 2019). To protect against this exploit, any systems
should be updated to the most recent version of SMB.

As established when investigating the file signature, the malware sample was recognised by almost all of
the security vendors. To ensure protection against WannaCry, antivirus software must be kept up to date
with the latest definitions and heuristics, allowing it to detect and block known malware samples and
strains.

4.2.3 WanaKiwi

When WannaCry encrypts files on a system, it uses prime numbers to form an encryption key (Khandelwal,
2017). On Windows 10 systems, these prime numbers are removed from memory through the
CryptReleaseContext function. However, on older systems such as Windows XP, this function does not
remove the prime numbers from memory and thus introduces the possibility of recovering files (Kujawa,
2017). To recover files where the prime numbers are still available, a tool called WanaKiwi can be used
to recover files from the following operating systems (Kujawa, 2017):

e  Windows XP

e  Windows Server 2003

e Windows Vista

e Windows Server 2008

e  Windows Server 2008 R2
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e Windows 7

To recover files on the above systems, they must not have been rebooted (Kujawa, 2017). The malware
sample was transferred to a Windows XP VM with some dummy text files created, and the malware was
detonated to encrypt these files. Figure 86 displays the output when Wannakwi is launched from the
command line.

rocess edBlebfhc?ebShheaS4%af4d@1bfSf10716618484880439cbeShabeleBifedlaa.exe fou
d with PID: 2836

ubhlic key {HBBEBBHAHA.pky> is HOT in current directorw,. let’s search it...

ublic key found: c:“Documentz and Settings“Administrator~Dezktop-~B000060A . pky
odulus B77DY5928ASBDA?SYD7EE4E3CASF4A16D488DAY6DDEYEEBEI 718 E4BYD1AI3FEYED?1 7811
DBBS 2B?6BABFDASBFDDEZ 71 CBEBF2EAVE?AF 782381 D581 ?BE3FDS33ERBF2A1 FRSBC?426A255FA1 24
ESBZ2BA3645F4n39F?2EEEEDB85 B ?F1EAADCS EYF4A38DDDEAYZAF1 8 EBECEG6 BBA4EF??D1DAZ5 42165
4B2DEAAPCAFSBS638DDS 24B4EFB242A31 Y4CEEALDB? 279 DE2ZABYCAS43CEB28D42A5 C1 48 BAC4ESFF2
BFB33D? I0F6EBGFEBCSBES 1851 C3983 9453187171 2BBBADEE1 28CFA24D6? FCABBS516DC3 32C2FDBBS
380871 365DCYFE494CB22C756DFBEYC?1EFA2 DEBY 39 2E267D2EB1ACEY2CA5408 34203 3CBAG42C4D
PAESC?3BF 79 3EDFB4263CB?CIA?11FIDDAZIAF?IF

xponent B1800HA1

Bearching for primes numbers in memory. ..

Figure 86 — Wanakiwi

After WanaKiwi was completed, the files were successfully decrypted, as evidenced in Figure 87,
marking this as a possible countermeasure to WannaCry.

B TEST - Notepad

Fle Edit Format %ew Help
this is a test.

If you are reading this, the file has been decrypted.

Figure 87 - File decrypted by WanaKiwi

Unlike the previous countermeasures, which focused on prevention, WanaKiwi focuses on post-infection
remediation and, while not effective on every operating system, does provide an effective
countermeasure on the outlined systems.

4.3 FUTURE WORK

If the analysis study were to be expanded, the addition of an isolated network may be beneficial. This
would allow analysts to investigate how the malware sample interacts and spreads across a network to
propagate itself, while still staying contained in an isolated environment. This would facilitate a detailed
examination of the worm-like behaviour of WannaCry as it spreads across the network.

A further study may wish to focus on the WanaKiwi recovery tool. As set out, the tool successfully
recovers data from Windows XP, but future work could be done to test its effectiveness on the other
operating systems it is designed for, such as Windows 7. This would allow the limitations of the tool to
be tested, allowing for better incident response planning.

Finally, future research could involve analysing a different strain of the WannaCry malware to provide
insight into how the malware has evolved and mutated over time. More than 12,000 different versions
of WannaCry were detected in 2019 (Mackenzie, 2019) and with this number likely to have risen since
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then, further analysis on different variants could reveal important trends in patterns such as evasion
techniques or persistence.
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APPENDIX A — STRINGS OUTPUT

APPENDICES

Appendix Al - Initial Sample Strings

IThis program cannot be run in DOS mode.
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p\IHtW

+HpXhE

T[S:.6
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Sbt\IH
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inflate 1.1.3 Copyright 1995-1998 Mark Adler
Qkkbal

- unzip 0.15 Copyright 1998 Gilles Vollant
CloseHandle

GetExitCodeProcess
TerminateProcess
WaitForSingleObject
CreateProcessA

GlobalFree

GetProcAddress

LoadLibraryA

GlobalAlloc

SetCurrentDirectoryA
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GetCurrentDirectoryA
GetComputerNameW
SetFileTime
SetFilePointer
MultiByteToWideChar
GetFileAttributesW
GetFileSizeEx
CreateFileA
InitializeCriticalSection
DeleteCriticalSection
ReadFile

GetFileSize

WriteFile
LeaveCriticalSection
EnterCriticalSection
SetFileAttributesW
SetCurrentDirectoryW
CreateDirectoryW
GetTempPathW
GetWindowsDirectoryW
GetFileAttributesA
SizeofResource
LockResource
LoadResource
FindResourceA
OpenMutexA
GetFullPathNameA
CopyFileA

GetModuleFileNameA
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VirtualAlloc
VirtualFree
Freelibrary
HeapAlloc
GetProcessHeap
GetModuleHandleA
SetlastError
VirtualProtect
IsBadReadPtr

HeapFree

SystemTimeToFileTime

LocalFileTimeToFileTime

CreateDirectoryA
KERNEL32.dll
wsprintfA
USER32.dll
RegCloseKey
RegQueryValueExA
RegSetValueExA
RegCreateKeyW
CryptReleaseContext
CreateServiceA
CloseServiceHandle
StartServiceA
OpenServiceA
OpenSCManagerA
ADVAPI32.dll
SHELL32.dll

OLEAUT32.dll
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WS2_32.dll

fclose

fwrite

sprintf

strcpy

memset

strlen

wcscat

wcslen
___CxxFrameHandler
??3@YAXPAX@Z
memcmp
_except_handler3
_local_unwind2

wcsrchr

swprintf

?P2@YAPAXI@Z

memcpy

strcmp

strrchr

_p__argv

_p__ argc

realloc

_stricmp

malloc
??0exception@@QAE@ABVO@ @Z
??lexception@ @UAE@XZ
??0exception@@QAE@ABQBD@Z

_CxxThrowException
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calloc
strcat
_mbsstr

MSVCRT.dII

??1type_info@ @UAE@XZ

_XcptFilter
_acmdIn
__getmainargs
_initterm
__setusermatherr
_adjust_fdiv
__p__commode
__p__fmode
__set_app_type
_controlfp
MSVCP60.dll
GetStartuplinfoA
c.wnry
advapi32.dll
WanaCryptOr
Software\
.sqglite3
.sglitedb

.accdb

.class

.backup
.onetoc2
WANACRY!

CloseHandle

63| Page



DeleteFileW

MoveFileExW

MoveFileW

ReadFile

WriteFile

CreateFileW

kernel32.dll

O|x8+A_

2/0-_.X8w.+

|~1%.15

Microsoft Enhanced RSA and AES Cryptographic Provider
CryptGenKey

CryptDecrypt

CryptEncrypt

CryptDestroyKey

CryptimportKey

CryptAcquireContextA

%s\Intel

%s\ProgramData

cmd.exe /c "%s"
115p7UMMnNgojlpMvkpHijcRdfINXj6LrLn
12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw
13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94
Global\MsWinZonesCacheCounterMutexA
tasksche.exe

TaskStart

t.wnry

icacls . /grant Everyone:F /T /C/Q

attrib +h .
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WNcry@2ol7

GetNativeSystemInfo
.?AVexception@@

incompatible version

buffer error

insufficient memory

data error

stream error

file error

stream end

need dictionary

invalid distance code

invalid literal/length code

invalid bit length repeat

too many length or distance symbols
invalid stored block lengths

invalid block type

incomplete dynamic bit lengths tree
oversubscribed dynamic bit lengths tree
incomplete literal/length tree
oversubscribed literal/length tree
empty distance tree with lengths
incomplete distance tree
oversubscribed distance tree
incorrect data check

incorrect header check

invalid window size

unknown compression method

%5%5%S
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b.wnry

c.wnry
msg/m_bulgarian.wnry
msg/m_chinese (simplified).wnry
"t=.|Vbg-
msg/m_chinese (traditional).wnry
msg/m_croatian.wnry
msg/m_czech.wnry

msg/m_danish.wnry
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msg/m_dutch.wnry
msg/m_english.wnry
msg/m_filipino.wnry
msg/m_finnish.wnry
msg/m_french.wnry
msg/m_german.wnry
msg/m_greek.wnry
msg/m_indonesian.wnry
msg/m_italian.wnry
msg/m_japanese.wnry
msg/m_korean.wnry
msg/m_latvian.wnry
msg/m_norwegian.wnry
msg/m_polish.wnry
msg/m_portuguese.wnry
msg/m_romanian.wnry
msg/m_russian.wnry
msg/m_slovak.wnry
msg/m_spanish.wnry
msg/m_swedish.wnry
msg/m_turkish.wnry
msg/m_vietnamese.wnry
r.wnry

Jegdk_

s.wnry

t.wnry

taskdl.exe

taskse.exe

u.wnry
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VS_VERSION_INFO
StringFilelnfo
040904B0
CompanyName
Microsoft Corporation
FileDescription
DiskPart

FileVersion
6.1.7601.17514 (win7spl_rtm.101119-1850)
InternalName
diskpart.exe
LegalCopyright
Microsoft Corporation. All rights reserved.
OriginalFilename
diskpart.exe
ProductName
Microsoft

Windows

Operating System
ProductVersion
6.1.7601.17514
VarFilelnfo

Translation

<assembly xmIns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">

<trustinfo xmIns="urn:schemas-microsoft-com:asm.v2">

<security>

<requestedPrivileges>

<requestedExecutionLevel level="asInvoker" />

</requestedPrivileges>
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</security>
</trustinfo>
<dependency>
<dependentAssembly>
<assemblyldentity
type="win32"
name="Microsoft.Windows.Common-Controls"
version="6.0.0.0"
processorArchitecture="*"
publicKkeyToken="6595b64144ccf1df"
language="*"
/>
</dependentAssembly>
</dependency>
<compatibility xmlIns="urn:schemas-microsoft-com:compatibility.v1">
<application>
<!-- Windows 10 -->
<supportedOS Id="{8e0f7a12-bfb3-4fe8-b9a5-48fd50al5a9a}"/>
<!-- Windows 8.1 -->
<supportedOS Id="{1f676c76-80e1-4239-95bb-83d0f6d0da78}"/>
<!-- Windows Vista -->
<supportedOS Id="{e2011457-1546-43c5-a5fe-008deee3d3f0}"/>
<l-- Windows 7 -->
<supportedOS Id="{35138b9a-5d96-4fbd-8e2d-a2440225f93a}"/>
<!-- Windows 8 -->
<supportedOS Id="{4a2f28e3-53b9-4441-ba9c-d69d4a4a6e38}" />
</application>
</compatibility>

</assembly>
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PPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDING

Appendix A2 — B.wnry Strings Output
BM®6

H?s>?
s>7?
s>7?
s>?
H?s>?
s>7?
H?s>?
H6.(6
R3?
H-s>7?
H?.(6
H?R3?
H?.(6
H?R3?
H?R3?
H?R3?
>SR3?
s>7R
H?.(6
H?s>?
H?R3?
H6.(6
R3?
H?s>?

H?R3?
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H?.(6
H?R3?
R3?
H?.(6
R3?
H?R3?
R3?

H?R3?

s>?
s>?

>S.(6
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>$.(6
R3?

R3?

s>7?
H?s>?
s>7?
R3?
s>7?
R3?
R3?

R3?

R3?
$>7?
s>?
s>?

H?R
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s>?
s>7?
H?R3?
H?R3?
R3?
R3?

s>6

R3?
H?s>?
(6

R3?
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R3?

H?s>?
R3?
>$.(6
s>7?
H6.(6s
H?R3?
3-5>?
>SR3?
(6
>SR3?
H?R3?
s>?
R3?
>SR3?
s>7?
s>?
H6.(6s
>SR3?
>S.(6
s>?
>SR3?
H?.(6
H?s>?
(6
s>?
H?.(6

(SR3?
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H?s>?
H?R3?
H?s>?R
H?R3?
H?s>?
H?.(6
H?R3?
H?s>?
H?.(6
H?.(6
H?R3?

H?.(6

H?R3?
H?.(6
H?s>?
H?R3?
R3?
s>?
H?.(6

R3?
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H?s>?
H?.(6
H?.(6
H?s>?
s>7?
s>7?
s>7?
s>7?
H-s>?
H?.(6
H?R3?
H?.(6
H?R3?
H?R3?
H?R3?
>SR3?
s>?R
H?.(6
H?.(6
H?R3?
H?.(6
R3?
H?R3?
R3?

H?R3?

H-.(6
R3?

s>7?
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>$R3?
H-s>?
s>7?
3-.(6
R3?

R3?

s>?
s>7?
>$.(6
>$.(6
R3?
s>7?
s>?
s>?
R3?
s>7?
R3?
R3?

R3?

R3?
s>7?
s>?

R37?s

s>?
H?R3?

H?R3?
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s>6
R3?

R3?

R3?
H?s>?
H?R3?
3-s>7?

>SR3?
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>SR3?
H?R3?
s>?
R3?
s>7?
H?.(6

H?s>?

s>7?
H?.(6
(SR3?
H?s>?
H?R3?
H?s>?R
H?s>?
H?.(6
H?R3?

H?.(6

s>6
H?R3?
H?.(6
H?s>?
H?R3?
H?.(6
H?s>?
H?R3?

H?s>?
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H?.(6
H?s>?

Appendix A3 — C.wnry Strings Output
gx7ekbenv2riucmf.onion;57g7spgrzlojinas.onion;xxlvbrloxvriy2c5.onion;76jdd2ir2embyv47.onion;cwwn
hwhlz52magm?7.onion;

https://dist.torproject.org/torbrowser/6.5.1/tor-win32-0.2.9.10.zip

Appendix A4 — R.wnry Strings Output
Q: What's wrong with my files?

A: Ooops, your important files are encrypted. It means you will not be able to access them anymore
until they are decrypted.

If you follow our instructions, we guarantee that you can decrypt all your files quickly and safely!
Let's start decrypting!
Q: What do | do?
A: First, you need to pay service fees for the decryption.
Please send %s to this bitcoin address: %s
Next, please find an application file named "%s". It is the decrypt software.

Run and follow the instructions! (You may need to disable your antivirus for a while.)

Q: How can | trust?
A: Don't worry about decryption.

We will decrypt your files surely because nobody will trust us if we cheat users.

* If you need our assistance, send a message by clicking <Contact Us> on the decryptor window.

Appendix A5 — S.wnry Strings Output
Data/PK

Data/Tor/PK
Tor/libeay32.dll
?LcPs/F*v
av'PGS)

y elwp0
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Appendix A7 — Taskdl.exe Strings Output
IThis program cannot be run in DOS mode.

Richy
text
“.rdata
@.data
.rsrc
u<Vh
v5V
\u'V
ho@
l@

SuU3

\$

\$$

=l @
LS8hPO@
Ph@0@
DS8RP

IS
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D@
yPQ
4@
o@
D@
M
vV,
P@
S@j
8@
P@
4@
P@
_Md

<q;

419 |Page



v&f
%X @
%\ @
hsSvw
0@
po@

| @
x0@
5t0@

(@

>v

XPVSS

s@

de

% @

%h @

%X @

%L @
GetTempPathW
GetWindowsDirectoryW
DeleteFileW
FindClose

FindNextFileW
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FindFirstFileW

Sleep

GetDriveTypeW

GetlogicalDrives

KERNEL32.dll
??1?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2 @ @std@ @ QAE@XZ

?_C@?1??_Nullstr@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2 @ @std @ @CAPB
GXZ@4GB

? Eos@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2 @ @std @ @AAEXI@Z
?_Grow@?S$basic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2@ @std@ @AAE_NI_N@Z
?_Tidy@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2 @ @std@ @AAEX_N@Z

?assigh@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2@ @std@ @QAEAAV12@AB
Vi2@ll@Z

?npos@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2@ @std@ @21B
?_Split@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2 @ @std @ @AAEXXZ
? Xran@std@ @YAXXZ

MSVCP60.dll

swprintf

wcslen

___CxxFrameHandler

?P2@YAPAXI@Z

free

MSVCRT.dII

_exit

_XcptFilter

exit

_acmdin

__getmainargs

_initterm
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__setusermatherr
_adjust_fdiv
__p__commode
__p__fmode
__set_app_type
_except_handler3
_controlfp
GetModuleHandleA
GetStartupinfoA
%C:\%s

SRECYCLE

%5\ %S

%5s\*%s

.WNCRYT

2\

VS_VERSION_INFO
StringFilelnfo
040904B0
CompanyName
Microsoft Corporation
FileDescription

SQL Client Configuration Utility EXE
FileVersion
6.1.7600.16385 (win7_rtm.090713-1255)
InternalName
cliconfg.exe

LegalCopyright

Microsoft Corporation. All rights reserved.

OriginalFilename
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cliconfg.exe
ProductName
Microsoft
Windows
Operating System
ProductVersion
6.1.7600.16385
VarFilelnfo
Translation

PADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDI
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NGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPA
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XXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDI
NGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPA
DDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDIN
GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
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GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
XXPADDINGPADDINGXXPADDINGPADDINGXXPADDING

Appendix A8 — Taskse.exe Strings Output
IThis program cannot be run in DOS mode.

g.v
gV

g.v
fv

l.v

e.v

d.v

g.w

fv
Richg.v
text
“.rdata
@.data
.rsrc
h@
SVw3
hP1l@
hP1@
h<l@
hS1@
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hio@
hTo@
hDo@
hDO@
hoo@
Rj(

Qh 0@
u&P
M
SSSS
M
SSj
RSP
M
SUVW3
M
hpl@
M
h'l@
M
PQj
IS

I5(
9IS
M
\$S
M
s@
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%4 @
hp @
hSVW

<v

>v

XPVSS

0@

(@

%, @

%< @

%T @
WaitForSingleObject
GetProcAddress
LoadLibraryA
GetModuleHandleA
Sleep

KERNEL32.dll
_except_handler3

_local_unwind2
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__p___argv
__p__argc

MSVCRT.dII

_exit

_XcptFilter

exit

_acmdIn

__getmainargs

_initterm
__setusermatherr
_adjust_fdiv
__p__commode
__p__fmode
__set_app_type
_controlfp
GetStartuplinfoA
winstaO\default
SeTcbPrivilege
WTSQueryUserToken
wtsapi32.dll
DestroyEnvironmentBlock
CreateEnvironmentBlock
userenv.dll

CloseHandle
GetCurrentProcess
WTSGetActiveConsoleSessionld
kernel32.dll
CreateProcessAsUserA

DuplicateTokenEx
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AdjustTokenPrivileges
LookupPrivilegeValueA
OpenProcessToken

advapi32.dll

WTSFreeMemory
WTSEnumerateSessionsA

Wtsapi32.dll

VS_VERSION_INFO

StringFilelnfo

040904B0

CompanyName

Microsoft Corporation

FileDescription

waitfor - wait/send a signal over a network
FileVersion

6.1.7600.16385 (win7_rtm.090713-1255)
InternalName

waitfor.exe

LegalCopyright

Microsoft Corporation. All rights reserved.
OriginalFilename

waitfor.exe

ProductName

Microsoft

Windows

Operating System

ProductVersion

6.1.7600.16385

VarfFilelnfo
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Translation
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NGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPA
DDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDIN
GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
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GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
XXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDI
NGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPA
DDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDIN
GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
XXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDI
NGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPA
DDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDIN
GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
XXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDI
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DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
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DDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDIN
GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
XXPADDINGPADDINGXXPADDINGPADDINGXXPAD

Appendix A9 — U.wnry Strings Output
IThis program cannot be run in DOS mode.

429 |Page



“.rdata
@.data
TSHSUV
DStVVVPV

PSSSSSSh

Jiiiiii
DSI\RP
LS\_"d
Jiiiiii
LS(_][d
TS$,RUP
u* A3

LSS_Ad

Jiiiiii
T$8PQR
D$@RhD
t/Sj@h
DS \gA
LSLPQR
D$4SUV
D$4DZA
LSI_A][d
ouujiQ
DST|gA
DShxgA
DS |pgA
LSOPSQ

DS4QPS
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DSxpgA
DSdxgA
DSP|gA
jcQhH!B
TSSjcRh
uo_ ALy
TSORWV
TSORWV
TSORWV
LSoQwv
TSORWV
LSPRPQ
TS(PQR
TSPRVS
T+3x%A
;DS<s!

LS RUP]
TS,PQh
{4_713
~(9~Su
DS 7]
DSLRPQ
LSXPQR
=j&&LZ66IA??~
H)R>
frD~E*T
V22dN::t
0%%Jr.\$S

&&Lj66IZ22~A
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='9-6d

_jbF~T

11#?*0

,A458_@

t\IHBW

QPeA~S

>458,@

p\IHtW

+HpXhE

T[S:.6
,458'9-6:.651#?*XhHpSeA~NrZIE
Sbt\IH

QeFbF~TiKwZ

458,9-6'.65:#?* 1hHpXeA~SrZIN
SbE\IHtQeF

F~TbKwZi

$8,4-6'965:.?* 1#HpXhA~SeZINrSbE
IHt\eF

Q~TbFwZiK
8,456'9-5:.6*1#?pXhH~SeAINrZbE
SHt\IF

QeTbF~ZiKw

inflate 1.1.3 Copyright 1995-1998 Mark Adler
Qkkbal

- unzip 0.15 Copyright 1998 Gilles Vollant
MFC42.DLL

__CxxFrameHandler

fclose

sprintf
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fwrite

wcescpy

wcscat

wcslen

_except_handler3
_local_unwind2

wcsrchr

wcsemp

swprintf

wcsstr

sscanf

strncmp

_mbscmp

_p__argv

_p__ argc

strrchr
??0exception@@QAE@ABVO@ @Z
??lexception@ @UAE@XZ
??0exception@@QAE@ABQBD@Z
_CxxThrowException
strtok

strncpy

memmove

_purecall

calloc

malloc

_mbsstr

realloc

MSVCRT.dII
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__dllonexit

_onexit
??1type_info@ @UAE@XZ
_XcptFilter

_acmdIn
__getmainargs
_initterm
__setusermatherr
_adjust_fdiv
__p__commode
__p__fmode
__set_app_type
_controlfp
CreateThread
DeleteFileA
GetFileAttributesA
CloseHandle
TerminateThread
WaitForSingleObject
GetExitCodeProcess
TerminateProcess
CreateProcessA
GetTickCount
GlobalFree
GetProcAddress
LoadLibraryA
GlobalAlloc
SetCurrentDirectoryA

GetCurrentDirectoryA
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SetFileTime
SetFilePointerEx
SetEndOfFile
SetFilePointer
GetFileTime
MultiByteToWideChar
FindClose
FindNextFileW
GetFileAttributesW
FindFirstFileW
CreateFileA
GetExitCodeThread
GlobalUnlock
GlobalLock
WideCharToMultiByte
GetDiskFreeSpaceExW
GetDriveTypeW
GetlogicalDrives
FindNextFileA
FindFirstFileA
InitializeCriticalSection
DeleteCriticalSection
ReadFile

GetFileSize

WriteFile
LeaveCriticalSection
EnterCriticalSection
ExitProcess

GetModuleFileNameA
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GetlLocalelnfoA

GetUserDefaultLangID
SystemTimeToTzSpecificLocalTime

GetTimeZonelnformation

CopyFilew

CreateDirectoryA

GetTempFileNameA

CopyFileA

GetComputerNameA
SystemTimeToFileTime
LocalFileTimeToFileTime

GetModuleHandleA

GetStartupinfoA
KERNEL32.dll
SetTimer
SendMessageA
KillTimer
EnableWindow
GetClientRect
CloseClipboard
SetClipboardData
EmptyClipboard
OpenClipboard
LoadCursorA
GetParent
SetCursor
InvalidateRect
RedrawWindow

FillRect

437 |Page



LoadlconA
SetWindowTextW
Drawlcon
GetSystemMetrics

Islconic

SystemParametersinfoW

SystemParametersinfoA
GetSysColor

OffsetRect
TabbedTextOutA
DrawTextA
GrayStringA
BringWindowToTop
SetActiveWindow
SetFocus
SetForegroundWindow
SetWindowPos
ShowWindow
FindWindowW
wsprintfA

USER32.dll
CreateFontA
CreateSolidBrush
PatBIt
CreateFontindirectA
GetObjectA
GetTextExtentPoint32A
DeleteObject

BitBIt
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CreateCompatibleDC
GetDeviceCaps
GetViewportOrgEx
GetWindowOrgEx

CreateRectRgn

CreateCompatibleBitmap

PtVisible
RectVisible
TextOutA
ExtTextOutA
Escape
GDI32.dll

FreeSid

CheckTokenMembership

AllocateAndInitializeSid

RegCloseKey
RegQueryValueExA
RegCreateKeyW
RegSetValueExA
CryptReleaseContext
GetUserNameA
ADVAPI32.dlI
ShellExecuteExA
ShellExecuteA
SHGetFolderPathW
SHELL32.dll
_TrackMouseEvent
COMCTL32.dll

OLEAUT32.dll
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URLDownloadToFileA
urlmon.dll
??1?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2 @ @std@ @ QAE@XZ

?_C@?1??_Nullstr@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2 @ @std@ @CAPB
GXZ@4GB

?assign@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2 @ @std@ @QAEAAV12 @PB
Gl@Z

? Tidy@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2@ @std@ @AAEX_N@Z
?_Eos@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2 @ @std @ @AAEXI@Z
?_Grow@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2 @ @std@ @AAE_NI_N@Z
?_Split@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2 @ @std @ @AAEXXZ
? Xran@std@ @YAXXZ
?npos@?Sbasic_string@GU?Schar_traits@G@std@@V?Sallocator@G@2@ @std@ @21B

? Xlen@std@@YAXXZ

MSVCP60.dll

WS2_32.dIl

DeleteUrlICacheEntry

WININET.dII

_wcsicmp

_wcsnicmp

_strnicmp

_setmbcp

.sqglite3

.sglitedb

.accdb

.class

.backup

.onetoc2

Connecting to server...
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s.wnry
%08X.eky

%08X.res

00000000.res

%08X.dky

%08X.pky

Connected

Sent request

Succeed

Received response

Congratulations! Your payment has been checked!

Start decrypting now!

Failed to check your payment!

Please make sure that your computer is connected to the Internet and
your Internet Service Provider (ISP) does not block connections to the TOR Network!
You did not pay or we did not confirmed your payment!

Pay now if you didn't and check again after 2 hours.

Best time to check: 9:00am - 11:00am GMT from Monday to Friday.
You have a new message:

c.wnry

advapi32.dll

WanaCryptOr

Software\

%04d-%02d-%02d %02d:%02d:%02d

WANACRY!

.WNCYR

.WNCRY

@WanaDecryptor@.bmp

@WanaDecryptor@.exe.Ink
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@Please_Read_Me@.txt
Content.IE5

Temporary Internet Files

This folder protects against ransomware. Modifying it will reduce protection
\Local Settings\Temp
\AppData\Local\Temp

\Program Files (x86)

\Program Files

\WINDOWS

\ProgramData

\Intel

CloseHandle

DeleteFileW

MoveFileExXW

MoveFileW

ReadFile

WriteFile

CreateFileW

kernel32.dll

Please select a host to decrypt.

All your files have been decrypted!
Pay now, if you want to decrypt ALL your files!
f.wnry

My Computer

mailto:

O|x8+"

2/0-_.X8w.+

[~}%.15

Microsoft Enhanced RSA and AES Cryptographic Provider
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TESTDATA
CryptGenKey
CryptDecrypt
CryptEncrypt
CryptDestroyKey
CryptimportKey
CryptAcquireContextA
Wana DecryptOr 2.0

cmd.exe

/c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set {default}

bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no & wbadmin delete

catalog -quiet
13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

English

m_%s.wnry

<https://

<http://

%d/%d/%d %02d:%02d:%02d

00;00;00;00
http://www.btcfrog.com/qgr/bitcoinPNG.php?address=%s
mailto:%s
https://www.google.com/search?q=how+to+buy+bitcoin
https://en.wikipedia.org/wiki/Bitcoin

Send %.1f BTC to this address:

%.1f BTC

Send $%d worth of bitcoin to this address:
%02d;%02d;%02d;%02d

b.wnry

Failed to send your message!
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Please make sure that your computer is connected to the Internet and
your Internet Service Provider (ISP) does not block connections to the TOR Network!
Your message has been sent successfully!

You are sending too many mails! Please try again %d minutes later.
Too short message!

.?AVexception@@

NVIDIA

Amazon

360Safe

Rising

Tencent

Mozilla

Google

incompatible version

buffer error

insufficient memory

data error

stream error

file error

stream end

need dictionary

tor.exe

%5\%5\ %S

TaskData

taskhsvc.exe

127.0.0.1

memory

invalid distance code

invalid literal/length code
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invalid bit length repeat

too many length or distance symbols
invalid stored block lengths

invalid block type

incomplete dynamic bit lengths tree
oversubscribed dynamic bit lengths tree
incomplete literal/length tree
oversubscribed literal/length tree
empty distance tree with lengths
incomplete distance tree
oversubscribed distance tree
incorrect data check

incorrect header check

invalid window size

unknown compression method
%5%5%Ss

.?AVtype_info@@
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YWW |zy
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Ihgnjinjigml
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jedmihkgfwsr
d’_hdcfbawsr
okjfbafba

tgpfbaea’

8888)RWZ
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xxxYrrrthhh

,:\OVY

Wana Decryptor

MS Sans Serif

Check &Payment
&Decrypt

RICHEDIT

QR Code

About bitcoin

How to buy bitcoins?
Contact Us

Ooops, your files have been encrypted!
Your files will be lost on
1/1/2017 00:00:00
00:00:00:00
msctls_progress32
Progressl

Time Left

Payment will be raised on
1/1/2017 00:00:00
00:00:00:00
msctls_progress32

Progressl
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Time Left

Send $300 worth of bitcoin to this address:

Message

MS Sans Serif
Cancel

Decrypt

MS Sans Serif
&Start

C&opy to clipboard

&Close

Select a host to decrypt and click "Start".

SysListView32

MS Sans Serif

Cancel
msctls_progress32
Progressl

Checking your payment...
MS Sans Serif

Cancel

Domain\User

Password
VS_VERSION_INFO
StringFilelnfo
040904B0
CompanyName
Microsoft Corporation
FileDescription

Load PerfMon Counters

FileVersion
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6.1.7600.16385 (win7_rtm.090713-1255)
InternalName
LODCTR.EXE
LegalCopyright
Microsoft Corporation. All rights reserved.
OriginalFilename
LODCTR.EXE
ProductName
Microsoft
Windows
Operating System
ProductVersion
6.1.7600.16385
VarFilelnfo
Translation
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<assembly xmIns="urn:schemas-microsoft-com:asm.v1"
manifestVersion="1.0">
<assemblyldentity
name="Hola"
version="1.0.0.1"
processorArchitecture="X86"
type="win32"
<description>Hola</description>
<dependency>
<dependentAssembly>
<assemblyldentity
type="win32"

name="Microsoft.Windows.Common-Controls"
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version="6.0.0.0"
processorArchitecture="X86"

publicKkeyToken="6595b64144ccf1df"

language="*"
/>
</dependentAssembly>
</dependency>

</assembly>
English
Bulgarian
Chinese (simplified)
Chinese (traditional)
Croatian
Danish
Filipino
Finnish
French
German
Indonesian
Italian
Japanese
Korean
Latvian
Norwegian
Polish
Portuguese
Romanian
Russian

Slovak
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Spanish
Swedish
Turkish
Vietnamese

PAPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPA
DDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGX
XPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDI
NGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPA
DDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDIN
GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
XXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDI
NGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPA
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Appendix A10 — WannaDecryptorExe Strings Output
File: @WanaDecryptor@.exe

MD5: 7bf2b57f2a205768755c07f238fb32cc

Size: 245760

Ascii Strings:

0000004D !This program cannot be run in DOS mode.
000000EO Richa

000001F0 .text

00000217 “.rdata

0000023F @.data

00000268 .rsrc

00001002 hX4A

0000106C _A[d
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000010C2 hx4A
00001151 =0VA
0000123A =0VA
00001301 TSHSUV
0000130B =<UA
0000135E LSXPQ
000013F0 -4UA
00001519 QRhT
00001591 LSXP
000015DF _*][d
0000161A HtrH
000016B1 Wiih
00001818 DS h
000018A3 Sj@P
00001915 SjOh
00001931 Sj@h
00001945 _A[d
00001A38 t5Vj
00001ACA DStVVVPV
00001AEE DSd;
00001B13 DSh;
00001BBA PSSSSSSh
00001BC9 LSO;
00001C76 SUVW
00001DBB _*]3
00001F32 h15A
000020AA hPOA
00002402 tk)E

0000260A _7][
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00002634

000026B2

00002716

00002739

0000275C

00002787

000027A1

000027B6

000027BD

00002819

0000282C

00002842

0000286A

00002878

00002888

0000288D

00002910

0000291E

0000292E

00002933

00002979

000029E8

000029F7

00002A03

00002A12

00002A23

00002A32

00002A54

00002A8F

E
hn5A
D$TRh
TSTQR
DS$,QP
T$,QR
D$ P
51UA
=XUA
T$dh
D$S\P
TS\QR
LS\Q
LS8PR
D$8P
T$4QR
Ls\Q
LSHPR
D$HP
T$8QR
TSR
DS(;
=pUA
DSdh
Ls\Q
TSdh
DS\P
LS4PQ
DS t&
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00002A95 T$4SR
00002AA6 LSXPQ,
00002AB4 9t$ u
00002ABB T$(R
00002C30 _"@|
00002DA0 SUVW
00002DF4 0A][
00002EOE tjSV3
00002F25 QSUV
00002F2A t$W
00002FC8 _A[
00003077 _A][d
0000316E _A[d
00003289 F'Ph
00003345 H joQ
00003368 QjOR
00003387 QjOP
000033A5 WjoQ
00003488 _A][
00003492 _A][
000034A2 h 6A
000034FF DS +
00003543 L$S$_
000035A2 h\6A
000036DF T$S$SR
0000374F L$$Q
00003777 L$(Q
000037F0 _A][d

00003865 =0VA
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000038F8 h{6A
0000391D =0VA
000039A5 j@h,
000039AF T$(WR
00003A3C =,QA
00003A8B DS$(R
00003BOB SVhI
00003BAC -xUA
00003D60 L$\h
00003D80 LS\;
00003D90 T$ hp
00003DA3 DS Pj
00003DB5 DS$!\RP
00003DBC DS$(\
00003DC9 DS Pj
00003E65 =0VA
00004092 h97A
000040A5 QSUV
000040DE FHOZA
00004104 =HVA
00004135 _A[d
00004172 hv7A
000042CB @ WRh
000043A6 L$\ Ad
000044FF Rj<P
00004557 thWV
00004589 D$SP
000045C2 LS Ad

00004606 ;AT}
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000047C5

000047CA

000049B5

000049BA

00004A4E

00004C87

00004C95

00004CF2

00004E4C

00004E6C

00004E84

00004ESB

00004EB2

00004F0C

00004F50

00004FB6

00004FCO

000051D2

0000525A

000052B4

0000544C

00005465

00005561

00005582

000055A5

000055E6

00005611

00005616

0000566B

h8"A
hPOA
hHMA
hPOA
RVSW
FdDZA
FpOZA
hN8A
HjoQ
QjOR
WjoP
WjoP
hp8A
DS +
LSS_
M
M

F h!
8VKu&
DS P
TSSQR
TSQ
LS(_"][d
hC9A
N PQ
DS@?
LS@j
QURP

DS(P
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00005678 D$8Q3
0000568D D$4P
00005699 TStRP
000056C1 D$<PQ
000056F1 \$hS
000056F6 \$hSP
00005705 T$,RUP
00005734 ~%9D$
00005760 L$0@;
00005771 DS$8_
0000577E D$SP
00005795 5'PA
0000579E T$OR
000057D0 A][d
0000583E yp_
0000584D yp_*
00005A40 hPZ@
00005A62 hv:A
00005E12 he<A
000060FA SUVW
00006369 _A][d
000063A9 F'Ph
000064D6 SUVW
000064EB 50VA
00006502 C Rj
000067B4 5,VA
00006827 Pj'Q
00006942 h0>A

0000699F DS +
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000069E3

00006A84

00006AA7

00006AB3

00006AE2

00006B4D

00006C88

00006CF8

LSS_
u* A3
K
M
ha>A
=<UA
S50VA

hx>A

00006D1A =0VA

00006D2F

00006D8D LSS_~d

00006DC6

00006E15

00006E30

00006E4C

00006E65

00006EB5

00006ED3

0OO06EDF

00006F9B

00006FA9

00007079

00007123

00007148

0000716B

0000718D

000071AE

000071D1

000071EF

D$4j

-0VA
RVhK
LS j
DS
ubF;
DS(T
TSR
M
SUVW
=tPA
-XPA
=0VA
HjoQ
QjoR
Qjop
HjoQ
QjoR

ujop
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00007210

00007233

00007255

00007273

000074D6

00007516

0000751B

00007528

00007546

00007548

0000757A

000075A7

000075B8

000075D3

000075D8

00007627

000076BB

000076D0

000077EC

00007800

00007805

0000781C

0000784D

000079AB

000079CB

000079D4

00007A34

00007AF9

00007CA7

H joQ
QjOR
Qjop
sjoQ
DS$8P
LS(P
T$<QR
T$%
LS&R
T$&%
LSHQ
TS8PQR
TS %
LS&R

TS&%

_"d

SUV3
t$3
DS2%
RPWQ
DSHh
LS8Q
50VA
_Mld
wbtS=
w8t)
w7t(=
uwh8

M
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00007CB2 hw?A
00007DD8 5HUA
00007FD4 DS$Hh
00007FF6 QRhT
00008007 LS'P
00008031 DS@RhD
00008125 -8UA
0000818E tTVj
000082AE _A][
000082DB SUVW
00008379 5HUA
000084DB RPhT
000084F0 T$8Q
00008518 t/Sj@h
0000853C Sjoh’
00008569 _*][d
0000863A SPSh
00008699 ~][d
000086E2 hU@A
00008711 DSL3
00008726 V SSh
0000873F L$'PQ
00008766 DS \gA
000087AF D$OP
000087EB TS0+
000087F1 L$8P+
00008820 D$(Q
00008877 LSLPQR

00008889 LSLPQ
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0000889B LSLR
000088A9 LS';
000088B4 ;DSd
00008906 LSP+
00008919 DSL+
00008936 1Sd+
00008959 DStt
00008983 ~TJ;
0000898F DSDR
000089D4 DShu
000089E0 LShQP
000089F5 DShP
000089FE DSHQP
00008A28 LSOh
00008A38 TSL+
00008A3F TSL+
00008A96 LSOh
00008AA6 TSL+
00008AAD TSL+
00008ABF DS(;
00008B2C _*[d
00008B42 h{@A
00008BSC RWUP
00008BA3 QRWP
00008C08 _~]d
00008C44 DS4SUV
00008CDO DSS;
00008CED TS ;

00008D03 TS8}
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00008D26 L$OPQ
00008D30 D$(PQ
00008D5C _A][
00008D89 D$|S
00008DAC T$,+
00008DD9 TS +
00008E7A -TPA
00008EAB D$0u3
00008F07 D$4DZA
00009011 L$$%
00009039 T$<R
0000903E DS$PSP
00009074 T$@R
00009079 DS$dSP
00009093 L$D;J
000090D0 L$I_A][d
000090F8 hMAA
000091A8 LS$(+
000091D6 O UUj1Q
00009226 DST|gA
0000924F D$hxgA
0000929E t$|j
00009289 D$|pgA
00009324 D$(t2
00009333 Qj<R
00009345 gfff
00009382 D$(3
000093C8 DS$,3

00009419 LSOPSQ
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0000942D DS$,u
0000944F T$4+
0000946C L$OP
00009471 DS$<+
000094E4 D$HR
000094F8 D$HP
0000952A L$HQ
0000959C LSOP
000095A5 D$4QPS
0000960D L$8QS
00009626 D$ QP
00009642 DS$xpgA
00009686 DSdxgA
000096A7 D$P|gA
000096BF LSTP
00009725 _A][d
00009792 hhAA
00009A42 h BA
00009A59 D$(V
00009D82 t$,+
00009E22 h8BA
00009EC2 hXBA
00009F8C TS R
00009F91 T$ R
00009F96 TS R
00009FAO DS P
0000AOAC TS R
0000AOB1 T$ R

0000AOB6 TSR
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0000AOBB TS R
0000A0CO TS R
0000AOC5 TS R
0000AOCA T$ RP
0000A2B3 LS, |
0000A337 15$3
0000A363 T$$@)
0000A369 T$Su
0000A37B DSS;
0000A3AA T$(+
0000A3C4 |$0;
0000A3CA DS$S|
0000A3ED L$&3
0000A43D L$(3
0000A44D LS(t&
0000A49F L$'3
0000AS1E LS,;
0000A561 DS$S |
0000A56B LS,;
0000A584 D$0~j
0000ASAO L$'3
0000ASEE D$O|
0000A640 D$,3
0000A705 t$83
0000A9BD T$,]2
0000A9F1 DS h
0000AAOO D$03
0000AA5S LS @

0000AAE4 DSS3
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0000AB1F D$<3
0000AB69 D$<3
0000AB9C D$<3
0000ABFC D$$3
0000AC49 DS$@2
0000ADBO L$0”2
0000ADEO D$4h
0000ADFE T$DQR
0000AEOA _A][
0000AEED LS +
0000AF35 T$,%
0000AFED DS$ +
0000B086 D$D2
0000BOA7 _A][
0000BOEO D$4h
0000BOFE T$DQR
0000B10A _A][
0000B1F3 LS +
0000B23B T$,%
0000B2F3 DS +
0000B38F D$D2
0000B3B0 _A][
0000B3EF t$(3
00008424 TS 3
0000B43C D$ UP
0000B4BA t$,;
0000B4C5 _A][
00008586 t$,F

0000B58B tS,;
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0000B592 _A][
0000BSEB T$,3
0000B5F2 9DS,r
0000B5F8 _A][
0000B632 t[W]
0000B6DF _7]2
0000B719 _AJ2
0000B775 _A][
0000B859 |$]h
0000B870 L$hh
0000B889 T$\R
0000B8B2 hH!B
0000B947 DS\j
0000B986 PQRRh
0000B992 TSOf
0000B997 T$dR
0000BA89 LS(j
0000BBOB SUVW
0000BBED D$$P
0000BBF2 T$SQR
0000BCCA D$$QP
0000BD65 L$@Q
0000BDDB L$<Q
0000BDFF _A][d
0000BE49 DSt
0000BE4F D$8;
0000BE61 T$<QR
0000BE6F 9t$ u

0000BE94 jcPh
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0000BEA5 jcQhH!B
0000BEB3 T$SjcRh
0000C07F SVWh
0000COCE Sh N
0000COEF =0VA
0000C1F7 Sh"N
0000C228 _A[d
0000C25F SUVWh
0000C2AF Uh N
0000C4A2 Uh"N
0000C4D3 _A][d
0000C800 SUVW
0000C854 OA][
0000CS6E tiSV3
0000CAD2 h1CA
0000CB7D _A][
0000CC24 _A][d
0000CDF3 _AJ[
0000CE05 _A][
0000CE44 _A][
0000CFEO QVW;
0000D2BC ~9SU
0000D31F _A]3
0000D3C1 _A][
0000D450 R(=3
0000D49D LS ;
0000D4B3 _A][
0000D540 R(=3

0000D58C _A][Y
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0000D5E2 hHCA
0000D652 hhCA
0000D6D9 DS:f
0000D6FC \S,f
0000D701 \$*f
0000D718 =|VA
0000D721 Ph~f
0000D733 LS,j
0000D769 TSDQ
0000D78C L$<QV
0000D7B4 Ph~f
0000D7D6 DSS'
0000DA97 _7]3
OO0ODAFD |$f
0000DCO3 SUVW
0000DC92 DSSS
0000DCE9 _A][
000O0DDF8 M<SvQ
0000DEE2 uQ_7][Y
0000DF37 tSSW
0000DFC7 WVQR3
0000DFFB DS$0s
0000E088 LS(r
0000EQ95 DS(#
0000E14D DS,3
0000E170 LS(r
0000E17D DS(#
0000E1D4 DS,3

0000E1F7 LS(r
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0000E204 DS$(#
0000E2CA LS(r
0000E2D7 DS(#
0000E37C T$ORWV
0000E397 D$ s
0000E3B9 DS ;
0000E3F5 AH;N,
0000E453 TSORWV
0000E46E D$ s
0000E490 DS ;
0000E517 _A[
0000E553 TSORWV
0000E561 _A[
0000E5AA Al
0000E5D4 L$0QWV
0000E5E5 _A][
0000E603 TSORWV
0000E64A _A][
0000E68C _A][
0000E6C4 _A[
0000E747 G(RP
0000E796 GO_*
0000E7D8 W(VR
0000E7ED G(S;
0000E804 W(QR
0000ES0C G(VP
0000E845 \$<UV
0000E923 D$(V

0000E928 LSOP
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0000E92D T$8Q
0000E932 DS@RP
0000E945 DSDVQ
0000E94B LSPRPQ
OO0OEABA LSSs
O000EA83 TS u,
OO0OEAS8C TSS;
O000EAAS LS +
0000EB6A DSHr
0000EBA9 N(PQ
O000EC1F DS$Hr
O000EC56 DSHr
0000ED1C DSHr
O000ED40 TS$Ss
O000ED93 T$8s;
O000EDCA DSHr
OOOOEDE1 LS #
OO0OEE52 TS J
O000EE57 TS u
000OEE8C LSHRQ
O00OEE96 LSOR
OOOOEEE6 LSSVR
OO0OEEEC TS$S(PQR
0000EF09 N(PQ
O000EF32 DSP+
O00O0EFFF _A][
0000F03E _A[
0000F0A6 _M[

0000FODO TSPRVS
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0000FOE1 ][
0000F119 _A][
0000F162 _A][
0000F179 V(QR
0000F1CO _AJ[
0000F1FF _AJ[
0000F22B DS$PPV
0000F23E ][
0000F24A V(QR
0000F292 _A][
0000F2A5 V(QR
0000F2EC _A][
0000F328 _A][
0000F380 K4PVS
0000F38D _A[
0000F3CF _A][
0000F40B _AJ[
0000F467 N(PQ
0000F472 F(RP
0000F47A N(WQ
0000F50E 9t$Tu
0000F525 :_A]3
0000F581 T$,v
0000F59C T+3x%A
0000F5C1 t$Dy
0000F628 t$DB
0000F659 LS,;
0000F6E3 TS+

O00OF6E9 LSH;
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0000F79B D$1+
0000F7A8 TS0+
0000F85A ;D$<s!
0000F87B ;DS$<r
0000F8B6 |$8M#
0000F90C L$,B;
0000F921 t$D3
0000F954 |$ ]
0000F991 L$ RUP;
0000F9BO W(SR
0000F9C3 A]_[Y
0000F9E1 W(SR
0000F9ED A]_[Y
0000FA03 \$,UV
0000FA09 C(Wij
0000FA46 L$4R
0000FA4B T$,PQh
000OFASF L$SR
0000FA94 TS(P
0000FA99 D$0Qh
0000FACD C(WP
0000FAD9 _A][Y
0000FAE5 K(WQ
0000FAF8 _AJ[Y
0000FBO4 K(WQ
0000FB1C _A][Y
0000FB34 K(WQ
0000FB40 _A][Y

0000FBA4C S(WR
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0000FB5F _A][Y
0000FB77 S(WR
0000FB83 _A][Y
0000FBC8 L$(SU
0000FC49 t$O#
000OFCEF t$4#
0000FD83 LS+
0000FDAL I$(+
0000FDAD I$(+
0000FDBC GFMu
0000FDCC GFlu
0000FDEB GFlu
0000FEOA GFlu
000OFESA \$8+
0000FEB8 {4_A]3
0000FEE2 \$8+
0000FF10 {4_A]
0000FF49 \$8+
0000FF77 {4_A]
0001035C N(PQ
000103C0O ~(9~$u
00010730 _A[
00010768 _A[
000107A5 _A][
000107DE _A[
000108B8 DS _*]
000108C9 t$ 3
0001090E _7]3

00010977 _M[
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00010D39 DS j
00010D4D LS Qj
00010D6D <OPu
00010DB5 [_A]
00010E65 D$ PV
00010E93 DS ;
00010EBO DS$<PV
00010EC5 LS@QV
00010EDA T$SRV
00010EF2 LS@U
00010F20 |$<h
00010F2B t$ +
00011006 |$d3
000110C0 DS PQ
000110D9 TSHRP
000110E6 LS,QR
000110FD DS$(PQ
00011114 T$,RP
0001112B L$OQR
00011142 DS$4PQ
00011159 TS$8RP
00011170 L$<QR
00011187 DS@PQ
0001119E TS$DRP
000111CA DSOU
000111E2 T$|;
0001123E LSlj
00011289 DS$<+

000112C4 DSlj
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000113B3 V(QRV
0001143A F(RPV
000114CD D$ PQ
000114FB LS QR
00011519 LS ;
00011531 D$ PQ
00011548 TS RP
0001157C TS RP
00011580 TS RP
00011602 ;GHt
0001168D 9_|t
000117CA xV4t
000117FC w]|_A[
00011817 SUVWS3
00011867 L$S;
0001186E _A]3
00011927 FpRP
000119A5 FPWRP
00011A69 _A][
00011A78 _7]3
00011AA9 _A[[
00011AB5 _A][
00011BAC DS f
00011BDE ?PQf
00011CA6 PWQV
00011CBA _A]Y
00011DF3 DSLRPQ
00011E03 D$@R

00011EOA LSXPQR
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00011E30 DS j
0001206F L$SOPQ
000122A5 Wtd+
00012366 SUVW
00012454 _A]3
00012515 _A]3
0001254C _A][
00012568 _A][
00012600 L$0QV
00012635 ug_"]
00012688 L$,Qj
000126CE -LQA
00012710 PVQW
00012785 _A][
000127F5 QSWhD
00012817 t$,;
00012B97 %|TA
00012B9D %xTA
00012BA3 %tTA
00012BA9 %pTA
00012BAF %ITA
00012BB5 %hTA
00012BBB %dTA
00012BC1 %'TA
00012BC7 %\TA
00012BCD %XTA
00012BD3 %TTA
00012BD9 %PTA

00012BDF %LTA
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00012BE5 %HTA
00012BEB %DTA
00012BF1 %@TA
00012BF7 %<TA
00012BFD %8TA
00012C03 %A4TA
00012C09 %0TA
00012COF %,TA

00012C15 %(TA

00012C1B %STA
00012C21 % TA

00012D11 %|SA
00012D17 %xSA
00012D1D %tSA
00012D23 %pSA
00012D29 %ISA

00012D2F %hSA
00012D35 %dSA
00012D3B %'SA

00012D41 %\SA

00012D47 %XSA
00012D4D %TSA
00012D53 %LSA
00012D59 %HSA
00012D5F %DSA
00012D65 %@SA
00012D6B %<SA
00012D71 %8SA

00012D77 %A4SA
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00012D7D %0SA
00012D83 %,SA
00012D89 %(SA
00012D8F %SSA
00012D95 % SA
00012E07 %SRA
00012EOD %tQA
00012E13 %xQA
00012E19 %|QA
00012F09 % RA
00012F15 %(RA
00012F1B %,RA
00012F21 %0RA
00012F27 %4RA
00012F2D %8RA
00012F33 %<RA
00012F39 %@RA
00012F3F %DRA
00012F45 %HRA
00012F4B %LRA
00012F51 %PRA
00012F57 %TRA
00012F5D %XRA
00012F63 %\RA
00012F69 % RA
00012F6F %dRA
00012F75 %hRA
00012F7B %IRA

00012F81 %pRA
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00012F87 %tRA
00012F8D %xRA
00012F93 %|RA
00013017 %,UA
00013021 %0UA
00013027 %8UA
0001302D %<UA
00013033 %@UA
00013039 %DUA
0001303F %HUA
00013045 %LUA
0001304B %\UA
00013051 % UA
00013057 %dUA
0001310C hPOA
00013121 hSVW
000131DA >"u:F
00013225 XPVSS
00013285 %|UA
000132F0 WVS3
000133C9 %(UA
0001343F %PSA
00016FBO c|w{
0001700B 9JLX
0001703A ~=d]
00017100 IpHP
000171D0 POO
000171DC }++V

0001723B =j&&LZ66IA??~
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00017250 \44h
00017268 S11b?
00017278 e##F"
000172A4 i"N
000172B8 t,X.
000172D4 M;;va
000172DF X))R>
000172E8 q//*
00017300 * @
0001731B gK99r
00017348 U33f
00017364 D<<x
00017387 !H88p
0001739C c!!BO
000173DC G==z
00017400 f""D~**T
00017434 V22dN::t
00017448 ISSH
00017478 Y77n
000174B8 0%%Jr..\$
000174F4 B>>|
00017514 _55j
00017568 x((Pz
00017597 )w--Z
000175CF TOO'P
000175DC ++V}
0001763C &&Lj661Z??~A
0001764F 044h\

00017667 s11bS
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00017677 R##Fe
000176A3 &'"Ni
000176B8 ,,Xt
000176C2 6-nn
000176D4 ;;vM
000176E0 ))R{
000176E7 >//"q
000176FF , @
0001771C 99rKJJ
00017748 33fU
00017764 <<xD
00017788 88pH
0001779B ul!Bc
000177DC ==zGdd
000177EA 2+ss
00017800 ""Df**T~
00017833 ;22dV:tN
00017848 SSHI\\
00017877 C77nYmm
000178B8 %%Jo..\r
000178DE >!KK
000178F4 >>|B
00017914 55j_ WW
0001793E "3ii
00017968 ((Px
00017998 --Zw
000179D0 0O°PO
000179DB g+V}+

00017A3C &Lj&6IZ6?~A?
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00017A50 4h\4
00017A68 1bS1
00017A78 #Fet
00017AA4 'Ni'
00017AB8 ,Xt,
00017AD3 R;vM;
00017AEOQ )R{)
00017AE8 /~q/
00017B00 @°
00017B1C 9rK9J
00017B47 M3fuU3
00017B63 P<xD<
00017B88 8pHS8
00017B9C !Bc!
00017BDB ~=zG=d
00017C00 "Df"*T~*
00017C34 2dV2:tN:
00017C48 SHIS\
00017C78 7nY7m
00017CB7 x%J0%.\r.
00017CF3 p>|B>
00017D13 a5j_5W
00017D67 U(Px(
00017D98 -Zw-
00017DDO ‘P00
00017DDA ggV}++
00017E3C Lj&&IZ66~A??
00017E50 h\44Q

00017E68 bS11*?
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00017E78 Fe##
00017EA4 Nj"
00017EBS Xt, 4.
00017ED2 RRVM;;
00017EEQ R{))
00017EE8 Aq//
00017F00 @
00017F1C rk99
00017F46 MMfU33
00017F62 PPxD<<%
00017F88 pHS8
00017F9C Bc!! 0
00017FCA DD.9
00017FDA ~~zG==
00017FE6 ]]2+
00018000 Df'"T~**;
00018034 dV22tN::
00018048 HI$S
00018078 nY77
000180B6 xxJo%%\r..85
000180DA tt>!
000180F2 pp|B>>q
00018112 aaj_55
00018166 UUPX(
00018198 Zw--
000181B3 QSeA™
00018225 !tX)i
00018270 XhHp

0001834C Nrzl
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0001835B ='9-6d
0001836C :.65
00018387 aikwZ
000183C9 ;fD4~
000183CF [v)C
000183E6 cB@"
0001845A _jbF~T
000184C3 11#?*0
00018578 ,458_@
00018589 I<(A
000185A8 t\IHBW
000185B2 QPeA~S
000185D1 0 Umv
00018623 -ItX
0001865D ShEwd
00018670 hHpX
0001868D Uf*(
00018745 +2Hp
0001874C rZIN
0001875C 9-6'
00018765 \h!T[
0001876C .65:g
00018788 KwZi
000187CE [4)C
0001885C F~Tb
000188C4 #?*1
00018966 _[o=
00018977 >458,@

000189A7 p\IHtW
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000189B4

00018A5A

00018A6F

00018B4B

00018B5C

00018B6B

00018B87

00018B97

00018BCD

00018C5C

00018CC4

00018CCF

00018D78

00018DAS8

00018DAE

00018DB4

00018E26

00018E39

00018E59

00018E70

00018F1A

00018F4C

00018F5C

00018F6A

00018F88

00018FCA

00019058

000190C4

00019177

A~Se
"3SbE
+HpXhE
pZINr
-6'9
T6S:.
wZiK
*<C
[4~C
~ThF
x4
fNt7
$8,4
[Ht\
BWQP
~SeA
Itl)i
k>X'
"3QbE
pXhH
Cagw
INrz
6'9-
T[S:.6
ZiKw
;f[4~
_TbF~
*14?

h8,45
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000191A7 2Ht\I

000191C0 ,458'9-6:.651#?*XhHpSeA~NrZIE
000191DE Sbt\IH

000191E5 QeFbF~TiKwZ

0001952D ,}Vz

000195C0 458,9-6'.65:#?*1hHpXeA~SrZIN
000195DD SbE\IHtQeF

000195E8 F~TbKwZi

000199C0 $8,4-6'965:.?*1#HpXhA~SeZINrSbE
000199E0 IHt\eF

000199E7 Q~TbFwZiK

00019C6F *Gz<

00019DCO 8,456'9-5:.6*1#?pXhH~SeAINrZbE
00019DDF SHt\IF

00019DE6 QeTbF~ZiKw

0001A12E ,}7z

0001B3F4 inflate 1.1.3 Copyright 1995-1998 Mark Adler

0001B68D n;”

0001B74D Qkkbal

0001B85B i]Wb

0001B99B 9a&g

0001B9A4 MGil

0001B9A9 wn>lJj

0001B9EB #.zf

0001B9F9 +0*7

0001BAOB - unzip 0.15 Copyright 1998 Gilles Vollant
0001D374 MFC42.DLL
0001D380 __ CxxFrameHandler

0001D394 fclose
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0001D39E fread

0001D3A6 fopen

0001D3AE sprintf

0001D3B8 rand

0001D3CO0 fwrite

0001D3CA time

0001D3D2 srand

0001D3DA wcscpy

0001D3E4 wcscat

0001D3EE wcslen

0001D3F8 _ftol

0001D400 _except_handler3
0001D414 _local_unwind?2
0001D426 wcsrchr

0001D430 wcscmp

0001D43A swprintf

0001D446 wcsstr

0001D450 fgets

0001D458 sscanf

0001D462 strncmp

0001D46C _mbscmp

0001D476 __p___ argv

0001D484 _ p_  argc

0001D492 strrchr

0001D49C ??0exception@@QAE@ABVO@ @Z
0001D4B8 ??lexception@@UAE@XZ
0001D4D0 ??0exception@ @QAE@ABQBD@Z
0001D4EC _CxxThrowException

0001D502 strtok
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0001D50C strncpy
0001D516 memmove
0001D520 _purecall
0001D52C free
0001D534 calloc
0001D53E malloc
0001D548 _mbsstr
0001D552 realloc
0001D55A MSVCRT.dII
0001D568 __dllonexit

0001D576 _onexit

0001D580 ??1type_info@ @ UAE@XZ

0001D598 _exit

0001D5A0 _XcptFilter
0001D5AE exit

0001D5B6 _acmdin
0001D5C0 __getmainargs
0001D5DO0 _initterm
0001D5DC __ setusermatherr
0001D5F0 _adjust_fdiv
0001D600 _ p commode
0001D610 _ p_ fmode
0001D61E __set_app_type
0001D630 _controlfp
0001D63E CreateThread
0001D64E DeleteFileA
0001D65C GetFileAttributesA
0001D672 CloseHandle

0001D680 TerminateThread
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0001D692

0001D6AS8

0001D6BE

0001D6D2

0001D6E4

0001D6F4

0001D702

0001D714

0001D724

0001D732

0001D74A

0001D762

0001D770

0001D784

0001D794

0001D7A6

0001D7B4

0001D7CA

0001D7D6

0001D7E6

0001D7FC

0001D8OE

0001D81C

0001D830

0001D840

0001D84E

0001D864

0001D87A

0001D88A

WaitForSingleObject
GetExitCodeProcess
TerminateProcess
CreateProcessA
GetTickCount
GlobalFree
GetProcAddress
LoadLibraryA
GlobalAlloc
SetCurrentDirectoryA
GetCurrentDirectoryA
SetFileTime
SetFilePointerEx
SetEndOfFile
SetFilePointer
GetFileTime
MultiByteToWideChar
FindClose
FindNextFileW
GetFileAttributesW
FindFirstFileW
CreateFileA
GetExitCodeThread
GlobalUnlock
GlobalLock
WideCharToMultiByte
GetDiskFreeSpaceExW
GetDriveTypeW

GetlogicalDrives
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0001D8SE

0001D8AE

0001D8CO

0001D8DC

0001D8F4

0001DS00

0001D9SOE

0001D91A

0001D932

0001D9%4A

0001D952

0001D960

0001D976

0001D988

0001D9A0

0001DSC2

0001D9DC

0001D9ES8

0001D9FC

0001DA10

0001DA1C

0001DA30

0001DA48

0001DA62

0001DA76

0001DA86

0001DA96

0001DAA2

0001DAB2

FindNextFileA
FindFirstFileA
InitializeCriticalSection
DeleteCriticalSection
ReadFile

GetFileSize

WriteFile
LeaveCriticalSection
EnterCriticalSection
Sleep

ExitProcess
GetModuleFileNameA
GetlocalelnfoA
GetUserDefaultLangID
SystemTimeToTzSpecificLocalTime
GetTimeZonelnformation
CopyFileW
CreateDirectoryA
GetTempFileNameA
CopyFileA
GetComputerNameA
SystemTimeToFileTime
LocalFileTimeToFileTime
GetModuleHandleA
GetStartupinfoA
KERNEL32.dll

SetTimer
SendMessageA

KillTimer
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0001DABE

0001DACE

0001DADE

0001DAFO

0001DB0O4

0001DB16

0001DB26

0001DB34

0001DB40

0001DB4C

0001DBSE

0001DB6E

0001DB7A

0001DB86

0001DB98

0001DBA4

0001DBB8

0001DBC4

0001DBDC

0001DBF4

0001DCO02

0001DC10

0001DC22

0001DC2E

0001DC3C

0001DC50

0001DC62

0001DC6E

EnableWindow
GetClientRect
CloseClipboard
SetClipboardData
EmptyClipboard
OpenClipboard
LoadCursorA
GetParent
SetCursor
InvalidateRect
RedrawWindow
FillRect
LoadlconA
SetWindowTextW
Drawlcon

GetSystemMetrics

Islconic
SystemParametersinfoW
SystemParametersinfoA
GetSysColor

OffsetRect
TabbedTextOutA
DrawTextA

GrayStringA
BringWindowToTop
SetActiveWindow
SetFocus

SetForegroundWindow
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0001DC84 SetWindowPos
0001DC94 ShowWindow
0001DCA2 FindWindowW
0001DCBO wsprintfA
0001DCBA USER32.dll
0001DCC8 CreateFontA
0001DCD6 CreateSolidBrush
0001DCEA PatBIt

0001DCF4 CreateFontIndirectA
0001DDOA GetObjectA
0001DD18 GetTextExtentPoint32A
0001DD30 DeleteObject
0001DD40 BitBIt

0001DD4A CreateCompatibleDC
0001DD60 GetDeviceCaps
0001DD70 GetViewportOrgEx
0001DD84 GetWindowOrgEx

0001DD96 CreateRectRgn

0001DDA6 CreateCompatibleBitmap

0001DDCO PtVisible

0001DDCC RectVisible

0001DDDA TextOutA

0O001DDE6 ExtTextOutA

0001DDF4 Escape

0001DDFC GDI32.dll

0001DEO8 FreeSid

0001DE12 CheckTokenMembership
0001DE2A AllocateAndinitializeSid

0001DE46 RegCloseKey
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0001DE54 RegQueryValueExA
0001DE68 RegCreateKeyW
0001DE78 RegSetValueExA
0001DE8A CryptReleaseContext
0001DEAO GetUserNameA
O0001DEAE ADVAPI32.dll
0001DEBE ShellExecuteExA
0001DEDO ShellExecuteA
0001DEEO SHGetFolderPathW
0001DEF2 SHELL32.dll
0001DFO0 _TrackMouseEvent
0001DF12 CcOMCTL32.dll
0001DF20 OLEAUT32.dll
0001DF30 URLDownloadToFileA
0001DF44 urlmon.dll

0001DF52 ??1?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2@ @std @ @ QAE@XZ

0001DF9C ?_C@?1??_Nullstr@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2 @ @st
d@ @CAPBGXZ@4GB

0001DFF8 ?assign@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2 @ @std @ @QAEA
AV12@PBGI@Z

0001E050 ?_Tidy@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2@ @std@ @AAEX_
N@Z

0001EQAQ ?_Eos@?Sbhasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2 @ @std @ @AAEXI
@7z

0001EQEE ?_Grow@?Sbasic_string@GU?Schar_traits@G@std@ @V?$allocator@G@2@ @std @ @AAE_
NI_N@Z

0001E140 ?_Split@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2@ @std @ @AAEXX
VA

0001E18E ? Xran@std@@YAXXZ
0001E1A2 ?npos@?Sbasic_string@GU?Schar_traits@G@std@ @V?Sallocator@G@2@ @std@ @21B

0001E1EC ?_Xlen@std@@YAXXZ
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0001E1FE MSVCP60.dII

0001E20A WsS2_32.dll

0001E218 DeleteUrlCacheEntry

0001E22C WININET.dII

0001E23A _wcsicmp

0001E246 _wcshicmp

0001E252 _strnicmp

0001E25E _setmbcp

0001FB3C Connecting to server...

0001FB54 s.wnry

0001FB5C %08X.eky

0001FB68 %08X.res

0001FB74 00000000.res

0001FB88 %08X.dky

0001FB94 %08X.pky

0001FBAO Connected

0001FBAC Sent request

0001FBBC Succeed

0001FBC4 Received response

0001FBD8 Congratulations! Your payment has been checked!

0001FCO8 Start decrypting now!

0001FC20 Failed to check your payment!

0001FC3E Please make sure that your computer is connected to the Internet and
0001FC84 your Internet Service Provider (ISP) does not block connections to the TOR Network!
0001FCDS8 You did not pay or we did not confirmed your payment!

0001FDOE Pay now if you didn't and check again after 2 hours.

0001FD44 Best time to check: 9:00am - 11:00am GMT from Monday to Friday.
0001FD84 You have a new message:

0001FDAO c.wnry
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O0001FDAC runas

0001FDB4

0001FDF4

000200E4

0002039C

000203A8

000203B4

000203C0

000203CC

000203D8

000203E4

000203F0

000206D0

000206D8

000206E4

00020708

0002072C

00020764

00020770

0002077C

00020784

0002078C

0002079C

000207A8

000207E5

000208EF

00020A27

00020A2E

00020A49

advapi32.dll
%04d-%02d-%02d %02d:%02d:%02d
WANACRY!

CloseHandle

DeleteFileW

MoveFileExW

MoveFileW

ReadFile

WriteFile

CreateFileW

kernel32.dll

Path

Arial

Please select a host to decrypt.

All your files have been decrypted!

Pay now, if you want to decrypt ALL your files!

f.wnry
My Computer
*.res
open
mailto:
RSA2
C+M+
nCq%m
6Ky
Mo]3v
qK"

O|x8+"
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00020A54 Zm#om

00020A83 p8,5

00020A91 )a95

00020AA4 yeFz

00020AD5 2/0-_.X8w.+
00020B23 |~}%.15

00020B5A nb53

00020BA1 ]4IL

00020BE4 s0|8

00020C28 Microsoft Enhanced RSA and AES Cryptographic Provider
00020C60 TESTDATA

00020C6C CryptGenKey
00020C78 CryptDecrypt
00020C88 CryptEncrypt
00020C98 CryptDestroyKey
00020CA8 CryptimportKey
00020CB8 CryptAcquireContextA
00020FC8 %s %s

00020FDO cmd.exe

00020FD8 /c vssadmin delete shadows /all /quiet & wmic shadowcopy delete & bcdedit /set {default}
bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no & wbadmin delete
catalog -quiet

000210AC 13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94
000210D0 English

000210D8 m_%s.wnry

000210E4 msg\

000210EC <https://

000210F8 <http://

00021104 %d/%d/%d %02d:%02d:%02d
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0002111C

00021128

0002115C

00021168

0002119C

000211C4

000211E4

000211F0

00021220

0002123C

00021255

00021260

0002127D

000212C3

00021318

00021344

00021388

0002139C

000213C0

000213FC

00021404

0002140C

00021414

0002141C

00021424

0002142C

00021434

0002143C

00021444

00;00;00;00
http://www.btcfrog.com/qr/bitcoinPNG.php?address=%s
mailto:%s
https://www.google.com/search?q=how+to+buy+bitcoin
https://en.wikipedia.org/wiki/Bitcoin

Send %.1f BTC to this address:

%.1f BTC

Send $%d worth of bitcoin to this address:
%02d;%02d;%02d;%02d

b.wnry

%164d

Failed to send your message!

Please make sure that your computer is connected to the Internet and

your Internet Service Provider (ISP) does not block connections to the TOR Network!

Your message has been sent successfully!

You are sending too many mails! Please try again %d minutes later.

Too short message!
%d%%
.?AVexception@ @
NVIDIA

Amazon

Intel

Skype

360Safe

Rising

Tencent

Mozilla

Adobe

Yahoo
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0002144C

00021454

0002146C

0002147C

00021490

0002149C

000214AC

000214B8

000214C4

000214D4

000214E0

000214E8

000214F4

00021504

00021514

00021524

0002152C

00021544

00021560

0002157C

000215A0

000215C0

000215D4

000215F8

00021620

00021640

00021664

00021688

000216A4

Google

incompatible version

buffer error

insufficient memory

data error

stream error

file error

stream end

need dictionary

%s\%s

tor.exe

%s\%s\%s

TaskData

taskhsvc.exe

127.0.0.1

memory

invalid distance code

invalid literal/length code

invalid bit length repeat

too many length or distance symbols
invalid stored block lengths

invalid block type

incomplete dynamic bit lengths tree
oversubscribed dynamic bit lengths tree
incomplete literal/length tree
oversubscribed literal/length tree
empty distance tree with lengths
incomplete distance tree

oversubscribed distance tree
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000216C4 1.1.3

000216CC incorrect data check
000216E4 incorrect header check
000216FC invalid window size
00021710 unknown compression method
00021734 /.\

0002173C /../

00021744 \../

0002174C \..\\

00021754 %s%s

0002175C %5%s%s

00021778 .?AVtype_info@@

00022420

0002281F

00022B1F

00022E1F

0002311F
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0002341F

0002371F

00023A1F

00023E1F

0002411F

0002441F

0002471F

00024A1F

00024D1F
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0002501F

0002541F

0002571F

00025A1F

00025D1F

0002601F

0002631F

00027209 ljib™ usr

0002721E zxxb™'jhh
00027230 goonlimkinllljj
0002726A }|goomkknlimkkusr
0002727E zxxpnnmkkrpp
000272C0 ussnllmkknlljhh

000272EA trgnlimkinlljhh
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0002739E B@ @dbb|zzeccQOO
000273B3 SQRPNNzxxqooNLM
000273C6 ~}CAAvtswuuwutuss
00027401 NLL\ZZywvwutvts|zz
00027416 A??dbbxvunlkSQQRPP
0002743A fddigg

0002744C {yxTRR

00027458 ><<rpowuuwuttrq
0002746A wuuYWW
00027482 A??trqwuuwuttrg
00027533 OMMuss

00027548 xvuOMM

00027572 hfeqoo

0002758A caavtt

000275BD hffQOO

000275D2 ~|[{"M\

000276B9 LIJkiiiggQOOvtt
000276E0 XVU|zz

0002770A xvv'Ar

00027722 sqqfdc

00027731 sgpomm

00027851 Llzxw

00027890 Kllommzxxwuu
000278A5 ECDa__ecb
000278CC OMMzxxzxw™ | {
000278DE nlkm

000278F0 ZXX{yx

00027905 FDDqgonsqgrsqqtrrkiiDBC

00027920 \ZYdbb{yywuu
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00027935 IGGjhgSQQNLL
0002794A RPPigg{yywut
000279E9 xvuwuu
00027A10 eccjhg
00027A28 SQQXVVomligg
00027A41 }lywvFDD
00027A64 DBBigfljjpnm
00027A76 ~| ]Il
00027A88 YWW |zy
00027A9D HFFA\[nlkljjmkijkiiHFF
00027AB8 jhgNLMnlljhg
00027ACD PNN][[sqpVTTrpo
00027AE2 _]]SQPomligg
00027B93 ecc\zZZ
00027BDE H{YwWw
00027C47 _\K{
00027C50 wuulji
00027C7A ljjwuu
00027D1C mkkXVW_]]
00027D2E 1GGjhh
00027D43 hffuUl
00027D58 ommrpo
00027D76 zxxXVV
00027DB5 WUUYWW
00027DDF nllmkij
00027DFD jhgsqp
00027E12 |zzecc
00027EB7 534lji

00027EC9 WUTLJhffvts
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00027EDE pnnGEEM\\sqqg™|{
00027EF3 FDDsqgptrqrpo
00027F05 TRRXVUkihFDD
00027F17 mkklji?==XVWommusr
00027F2C TRR[YYvtssqpywv
00027F41 CAAecchffJHHA\]
00027F65 gediff

00027F77 |zzUSS

00027F83 B@@ommtrrpnn
00027F95 zxwECDsqpWUTTRR
00027FAD CAAgootrrgon
00028067 rppcaa{yy
0002807C |zzhffgee
0002808B vttqoogoooml
000280A0 rppuss

000280AF gonrppzxwussqonvtt
000280C7 gooqgooqgonuss
000280DC rpo]|zy

0002811B {yxgongoooml
00028130 ussgon

00028145 ywwdqooqoonll
00028B71 usrkiifddcaadbbnlk
00028BA1 |zy|zzyww
00028BC2 rppa__dbauss
00028BE9 trrgeecaaeccpnn
00028C13 vttfdddbbnll
00028C3E }||zz

00028C56 }|~]||

00028C71 }|~|{
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00028D03 A??755866977977977866644644=;;USS
00028D36 TRQ@==CAAA>>nlk

00028D57 URRIFFKHHIFFECCIHG™{z

00028D7B LJJ;99755867977866644311onm

00028DAS5 ][[>;<977;99;99977:88HFF|zy

00028DCF XVV533866533USS

00028DEA 644866755;99

00028E03 }|3118667557?==

00028E9B JHH?==CAAEBBGEEJGGNKKTPPXUUZWWYVU]ZY
00028ED1 jfemijilhg

00028EEC ugpkgfokkokkokjnjijfe

00028F10 c_"b"c__ "\]ZYYVVVRRROOKHHfcc
00028F3A DBB856>==A??@>>@>>B@ @B@ @ ?==:88fdd
00028F67 qon=;;B@@ @>>MKK

00028F82 DBBA??B@@7?==

00028F9D @>>A??A??CAA

00029033 gnn]YXeaaifenjisontpoplkkgfplkgmlokjhdc
00029069 kfeokjnjhugp

00029084 Ihgnjinjinjikgfhdcgcblyx

000290A5 rnmmihplkplkmhglhfokjnjhiedgcbuqp
000290CF ihROOROOUJICAAA??CAA;89>;<@>>@>?977trq
00029100 ~~=;;B@@A??FDD

0002911A IGGA??B@@<::~| |

00029135 ECCA??B@@7?==

000291CE mhgolkmih

000291E6 mihmihnjilhgpml

00029201 jfenjimihplk

0002921C kgfnjinjilhg

0002923D iednjinjikgf~{z
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0002925A ~gml

00029267 kgfgmlokjkfflyx
0002927F RNOHFFDBA@>>>==
0002929A @>>B@@A??B@@
000292B2 USR@>=B@@-=;;nll
000292CD KHIA??B@@=;;~|{

00029366 jfenjimhgxts

00029399 mihnjinihmih
000293B4 mihnjinjimih
000293D3 {zkgfnjilhgvrq
000293FF jfenjimihson
0002941A jfehdc_\\RON
00029432 A??@>>A??><<
0002944A ecc><;B@@7?==_]]
00029465 VTT?==B@@-=;;nll
000294FE kgfnjimihgml
00029519 rnmmihnjikgf
00029531 okjmihnijijfe
0002954C plkmihnjikgf
0002956A ugpmihnjijfe
00029595 {zlhgnjilhg
000295B2 xtsnjiplknji
000295CA VSRECCB@ @:88yww
000295E2 vts=;;B@ @ @>>PNN
000295FD ged><<B@ @?=="\\
00029696 njimihmihnji
000296B1 {xwlhgnjilhg™~{z

000296C9 snmmihnjiied
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000296E4 wsrlhgnjijfe
00029702 vrgmihnjikgf
0002972D {zlhgnjilhg
0002974D jfenjilhgxts
00029762 {wvieda”]ROOtrr
0002977D =;<B@@A??GEE
00029795 wut=;;B@@ @>>PNN
0002982E gmlImihnjikgf
00029849 |xwlhgnjilhg}zy
00029861 |wvlhgnjikgf
0002987F kgfnjikgf
0002989B ~}kgfnjimihrnm
000298C7 jfenjimihrnm
000298E5 kgfnjilhgyut
000298FD mhgplkniji
00029915 ?==?==@>>B@@
00029930 ><<B@@A??GEE
000299C6 xtsmihnjikgf
000299E1 gmimihnjikgf
000299FC kgfnjilhg™{z
00029A17 jfenjimihtgp
00029A35 iednjinjikgf
00029A5F jfenjinjikgf
00029A7A vrgmihnjikgf
00029A95 jfenjimihvsr
00029AAD \YXKHHB@ @=;;XVV

00029AC8 @>>B@@A??CAA
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00029B94 jfenjimihtgp

00029BAF |hgnjinjinkj

00029C2D iednjimihgml

00029C45 ytslhgd” UQR@>>MKK

00029C5D usr?==B@@A??A??

00029CF9 jfenjinjinjijfeiediedkfenjinjilhgplk
00029D2C jfenjimihplk

00029D41 sonsonnjinjinjinjirnmtpoxut
00029D68 jfelhgnjinjilhghdchcbgcbgcbfba
00029D92 lhglgfnjimihiedkgfjfejfenjinjikgfrnm
00029DC5 lhgnjimihnji

00029DDE {zmihplkplkifeVSRGEEFDD=;<A??B@ @A??B@ @
00029E91 jfenjinjinjikgfkgfmihnjinjilhgied
00029EC4 Ihgmihmihmih

00029ED9 gcblhgnijinjinjinjilhgjgfijfe
00029F03 lhgiedmihnjinjinjinjinjikgf
00029F2D njiiedmihnjimihmihnjimihiedlhg
00029F5D ojimihnijijfe

00029F78 jfemihnjigmlrnmgcb\YXLJJA???==<::VTT
0002A029 I|hgnjinjigml

0002A038 gmlifbagcbgcbokj

0002A05C kgfhdciedfba

0002A071 fbaidclgfnjinjinjimihjfee’
0002A09F }|mihhdcgcbgcbgcbgcbgbaxts
0002A0CA ~lhggcbgcbgcbgbakgflyx

0002A0F5 njihdciede™
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0002A110 d*_iedhdcgml

0002A121 ~Ihffba[ WWFDCDBB

0002A1C1 njimihnjimih
0002A212 kgfnjimihgml
0002A359 gmlimihnijijfe
0002A3AA iedlhgkgfokj
0002A4F1 xtsmihnjijed
0002A527 wsrfa'ied
0002A542 okjokjokjmih
0002A5C0 }yxfbagcb
0002A68C kgfnjikgf
0002A6BF hdcnjiife
0002A758 jedmihkgfwsr
0002A824 d°_hdcfbawsr
0002A857 okjfbafba
0002A8F0 tgpfbaea’
000371B7 8888)RWZ
00037235 -2f]bd
000377CB Ovvv
000377D0 zzz{
000377FC DDD@
00037858 xxxYrrrthhh
00037874 SSSI
00037EDF #06:
00037F1B %=BE
00037F55 ,:\OVY
00038124 zzz.~
00038138 QWW]|

0003A08C O00%

517 |Page



0003A148 000%

0003A4EC O00%

0003A5A8 000%

0003B718 <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
0003B751 <assembly xmIns="urn:schemas-microsoft-com:asm.v1"
0003B785 manifestVersion="1.0">

0003B79D <assemblyldentity

0003B7B0  name="Hola"

0003B7C1  version="1.0.0.1"

0003B7D8  processorArchitecture="X86"

0003B7F9  type="win32"

0003B80OF <description>Hola</description>

0003B830 <dependency>

0003B83E  <dependentAssembly>

0003B857 <assemblyldentity

0003B872 type="win32"

0003B88C name="Microsoft.Windows.Common-Controls"
0003B8C2 version="6.0.0.0"

0003B8E1 processorArchitecture="X86"

0003B90A publicKeyToken="6595b64144ccf1df"
0003B939 language="*"

0003B953 />

0003B95F </dependentAssembly>
0003B979 </dependency>
0003B988 </assembly>

0003B9A0 English

0003B9B0 Bulgarian

0003B9C2 Chinese (simplified)

0003B9DF Chinese (traditional)
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0003B9FD

0003BAOE

0003BA1C

0003BA2B

0003BA39

0003BA4A

0003BA5A

0003BA69

0003BA78

0003BA86

0003BA99

0003BAA9S

0O03BABA

0003BAC9

0003BAD9

0O03BAEB

OO03BAFA

0003BBOD

0003BB1E

0003BB2E

0003BB3D

0003BB4D

0003BB5D

0003BB6D

0003BB7A

Croatian
Czech
Danish
Dutch
Filipino
Finnish
French
German
Greek
Indonesian
Italian
Japanese
Korean
Latvian
Norwegian
Polish
Portuguese
Romanian
Russian
Slovak
Spanish
Swedish
Turkish

Vietnamese

PAPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPA
DDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGX
XPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDI
NGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPA
DDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDIN
GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
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DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
XXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDI
NGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPA
DDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDIN
GPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPAD
DINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXP
ADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDING
XXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADDINGXXPADDINGPADD

Unicode Strings:

00007070 jjjj

0000707C Ajjj

00007EDE jjjj
00008646 jjjj

0000B655 jjij

00011DDE jjjj

0001F2F0 .der
0001F2FC .pfx
0001F308 .key
0001F314 .crt

0001F320 .csr
0001F32C .p12

0001F338 .pem
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0001F344 .odt
0001F350 .ott
0001F35C .sxw
0001F368 .stw
0001F374 .uot
0001F380 .3ds
0001F38C .max
0001F398 .3dm
0001F3A4 .ods
0001F3BO .ots
0001F3BC .sxc
0001F3C8 .stc
0001F3D4 .dif
0001F3EO0 .slk
0001F3EC .wb2
0001F3F8 .odp
0001F404 .otp
0001F410 .sxd
0001F41C .std
0001F428 .uop
0001F434 .odg
0001F440 .otg
0001F44C .sxm
0001F458 .mml
0001F464 .lay
0001F470 .lay6
0001F47C .asc
0001F488 .sqlite3

0001F49C .sqlitedb
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0001F4B0 .sql
0001F4BC .accdb
0001F4ACC .mdb
0001F4EQ0 .dbf
0001F4EC .odb
0001FAF8 .frm
0001F504 .myd
0001F510 .myi
0001F51C .ibd
0001F528 .mdf
0001F534 .Idf
0001F540 .sIn
0001F54C .suo
0001F568 .cpp
0001F574 .pas
0001F588 .asm
0001F59C .cmd
0001F5A8 .bat
0001F5B4 .psl
0001F5CO .vbs
0001F5DC .dip
0001F5E8 .dch
0001F5F4 .sch
0001F600 .brd
0001F60C .jsp
0001F618 .php
0001F624 .asp
0001F638 .java

0001F644 .jar
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0001F650

0001F668

0001F674

0001F680

0001F68C

0001F698

0001F6A4

0001F6BO

0001F6BC

0001F6C8

0001F6D4

0001F6EO

0001F6EC .

0001F6F8

0001F704

0001F710

0001F71C

0001F728

0001F734

0001F740

0001F74C

0001F758

0001F764

0001F778

0001F784

0001F790

0001F79C

0001F7A8

0001F7B4

.class
.mp3
.wav
swf
fla
.wmv
-mpg
.vob
.mpeg
.asf
.avi

.mov

.3gp

.mkv
.3g2
flv
.wma
.mid
.m3u
.m4u
.djvu
.Svg
.psd
.nef
tiff
if
.cgm

rfaw
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0001F7CO

0001F7CC

0001F7D8

0001F7E4

0001F7FO0

0001F7FC

0001F808

0001F814

0001F824

0001F830

0001F84C

0001F858

0001F864

0001F870

0001F87C

0001F888

0001F894

0001F8AO

0001F8AC

0001F8B8

0001F8C4

0001F8DO

0001F8DC

00O01F8ES8

0001F8F4

0001F900

0001F90C

0001F918

0001F924

.gif

-png

.bmp

Jjpg
Jpeg
.vcd
.iso
.backup
.Zip
.rar
tgz
tar
.bak
.tbk
.bz2
.PAQ
ARC

.aes

-8P8

vmx

.vmdk

vdi

.sldm

.sldx
.sti
.SXi
.602
.hwp

.snt
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0001F930

0001F944

0001F950

0001F95C

0001F968

0001F974

0001F980

0001F98C

0001F998

0001F9A4

0001F9BO

0001F9BC

0001F9C8

0001F9D4

0001F9EO

0001F9EC

0001F9F8

0001FAO4

0001FA10

0001FA1C

0001FA28

0001FA34

0001FA40

0001FA4C

0001FA58

0001FA64

0001FA70

0001FA7C

0001FA88

.onetoc2
.dwg
.pdf
.wk1
.wks
123
rtf
.Csv
xt
.vsdx
.vsd
.edb
.eml
.msg
.ost
.pst
.potm
.potx
.ppam
.ppsx
.ppsm
.pps
.pot
.pptm
.pptx
.ppt
Xltm
Xltx

Xlc
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0001FA94 .xIm

0001FAAQ .xIt

0001FAAC .xlw

0001FAB8 .xlsb

0001FAC4 .xIsm

0001FADO .xlsx

0001FADC .xls

O001FAES8 .dotx

0001FAF4 .dotm

0001FBOO .dot

0001FBOC .docm

0001FB18 .docb

0001FB24 .docx

0001FB30 .doc

0001FDC8 WanaCryptOr

0001FDEOQ Software\

000200F0 .org

000200FC .WNCYR

0002010C .WNCRY

0002011C @WanaDecryptor@.bmp
00020144 @WanaDecryptor@.exe.Ink
00020174 @Please_Read Me@.txt
000201A0 %s\%s

000201B8 %s\*

000201C4 Content.IE5

000201DC Temporary Internet Files
00020210 This folder protects against ransomware. Modifying it will reduce protection
000202AC \Local Settings\Temp

000202D8 \AppData\Local\Temp
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00020300 \Program Files (x86)
0002032C \Program Files
0002034C \WINDOWS

00020360 \ProgramData
0002037C \Intel

0002075A !:

00020CD0 Wana DecryptOr 2.0
0003A856 Wana Decryptor
0003A87A MS Sans Serif
0003A8B4 Check &Payment
0003A8F0 &Decrypt

0003A91C RICHEDIT

0003A970 Copy

0003A998 QR Code

0003A9C8 About bitcoin
0003AA04 How to buy bitcoins?
0003AA4C Contact Us

0003AA80 QOoops, your files have been encrypted!
0003AB34 Your files will be lost on
0003AB88 1/1/2017 00:00:00
0003ABCC 00:00:00:00

0003AC00 msctls_progress32
0003AC24 Progressl

0003AC58 Time Left

0003ACAC Payment will be raised on
0003ADO00 1/1/2017 00:00:00
0003AD44 00:00:00:00

0003AD78 msctls_progress32

0003AD9C Progressl
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0003ADDO Time Left

0003AE24 Send $300 worth of bitcoin to this address:
OO03AEDE Message

0003AEF4 MS Sans Serif

0003AFAC Send

0003AF74 Cancel

0003AF9A Decrypt

0003AFAC MS Sans Serif

0003AFFA &Start

0003B022 C&opy to clipboard
0003B062 &Close

0003B08A Select a host to decrypt and click "Start".
0003BOF6 SysListView32

0003B112 Listl

0003B13A MS Sans Serif

0003B16E Cancel

0003B192 msctls_progress32
0003B1B6 Progressl

0003B1FE Checking your payment...
0003B24A Login

0003B258 MS Sans Serif

0003B2E2 Cancel

0003B30A Domain\User

0003B33A Password

0003B38E VS_VERSION_INFO
0003B3EA StringFilelnfo

0003B40E 040904B0

0003B426 CompanyName

0003B440 Microsoft Corporation
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0003B472 FileDescription

0003B494 Load PerfMon Counters

0003B4C6 FileVersion

0003B4EO0 6.1.7600.16385 (win7_rtm.090713-1255)
0003B532 InternalName

0003B554 TR.EXE

0003B56A LegalCopyright

0003B58A Microsoft Corporation. All rights reserved.
0003B5EA OriginalFilename

0003B60C LODCTR.EXE

0003B62A ProductName

0003B644 Microsoft

0003B658 Windows

0003B66A Operating System

0003B696 ProductVersion

0003B6B4 6.1.7600.16385

0003B6DA VarfFilelnfo

0003B6FA Translation

Appendix A11 - F.wnry Strings Output
File: f.wnry

MDS5: af18b9313c275f10a7afbeal63e640ea

Size: 759

Ascii Strings:

00000000 C:\Python39\Lib\site-packages\decorator-5.1.1.dist-info\LICENSE.txt. WNCRY
0000004B C:\Python39\Lib\site-packages\oletools\thirdparty\xglob\LICENSE.txt.WNCRY
00000096 C:\Tools\Cmder\vendor\git-for-windows\mingw64\lib\tcl8.6\msgs\fi.msg. WNCRY

000000E2 C:\Tools\Cmder\vendor\git-for-windows\mingw64\lib\tk8.6\msgs\sv.msg. WNCRY
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0000012D C:\Tools\Cmder\vendor\git-for-windows\mingw64\share\antiword\8859-15.txt. WNCRY
0000017D C:\Tools\Cmder\vendor\git-for-windows\usr\share\vim\vim82\doc\if_mzsch.txt. WNCRY
000001CF C:\Tools\cygwin\usr\share\vim\vim82\doc\if_perl.txt. WNCRY

0000020A C:\Tools\cygwin\usr\share\vim\vim82\macros\README.txt. WNCRY

00000247 C:\Tools\peid\app-peid-91b0057697fb143205a6071a4482e7ad1ff37e12\userdb.txt. WNCRY

00000299 C:\Tools\Cmder\vendor\git-for-
windows\usr\share\perl5\core_perl\unicore\lib\Age\V70.pl.WNCRY

Unicode Strings:

APPENDIX B — IMPORTS

InitializeCriticalSection
DeleteCriticalSection
LeaveCriticalSection
EnterCriticalSection
OpenMutexA
WaitForSingleObject
CreateServiceA x
OpenServiceA
StartServiceA
CloseServiceHandle
OpenSCManagerA
SizeofResource
LockResource
LoadResource

FindResourceA

RegCreateKeyW x
RegSetValueExA x

RegQueryValueExA

GetComputerNameW
VirtualAlloc

VirtualFree

HeapAlloc

GetProcessHeap

VirtualProtect x

HeapFre
GlobalAlloc

E

GlobalFree

memset

GetFullPathNameA

Figure 88 - Imports part one
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Fil

SystemTimeTofileTime

LocalFileTimeToFileTime

CreateDirectoryA
FilePoin!

SetfileTime

E

GetModulefileNameA

FreeLibras

Ereelibrary
GetModuleHandleA

® NN W

lic: thiscall tion::

public: virtual _thiscall exce.
lic: _thiscall ion::

CxxThrowException

getmainargs

setusermatherr
adjust fdiv
—p_commode
p_fmode
—set app type

controlfp

Figure 90 - Imports part three

APPENDIX C— REGSHOT OUTPUT

Regshot 1.9.1 x64 Unicode (beta r321)
Comments:

Datetime: 2025-03-11 12:46:58, 2025-03-11 12:54:05
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Computer: DESKTOP-14QC1L8, DESKTOP-14QC1L8

Username: user, user

Keys deleted: 9

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1156
HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1264
HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1760
HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1972
HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\2532
HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\3132
HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\3608
HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\5084

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\524

Keys added: 27

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1876
HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bmp
HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bmp\UserChoice

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSavePidIMRU\hivu

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.hivu

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.hivu\OpenWithList

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.hivu
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HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:00000000000103BC

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:00000000000402F0

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:00000000000403AE

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:00000000000502D8

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:00000000000502E0

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:0000000000050302

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:0000000000090218

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Classes\VirtualStore
HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Classes\VirtualStore\MACHINE

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Classes\VirtualStore\MACHINE\SOFTWARE

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Classes\VirtualStore\MACHINE\SOFTWARE\WOW6432Node

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Classes\VirtualStore\MACHINE\SOFTWARE\WOW6432Node\WanaCryptOr

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\WanaCryptOr
HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\VirtualStore
HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\VirtualStore\MACHINE
HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\VirtualStore\MACHINE\SOFTWARE

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000_Classes\VirtualStore\MACHINE\SOFTWARE\WOW6432Node
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HKU\S-1-5-21-2169232433-3398496680-935370409-
1000_Classes\VirtualStore\MACHINE\SOFTWARE\WOW6432Node\WanaCryptOr

HKU\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bmp

HKU\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.omp\UserChoice

Values deleted: 27

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1156\Terminator:
||HAM||

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1156\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1156\CreationTime:
0x01DB9277102A436A

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1264\Terminator:
IIHAMII

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1264\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1264\CreationTime:
0x01DB927C82C7C1E3

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1760\Terminator:
||HAM||

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1760\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1760\CreationTime:
0x01DB9276F3448BCF

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1972\Terminator:
||HAM||

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1972\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1972\CreationTime:
0x01DB9276F359FFD3

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\2532\Terminator:
IIHAM"
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HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\2532\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\2532\CreationTime:
0x01DB927758A7B3D2

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\3132\Terminator:
||HAM||

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\3132\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\3132\CreationTime:
0x01DB92831F839132

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\3608\Terminator:
IIHAMII

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\3608\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\3608\CreationTime:
0x01DB927B252DC60C

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\5084\Terminator:
IIHAMII

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\5084\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\5084\CreationTime:
0x01DB927C17827E29

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\524\Terminator: "HAM"

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\524\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\524\CreationTime:
0x01DB927B367F20CC

Values added: 35

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1876\Terminator:
I|HAMI|
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HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1876\Reason:
0x00000004

HKLM\SOFTWARE\Microsoft\Windows\Windows Error Reporting\TermReason\1876\CreationTime:
0x01DB9283CE8C146E

HKLM\SYSTEM\ControlSet001\Services\bam\State\UserSettings\S-1-5-21-2169232433-3398496680-
935370409-1000\\Device\HarddiskVolume3\Users\user\Desktop\Samples\1\@WanaDecryptor@.exe:
A9 76 66 B8 84 92 DB 01 00 00 00 00 00 00 00 00 00 00 00 00 02 00 00 00

HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-21-2169232433-
3398496680-935370409-
1000\\Device\HarddiskVolume3\Users\user\Desktop\Samples\1\@WanaDecryptor@.exe: A9 76 66 B8
84 92 DB 01 00 00 00 00 00 00 00 00 00 00 00 0002 00 0000

HKU\.DEFAULT\Software\Classes\Local
Settings\MuiCache\64\52C64B7E\@C:\Windows\System32\acppage.dll,-6002: "Windows Batch File"

HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bmp\UserChoice\Progl
d: "AppX43hnxtbyyps62jhe9sqpdzxn1790zetc"

HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bomp\UserChoice\Hash
: "FOyKzleX/Ko="

HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\FileAssociations\Proglds\_.bmp:
0x00000001

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSavePidIMRU\*\8: 14 00
1F50EO4F DO 20EA3A 69 10 A2 D808 002B30309D 14002E80922B 16 D3 6593 7A 46 95 6B 92
703A CAO8 AF600032000000000000000000800073686F74312E6869 7675000046 0009
0004 00 EFBEOOOOOOOO0O00O000002E0000000OO0OO00OO00OOOO0OOOO0OO0OO0OO0OO0OO0OOOOOO0OOOO
000000000000000000730068006F00740031002E00680069 007600750000001A0000
00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSavePidIMRU\hivu\0: 14
OO 1F50EO04FDO20EA3A6910A2D808002B30309D14002E80922B16D365937A 4695 6B
9270 3ACA08 AF600032000000000000000000800073686F74312E6869 767500004600
090004 00 EF BEOOOO0O0O0O0000000002E00000000000000000000000000000000000000
00000000000000000000730068006F00740031002E00680069007600750000001A00
0000

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSavePidIMRU\hivu\MRUL
istEx: 00 00 00 OO0 FF FF FF FF
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HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\FeatureUsage\AppSwitched\C:\Tools\Reg
shot-x64-Unicode\Regshot-x64-Unicode.exe: 0x00000002

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\20: 73 00 68 00 6F 00 74 00
31 002E00680069007600750000006C0032000000000000000000000073686F74312E
68 69 76 75 2E 6C 6E 6B 00 00 4E 00 09 00 04 00 EF BE 00 00 00 00 00 00 00 00 2E 00000000 000000
00000000000000000000000000000000000000000000730068006F00740031002E00
68 00 69 00 76 00 75 00 2E 00 6C 00 6E 00 6B 00 00 00 1E 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.hivu\0: 73 00 68 00 6F 00 74
0031002E00680069007600750000006C0032000000000000000000000073686F 7431
2E 68 6976 75 2E 6C 6E 6B 00 00 4E 00 09 00 04 00 EF BE 00 00 00 00 00 00 00 00 2E 00 00 00 00 00 00
0000000000000000000000000000000000000000000000730068006F00740031002E
0068 0069007600 7500 2E006CO006E006BO0000001EO000000

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.hivu\MRUListEx: 00 00 00 00
FF FF FF FF

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EAN\Count\P:\Hfref\hfre\Qrfxgbc\Fnzcyrf\1\rq01rosop9ro500rn545ns4q010s5s1071661840
480439p6r50n0r8r080r41nn.rkr: 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 80 BF 00 00 80
BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF FF
FF FFFF 1093 1E E1 83 92 DB 01 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EAN\Count\P:\Hfref\hfre\Qrfxgbc\Fnzcyrf\1\@JnanQrpelcgbe@.rkr: 00 00 00 00 00 00 00 00
00 00000023020000000080BF000080BFO000080BFO00080BF000080BFO00080BFO0000
80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF FF FF FF FF 00 00 00 00 00 00 00 00 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath2:
"C:\Windows\web\wallpaper\Windows\img0.jpg"

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:00000000000103BC\VirtualDesktop: 10 00 00 00 30 30 44 56 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\1\ApplicationViewManageme
nt\W32:00000000000402F0\VirtualDesktop: 10 00 00 00 30 30 44 56 53 9E D5 CB 68 12 16 44 B6 37 7B
A5B043 6B &4
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HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:00000000000403AE\VirtualDesktop: 10 00 00 00 30 30 44 56 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:00000000000502D8\VirtualDesktop: 10 00 00 00 30 30 44 56 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:00000000000502E0\VirtualDesktop: 10 00 00 00 30 30 44 56 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:0000000000050302\VirtualDesktop: 10 00 00 00 30 30 44 56 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\SessionIinfo\1\ApplicationViewManageme
nt\W32:0000000000090218\VirtualDesktop: 10 00 00 00 30 30 44 56 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Run\osnhnowfratdjot119:
""C:\Users\user\Desktop\Samples\1\tasksche.exe""

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Microsoft\Windows
NT\CurrentVersion\AppCompatFlags\Compatibility
Assistant\Store\C:\Users\user\Desktop\Samples\1\ed0Olebfbc9eb5bbea545af4d01bf5f10716618404804
39c6e5babe8e080e41aa.exe: 53 41 43 50 01 00 00 00 00 00 00 00 07 00 00 00 28 00 00 00 00 A0 35 00
0000000001000000000000000000000A 0021000063 1F 6E 6F OE DE D4 01 00 00 00 00 00 00
0000

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Classes\Local
Settings\MuiCache\64\52C64B7E\@C:\Windows\System32\acppage.dll,-6002: "Windows Batch File"

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\WanaCryptOr\wd:
"C:\Users\user\Desktop\Samples\1"

HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\Local
Settings\MuiCache\64\52C64B7E\@C:\Windows\System32\acppage.dll,-6002: "Windows Batch File"

HKU\S-1-5-18\Software\Classes\Local
Settings\MuiCache\64\52C64B7E\@C:\Windows\System32\acppage.dll,-6002: "Windows Batch File"
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HKU\S-1-5-
18\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bmp\UserChoice\Progid:
"AppX43hnxtbyyps62jhe9sqpdzxn1790zetc"

HKU\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.omp\UserChoice\Hash:
"FOyKzleX/Ko="

HKU\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\FileAssociations\Proglds\_.bmp:
0x00000001

Values modified: 39

HKLM\SOFTWARE\Microsoft\Multimedia\Audio\Journal\Render: 53 00 57 00 44 00 5C 00 4D 00 4D 00
44 004500560041 00500049 005C00 78003000 2E00 3000 2E 003000 2E00300030003000
300030003000300030007D 00 2E007B00630038003800660037003800630034002D00
34003900370031002D 003400650063 006300 2D 006200650065 0035002D 0062003100
3800350064 003300630031003800660061 003400 7D 0000 000000000000 0001000000
06 00 00 00 00 00 00 00 00 00 00 00 0000000000000000B256A30D 7651 2140000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00000

0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 00 00 000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 0000000000 000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00

HKLM\SOFTWARE\Microsoft\Multimedia\Audio\Journal\Render: 53 00 57 00 44 00 5C 00 4D 00 4D 00

4400450056004100500049005C007B0030002E0030002E0030002E00300030003000
300030003000300030007D002E007B00630038003800660037003800630034002D00
34003900370031002D0034006500630063002D0062006500650035002D0062003100
38003500640033006300310038006600610034007D000000000O00O0O0O00O00001000000
09000000000000000000000000000000000000009622F94A 201D 2E40000000000000
00000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000
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00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000000000000000000000000000000000000O00OO00OO00OOOOOOOOOO0OOOOOOOOO

0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 0000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 0000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 0000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 0000 00 00 00000000 00000000000000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\VFUProvider\StartTime: 0x01DB9283AE4B72B9
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\VFUProvider\StartTime: Ox01DB9284A8A171BF

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A073AA3BC1C75: 6E
03000000000000040004000100020001010000A5ADCFOOCDADO50130000200000002
9966000561 0F010D7879000DA181001C8FCF0021777A0024ACC700253AD500276912
012F39D50031484F003D 7FE6003E33830044B907014AAA81004E1224014EE7 C1004F
D5 EC0056 0A85005E6527016E077F00702A0701726E4A 0074 D6200175A37E00799C39
008106950086 7B060187DE830097 F6 C4009D 9D 92 009E BBOD 01 AOCD 7100 A6 E9 B3 00
A7 36 AB00BC6EB400CO046 AD0O0C36D8100C4662701CC495600CF 74 AA00D3E88D00D9
072401 E469CO900EF798B00FOEOB600F1FC6000F7D36F000BO000600000004921E0155
5F2A01633E990091508A009B56 A400A5040301AFEFCO900B6515D00CCC10101DADS8
7EO00E6199B000100400100004B11B40001004201000027691201

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A073AA3BC1C75: 80
03000000000000040004000100020001010000A5ADCFOOCDADO5014C000200000001
A637010299660005610F010D7879000DA181001096860015CEEBOO1C8FCF0021777A
0024 ACC700253AD500276912012F39D5003050250131484F0036E9D2003A35D800
3D7FE6003E3383004056F10044B907014AAA81004E1224014EE7C1004FD5ECO00529F
4A 0156 0A850057AD 1201 5E65270165A69E006E077F00702A0701726E4A0074D62001
75A37E00799C390080CB420181069500867B060187DE83008E78A20090D5D0009386
6100959B51 0097 F6 C4 009D 9D 92 00 9E BB OD 01 A0 86 61 00 A0 CD 71 00 A2 05 06 00 A2 2E 1E
01 A6E9B300A736 A800B1CE9800BC6EBA40O0CO46 ADO0OC36D8100C399F300C4662701
CA23B700CC495600CF74AA00D3826100D3E88D00D9072401E21B5600E469C900EF
798

BOOFOEOB60O0F1FC6000F308DBO00F3282101F6308E00F7125E00F7D36FO00F7ED6AO00
1500 06 00 00 00 04 92 1E 01 28 8B B4 00 2D B1 A3 00 50 A4 30 01 55 5F 2A 01 63 3E 99 00 91 50 8A 00
96 39 0B 01 9B 56 A4 00 AO AD 1C01 A504 03 01 AFEFC900B6515D00C221D100C5C00501CC
C10101D0402701D6B79A 00 DA D8 7E 00 E6 19 9B 00 ES 8A A7 00 01 004001 00004B 11 B4 00
01004201000027691201
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HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A073AA3BC3475: 02
03000000000000040004000102020000000000070000000D7879000200000087DE 83
000100010000000100000056737D00010004000000230000001A9CB2000100680000
00 01 000000 BC 6E B4 00

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A073AA3BC3475: 13

03000000000000040004000102030000000000070000000D7879000200000087DE 83

001BOOOOOOA19F5E0005000100000001000000007D75009A00000056737D00020000
006B507E000100000090D5D0O0002000000E6C53100010004000000230000001A9CB2
00070065000000060000001C955C000700000065A69E0004000000779B9300010000

0090D5D0001C0O00000A2050600D0040000E6C5310035000000F0EOB60O00O300660000
O0OOF00000065A69E0004000000779B93000C000000A2050600010067000000030000

00 A2 0506 00020068 0000002B000000A205060001000000BC6EB4000100690000008B1
00 00 00 65 A6 9E 00 01 00 6B 00 00 00 02 00 00 00 65 A6 9E00 01 00 7000000001 00 00 00 65 A6 9E
0001007200000047000000A20506000100730000000400000065A69E0001007

7 00 00 00 02 00 00 00 65 A6 9E 00 01 00 78 00 00 00 04 00 00 00 65 A6 9E 00 01 00 7D 00 00 00 04 00
00 00 65 A6 9E 00 01 00 7F 00 00 00 07 00 00 00 65 A6 9E 00 01 00 81 00 00 00 06 00 00 00 65 A6 SE 00
01 0097 00 00 00 04 00 00 00 BE B3 EF 00

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{4CF5E464-
1ED3-446E-88F2-698049710F2A\Dynamicinfo: 03 00 00 00 74 09 60 51 45 4A D9 01 CA 7A B4 E9 82 92
DB01 000000000000 0O000F72DC5E98292DB01

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{4CF5E464-
1ED3-446E-88F2-698049710F2A\Dynamicinfo: 03 00 00 00 74 09 60 51 45 4A D9 01 AAEE 0C C4 83 92
DB0100000000000000002BB511C48392DB01

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{786C29A8-
A5ED-4933-8EAE-5A1012C6619B\Dynamicinfo: 03 00 00 00 6E 1C 74 DE 87 4A D9 01 9B 6C 35 A5 83 92
DB 01 00 00 00 00 00 00 00 0000 7B 48 A5 8392 DB 01

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{786C29A8-
A5ED-4933-8EAE-5A1012C6619B\Dynamicinfo: 03 00 00 00 6E 1C 74 DE 87 4A D9 01 2F C2 D2 B4 83 92
DB0100000000000000009072E3B48392DB01

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileService\References\S-1-5-21-
2169232433-3398496680-935370409-1000\RefCount: 04 00 00 00

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileService\References\S-1-5-21-
2169232433-3398496680-935370409-1000\RefCount: 05 00 00 00

HKLM\SOFTWARE\Microsoft\Windows
Search\UsnNotifier\Windows\Catalogs\SystemIndex\{0547A34B-7D7D-47B5-8407-EA3BC28D8AA2}:
"102581840"

HKLM\SOFTWARE\Microsoft\Windows
Search\UsnNotifier\Windows\Catalogs\SystemIndex\{0547A34B-7D7D-47B5-8407-EA3BC28D8AA2}:
"111731696"
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HKLM\SOFTWARE\WOW6432Node\Google\Update\LastStartedAU: 0x67D02F7A
HKLM\SOFTWARE\WOW6432Node\Google\Update\LastStartedAU: 0x67D030EE
HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\LastStartedAU: 0x67D02F7A
HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\LastStartedAU: 0x67D0323B

HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Counts\goopdate_main:
0B 00 00 00 00000000

HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Counts\goopdate_main:
0D 00 000000000000

HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Counts\goopdate_constru
ctor: 0B 00 00 00 00 00 00 00

HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Counts\goopdate_constru
ctor: 0D 00 00 00 00 00 00 00

HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Integers\last_started_au:
7A 2F DO 67 00 00 00 00

HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Integers\last_started_au:
3B 32 D067 00000000

HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Timings\client_update_ap
ps_duration_ms: 03 00 00 00 00 00 00 00 BF 76 00 00 00 00 00 00 OF 00 00 00 00 00 00 00 BA 49 00 00
00 00 0000

HKLM\SOFTWARE\WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Timings\client_update_ap
ps_duration_ms: 05 00 00 00 00 00 00 00 DE 76 00 00 00 00 00 00 OF 00 00 00 00 00 00 00 BA 49 00 00
00000000

HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows
Search\UsnNotifier\Windows\Catalogs\SystemIindex\{0547A34B-7D7D-47B5-8407-EA3BC28D8AA2}:
"102581840"

HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows
Search\UsnNotifier\Windows\Catalogs\SystemIndex\{0547A34B-7D7D-47B5-8407-EA3BC28D8AA2}:
"111731696"

HKLM\SYSTEM\ControlSet001\Services\bam\State\UserSettings\S-1-5-18\SequenceNumber:
0x00000013

HKLM\SYSTEM\ControlSet001\Services\bam\State\UserSettings\S-1-5-18\SequenceNumber:
0x00000015

HKLM\SYSTEM\ControlSet001\Services\bam\State\UserSettings\S-1-5-
18\\Device\HarddiskVolume3\Windows\System32\consent.exe: 85 26 6C A9 83 92 DB 01 00 00 00 00
00 00 0000 0000000002000000
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HKLM\SYSTEM\ControlSet001\Services\bam\State\UserSettings\S-1-5-
18\\Device\HarddiskVolume3\Windows\System32\consent.exe: 1F A6 26 F6 83 92 DB 01 00 00 00 00 00
00 00 00 00 00 000002 000000

HKLM\SYSTEM\ControlSet001\Services\bam\State\UserSettings\S-1-5-21-2169232433-3398496680-
935370409-1000\SequenceNumber: 0x00000014

HKLM\SYSTEM\ControlSet001\Services\bam\State\UserSettings\S-1-5-21-2169232433-3398496680-
935370409-1000\SequenceNumber: 0x00000016

HKLM\SYSTEM\ControlSet001\Services\bam\State\UserSettings\S-1-5-21-2169232433-3398496680-
935370409-1000\Microsoft. Windows.Cortana_cw5n1h2txyewy: 67 28 BF AA 83 92 DB 01 00 00 00 00 00
00 00 00 01 00 00 00 02 00 00 00

HKLM\SYSTEM\ControlSet001\Services\bam\State\UserSettings\S-1-5-21-2169232433-3398496680-
935370409-1000\Microsoft. Windows.Cortana_cw5n1h2txyewy: 6E 14 8C CE 83 92 DB 01 00 00 00 00 00
00000001 00000002000000

HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-18\SequenceNumber:
0x00000013

HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-18\SequenceNumber:
0x00000015

HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-
18\\Device\HarddiskVolume3\Windows\System32\consent.exe: 85 26 6C A9 83 92 DB 01 00 00 00 00
00 0000000000000002000000

HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-
18\\Device\HarddiskVolume3\Windows\System32\consent.exe: 1F A6 26 F6 83 92 DB 01 00 00 00 00 00
0000 000000000002000000

HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-21-2169232433-
3398496680-935370409-1000\SequenceNumber: 0x00000014

HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-21-2169232433-
3398496680-935370409-1000\SequenceNumber: 0x00000016

HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-21-2169232433-
3398496680-935370409-1000\Microsoft.Windows.Cortana_cw5n1h2txyewy: 67 28 BF AA 83 92 DB 01
00000000000000000100000002000000

HKLM\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\S-1-5-21-2169232433-
3398496680-935370409-1000\Microsoft.Windows.Cortana_cw5n1h2txyewy: 6E 14 8C CE 83 92 DB 01
00000000000000000100000002000000

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Control Panel\Desktop\WallPaper:
"C:\ProgramData\_VM\background.png"

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Control Panel\Desktop\WallPaper:
"C:\Users\user\Desktop\@WanaDecryptor@.bmp"
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HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Control
Panel\Desktop\TranscodedimageCache: 7A C3 01 00 49 33 00 00 58 02 00 00 58 02 00 00 B7 3CE5 42 FF
4A D9 0143 003A005C00500072006F006700720061006D 0044006100740061005CO005F
0056 004D 00 5C 006200610063 006B0067 007200 6F00 7500 6E 006400 2E 007000 6E 0067
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000000000 0000000000000000
000000000000000000000000000000000000O

0 00 00 00 00 00 00 00 00 00 00 00 00 00 0000000000 00 00 00 000000 000000000000 000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0021 0000003A 00000046 FO01B 004D 0069 0063007200 6F00 7300 6F00660074002E0057
00 69 00 6E 00 64 00 6F 00 77 00 73 00 2E 00 45 00 78 00 70 00 6C 00 6F 00 72 00 65

00 72 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 00 00 000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0000 21 000000 3A 00000046 FO 1B 00 4D 00 69 00 63 00 72 00 6F 00 73 00 6F 00 66 00 74 00 2E 00
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57 00 69 00 6E 00 64 00 6F 00 77 00 73 00 2E 00 45 00 78 00 70 00 6C 00 6F 00 72 00 65 00 72 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 0000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000000000000000000000000000000000OO0OO0OO00OO0OOOOOO0OOOOOOO

0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 0000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 0000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 0000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 000000000000

000000

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EAN\Count\Zvpebfbsg.lvaqbjf.Rkcybere: 00 00 00 00 21 00 00 00 39 00 00 00 01 CA 1B 00 00
00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80
BF 00 00 80 BF FF FF FF FF 20 AE EE 95 83 92 DB 01 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EAN\Count\Zvpebfbsg.lvaqbjf.Rkcybere: 00 00 00 00 21 00 00 00 3A 00 00 00 46 FO 1B 00 00
00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80
BF 00 00 80 BF FF FF FF FF 20 AE EE 95 83 92 DB 01 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EAN\Count\P:\Gbbyf\Ertfubg-k64-Havpbqr\Ertfubg-k64-Havpbqr.rkr: 00 00 00 00 02 00 00
0003 000000D8 FC0100000080BF0O00080BFO00080BFO00080BFO00080BFO00080BFO00
00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF FF FF FF FF CO D4 8D A8 83 92 DB 01 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFF5CD-ACE2-4F4F-9178-
9926F41749EAN\Count\P:\Gbbyf\Ertfubg-k64-Havpbgr\Ertfubg-k64-Havpbqr.rkr: 00 00 00 00 02 00 00
0006 000000030305 00000080BF000080BFO000080BFO00080BFO000080BFO00080BFO0O0
00 80 BF 00 00 80 BF 00 00 80 BF 00 00 80 BF FF FF FF FF CO D4 8D A8 83 92 DB 01 00 00 00 00

HKU\S-1-5-21-2169232433-3398496680-9353704009-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPathO:
"C:\ProgramData\_VM\background.png"

551 |Page



HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPathO:
"C:\Users\user\Desktop\@WanaDecryptor@.bmp"

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath1:
"C:\Windows\web\wallpaper\Windows\img0.jpg"

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\BackgroundHistoryPath1:
"C:\ProgramData\_VM\background.png"

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Search\InstalledWin32AppsRevision: "{23A6991D-
CBF8-4F58-8883-2AB926CEC361}"

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Search\InstalledWin32AppsRevision: "{D18634FD-
850E-47BD-A967-BO9BD6C3F3995}"

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Search\Microsoft.Windows.Cortana_cw5n1h2txye
wy\AppsConstraintindex\LatestConstraintindexFolder:
"C:\Users\user\AppData\Local\Packages\Microsoft.Windows.Cortana_cw5n1h2txyewy\LocalState\Cons
traintindex\Apps_{93547d0c-1efd-40d6-a29f-f4f605ac00d8}"

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\CurrentVersion\Search\Microsoft. Windows.Cortana_cw5n1h2txye
wy\AppsConstraintindex\LatestConstraintindexFolder:
"C:\Users\user\AppData\Local\Packages\Microsoft.Windows.Cortana_cw5n1h2txyewy\LocalState\Cons
traintindex\Apps_{d2eb2179-126a-4c80-81e3-2312628619de}"

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\Shell\Bags\1\Desktop\IconLayouts: 00 00 00 00 00 00 00 00 00 00
0000000000000300010001000100070000000000000029000000000000003A003A00
7B00360034003500460046003000340030002D0035003000380031002D0031003000
310042002D0039004600300038002D00300030004100410030003000320046003900
3500340045007D0000000800000000000000530061006D0070006C00650073000000
OF00000000000000530061006D0070006C006500730046006F0072004C0061006200
730000001000000000000000430057004D0061006C0O0770061007200650053006100
6D0070006C0065000000150000000000000042006F00780073007400610072007400
650072 002000530068 0065006C006CO002E006C006EO006BO0000001100000000000000
66 00 61 00 6B 00 65 00 6E00650074005

F 00 6C 00 6F 00 67 00 73 00 2E 00 6C 00 6E 00 6B 00 00 00 OA 00 00 00 00 00 00 00 54 00 6F 00 6F 00

6C 00 73 00 2E 00 6C 00 6E 00 6B 00 00 00 01 00 00 00 00 00 00 00 02 00 01 00 00 00 00 00 00 00 00 00
01 00 00 00 00 00 00 00 02 00 01 00 00 00 00 00 OO OO 00 00 16 00 00 00 08 00 00 00 01 00 00 00 07 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 3F 01 00 00 00 00 00 00 00 00 40
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02 00 00 00 00 00 00 00 40 40 03 00 00 00 00 00 00 00 80 40 04 00 00 00 00 00 OO 00 A0 40 05 00 00 00
00000000 C0400600

HKU\S-1-5-21-2169232433-3398496680-935370409-
1000\Software\Microsoft\Windows\Shell\Bags\1\Desktop\lconLayouts: 00 00 00 00 00 00 00 00 00 00
0000000000000300010001000100090000000000000029000000000000003A003A00
7B00360034003500460046003000340030002D0035003000380031002D0031003000
310042002D0039004600300038002D00300030004100410030003000320046003900
3500340045007D0000000800000000000000530061006D0070006C00650073000000
OF00000000000000530061006D0070006C006500730046006F0072004C0061006200
730000001000000000000000430057004D0061006C00770061007200650053006100
6D 0070006C0065000000150000000000000042006F00780073007400610072007400
6500720020005300680065006C006CO002E006CO006EO006BO0000001100000000000000
66 00 61 00 6B 00 65 00 6E00 650074005

F 00 6C 00 6F 00 67 00 73 00 2E 00 6C 00 6E 00 6B 00 00 00 OA 00 00 00 00 00 00 00 54 00 6F 00 6F 00
6C 00 73 00 2E 00 6C 00 6E 00 6B 00 00 00 14 00 00 00 00 00 00 00 40 00 57 00 61 00 6E 00 61 00 44 00
650063007200 79007000 7400 6F 0072004000 2E 0062 006D 00 70 00 00 00 14 00 00 00 00 00
00 004000570061 00 6E 00610044 00650063 0072007900 7000 7400 6F00 72004000 2E 00
65 00 78 00 65 00 00 00 02 00 00 00 00 00 00 00 02 00 01 00 00 00 00 00 00 00 00 00 01 00 00 00 00 00
000002 0001 000000 000000000000 16000000 08000000010000000900000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 3F 01 00 00 00 00 00 00 00 00 40 02 00 00 00 00 00
0000404003 00 00 00 00 00 0000 804004 000000000000 00 AO0400500000000000000CO40
06 00 00 00 00 00 00 00 EO 4007 00 00 00 80 3F 00 00 A0 40 08 00 02 00 01 00 00 00 00 00 00 00 00 00
01 00 00 00 00 00 00 00 02 00 01 00 00 00 00 00 00 00 00 00 15 00 00 00 09 00 00 00

01 00 00 00 09 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000080 3F01000000
00 00 00 00 00 40 02 00 00 00 00 00 00 00 40 40 03 00 00 00 00 00 00 00 80 40 04 00 00 00 00 00 00 00
A0 40 05 0000 0000 00 00 00 CO 40 06 00 00 00 00 00 0000 EO 4007 0000 00000000000041 0800

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx: 01 00 00 00 02 00 00 00 04 00 00 00
07 00 00 00 08 00 00 00 05 00 00 00 06 00 00 00 03 00 00 00 00 00 00 OO0 FF FF FF FF

HKU\S-1-5-21-2169232433-3398496680-935370409-1000\Software\Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx: 04 00 00 00 02 00 00 00 01 00 00 00
070000000800000005000000060000000300000000000000 FF FF FF FF

HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx: 01 00 00 00 02 00 00 00 04 00 00 00
070000000800000005000000060000000300000000000000 FF FF FF FF

HKU\S-1-5-21-2169232433-3398496680-935370409-1000_Classes\Local
Settings\Software\Microsoft\Windows\Shell\BagMRU\MRUListEx: 04 00 00 00 02 00 00 00 01 00 00 00
070000000800000005000000060000000300000000000000 FF FF FF FF
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Total changes: 137

APPENDIX D — WIRESHARK FRAMES

24 36.355688 127.0.0.1 127.9.0.1 TCP 74 49686 -» 9050 [PSH, ACK] Seq=4 Ack=3 Win=2619648 Len=30
37 96.378453 127.0.8.1 127.90.0.1 TCcP 74 49690 -» 9050 [PSH, ACK] Seq=4 Ack=3 Win=327424 Len=30
5@ 159.393104 .0.0.1 127.9.0.1 TCP 74 49692 -» 9050 [PSH, ACK] Seq=4 Ack=3 Win=2619648 Len=30
63 222.410133 .e.8.1 127.9.0.1 TCcpP 74 49695 > 9050 [PSH, ACK] Seq=4 Ack=3 Win=2619648 Len=30
76 285.440175 .0.8.1 127.90.0.1 TCcP 74 49696 - 9050 [PSH, ACK] Seq=4 Ack=3 Win=2619648 Len=30
97 348.457760 .e.8.1 127.9.0.1 TCcpP 74 49699 -» 9050 [PSH, ACK] Seq=4 Ack=3 Win=2619648 Len=30
110 408.471009 127.9.0.1 TCP 74 49700 -» 9050 [PSH, ACK] Seq=4 Ack=3 Win=2619648 Len=30
123 471.486220 127.9.0.1 TCP 74 49701 » 9050 [PSH, ACK] Seq=4 Ack=3 Win=2619648 Len=30
136 534.509946 127.0.8.1 127.90.0.1 TCcP 74 49703 - 9050 [PSH, ACK] Seq=4 Ack=3 Win=2619648 Len=30
149 597.540709 127.0.0.1 127.9.0.1 TCP 74 49704 » 9050 [PSH, ACK] Seq=4 Ack=3 Win=2619648 Len=30

Figure 91 - List of frames containing onion addresses

Frame 24: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback
Internet Protocol Version 4, Src: 127.0.8.1, Dst: 127.0.0.1
Transmission Control Protocol, Src Port: 49686, Dst Port: 9050, Seq: 4, Ack: 3, Len: 30
v Data (30 bytes)
Data: ©501000317677837656b62656e7632726975636d662e6T6e696T62000050
[Length: 30]

02 00 00 ©© 45 Q0 00 46 de 4c 40 00 80 @6 Q0 0O E--F ‘L@

7f @0 00 ©1 7f @00 @0 @1 <2 16 23 5a 76 c3 ce 99 #Zv

a7 88 4f 19 50 18 27 f9 {0 bo 00 00 ©5 @1 00 03 O-P-*

17 67 78 37 65 6b 62 65 6e 76 32 72 69 75 63 6d gx7ekbe nv2riucm
66 2e 6f 6e 69 6f 6e 0@ 00 50 f.onion P

Figure 92 - Frame 24
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M Viireshark - Packet 37 - Adapter for loopback traffic capture - ] hd

Frame 37: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback

Internet Protocol Version 4, Src: 127.2.0.1, Dst: 127.8.0.1

Transmission Control Protocol, Src Port: 49690, Dst Port: 9850, Seq: 4, Ack: 3, Len: 3@

v Data (3@ bytes)

Data: ©501000@31737366a646432697232656d62797634372e6f6e696T6e000050

[Length: 30@]
92 00 2@ @2 45 00 2@ 46 de 59 40 00 80 Q6 00 00 E--F Y@
7f 00 @@ @1 7f @0 @@ @1 c2 la 23 Sa ¢S5 ef 2a dl B #HZ.o o

e4 61 f9 ce 50 18 THEq] @ 29 e@ @2 05 61 @2 03 a- -P-[f ). - -
17 37 36 6a 64 64 32 69 72 32 65 6d 62 79 76 34  -76jdd2i r2embyva
37 2e 6f 6e 69 6f Ge 6@ 00 50 7.onion- P

[] show packet bytes

Figure 93 - Frame 37

Frame 5@: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback

Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.0.0.1

Transmission Control Protocol, Src Port: 49692, Dst Port: 9858, Seq: 4, Ack: 3, Len: 3@

v Data (30 bytes)

Data: ©5018@@31778786C7662726c6T78767269793263352e6f6e696T6e000050

[Length: 3@]

82 22 22 00 45 90 0@ 46 de 65 40 90 80 @6 9@ 00 -E--F -f@-

7f @@ @@ @1 7f @@ @@ @1 «c2 1c 23 52 79 a8 3¢ 74 - #Zy-<t
bS a4 53 @2 50 18 27 f9 69 9d @@ @@ @5 o1 @@ @3 SP-'oioes

17 78 78 6¢c 76 62 72 6c 6f 78 76 72 69 79 32 63 -xx1vbrl oxvriy2c
35 2e 6f 6e 69 6f 6e @@ @0 50 S.onion- P

Figure 94 - Frame 50
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Frame 63: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback
Internet Protocol Version 4, Src: 127.2.08.1, Dst: 127.0.0.1
Transmission Control Protocol, Src Port: 49695, Dst Port: 9858, Seq: 4, Ack: 3, Len: 3@
v Data (3@ bytes)
Data: ©50100031735376737737067727a6c6T6a696e61732e6T6696F62000050

[Length: 38]
©2 9@ 00 2@ 45 Q0 @0 46 de 73 40 @0 80 96 @0 @@ E-F s@
7f @@ @0 @1 7f @@ @@ @1 c2 1f 23 5a fb fd 77 bc #Z oW

df la 7e be 5@ 18 27 f9 65 27 @@ @@ @5 el o8 e3 ~Ptooet .
17 35 37 67 37 73 70 67 72 7a 6c 6f 6a 69 6e 61 57g7spg rzlojina
73 2e 6f 6e 69 6f 62 @@ @@ 50 s.onion- P

Figure 95 - Frame 63

> Frame 76: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @
> Null/Loopback

> Internet Protocol Version 4, Src: 127.8.0.1, Dst: 127.8.0.1

> Transmission Control Protocol, Src Port: 49696, Dst Port: 9858, Seq: 4, Ack: 3, Len: 3@

> Data (3@ bytes)

82 9@ 00 @@ 45 @@ 0@ 46 de 8@ 40 °@ 80 86 00 @8 E--F @
7f 82 @@ @1 7f @@ 8@ @1 «c2 2@ 23 5a d4 @8 cl d4 . #Z
d7 ef 87 d9 5@ 18 27 f% 36 ea @@ 0@ @5 o1 @2 e3 ceeePete B
17 63 77 77 6e 68 77 68 6¢ 7a 35 32 6d 61 71 &d cwwnhwh 1z52magm

37 2e &6f 6e 69 6f 6e 8@ @0 5@ 7.onion

No.: 76 - Time: 265440175 - Source: 127.0:0.1 * Dastinatin: 127.0.0.1 * Protocel: TCP - Langth: 4  Info: 49696 — 9050 [PSH, ACK] Seqmd Ack= Win=2619648 Lan=30

|z

Figure 96 - Frame 76
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Frame 97: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback

Internet Protocecl Version 4, Src: 127.0.0.1, Dst: 127.0.0.1

Transmission Control Protoccl, Src Port: 49699, Dst Port: 9850, Seq: 4, Ack: 3, Len: 3e

Data (30 bytes)

@2 90 20 99 45 @0 20 46 de 95 49 2@ 80 @6 29 @0 cEF @

7f e @@ @1 7f @e @@ @1 «c2 23 23 5a 91 9c 87 39 #4209

81 da 75 d@ 50 18 27 f9 1c 19 @@ @@ 85 @l @8 a3 u-P-*- - -
2836 17 67 78 37 65 6b 62 65 6e 76 32 72 69 75 63 6d gx7ekbe nv2riucm
2 66 2e 6f 6e 69 6f 6e @@ @0 50 f.onion- -P

Figure 97 - Frame 97

Frame 11@: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback

Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.8.1

Transmission Control Protocol, Src Port: 497@8, Dst Port: 985@, Seq: 4, Ack: 3, Len: 38

Data (3@ bytes)

@2 02 @0 B0 45 P8 90 46 de 32 42 G0 8@ @6 @O @@ - E--F @ -
7f @@ 00 o1 7f €@ @0 @1 c2 24 23 5a 23 29 bb 7@ R $HIH) p
@6 8d 41 86 5@ 18 27 f9 65 6a @@ @@ @5 @1 @9 @3 AP ' ej

17 37 36 6a 64 64 32 69 72 32 65 6d 62 79 76 34 76jdd2i r2embyv4
37 2e 6f 6e 69 6f 6e @@ @8 5@ 7.onion

Figure 98 - Frame 110
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M Wireshark - Packet 123 - Adapter for loopback traffic capture

» Frame 123: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @

Null/Loopback

Data (38 bytes)

fio.: 123 Time: 472486030 - Source: 127000 * Destination: 127.0.0.1  Frolocal TCP  Length: 74 *Infoi 49701 — 9050 [PSK, ACK] Sei=4 Ack=3 Wit 2518548 L =30

|41 show packet bytes

02 90 @8 80 45 00 00 46
7f oe e¢ @1 7f @@ ee o1
de 89 d1 f3 50 18 27 f9
17 78 78 6c 76 62 72 6C
35 2e 6f 6e 69 6f 6e @0

Figure 99 - Frame 123

Null/Loopback

Data (3@ bytes)

92 92 2@ 8o 45
7f ee ee el 7f
d5 ce 57 f5 5@
17 63 77 77 ée
37 2e 6f 6e 69

09 88 46
@0 ee o1
18 27 fo
68 77 68
6f 6e 00

Figure 100 - Frame 136

de af 42 2@ 8@ @6 00 @0
€2 25 23 5a d2 ec 4a cl
Sa 2c @@ @8 @5 @1 @o e3
6f 78 76 72 69 79 32 63
ee 58

de bc 4@ 90 8¢ €6 @0 ee
€2 27 23 5a 28 47 71 @9
64 95 @@ 9@ @5 el @@ e3
6c 7a 35 32 6d 61 71 6d
28 se

Internet Protocol Version 4, Src: 127.9.8.1, Dst: 127.9.0.1
Transmission Control Protocol, Src Port: 49701, Dst Port: 9050, Seq: 4, Ack: 3, Len:

E--F

B

e
*HZ

z

bl

xxlvbrl oxvriy2e

5.onion

Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.0.1
Transmission Control Protocol, Src Port: 49703, Dst Port: 9850, Seq: 4, Ack: 3, Len: 3@

E

W-P-'

-cwwnhwh 1z52magm

7.onion

F--@
SUHZ(

d-

P

Frame 136: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @

Gq-
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Frame 149: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback
Internet Protocel Version 4, Src: 127.8.8.1, Dst: 127.0.0.1
Transmission Control Protocol, Src Port: 49784, Dst Port: 9850, Seq: 4, Ack: 3, Len: 3@
> Data (3@ bytes)

©2 90 20 @@ 45 89 80 46 de c9 40 @@ 80 26 0 09 “cE--F @
7f @@ @@ o1 7f @@ @@ @1 c2 28 23 5a ef bf el aa o (#Z- -
bb @b 67 9d 5@ 18 27 f9 42 90 20 @@ @5 o1 ee @3 gP-"- B
17 35 37 67 37 73 7@ 67 72 7a 6¢ 6f 6a 69 6e 61 57g7spg rzlojina
73 2e 6f 6e 69 6f 6e @@ @0 5@ s.onion- -P

Figure 101 - Frame 149
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